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PREFACIO

Esta tesis, presentada como un compendio de articulos, ha sido remitida de acuerdo
con los requisitos de la Universidad de Extremadura para la consecucion del titulo de
Doctor en el Programa Doctoral de Tecnologias Informaticas. Los doctores Francisco
Javier Rodriguez Pérez y David Miguel Cortés Polo han supervisado la investigacion
presentada en este documento. Los resultados de investigacion han sido desarrollados
principalmente en la Universidad de Extremadura.
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RESUMEN

En el contexto actual de ciberseguridad, existe un panorama creciente de
ciberamenazas y una probabilidad, igualmente creciente, de que estas se transformen
en ciberriesgos aprovechando las debilidades de las organizaciones y exponiéndolas,
por tanto, a potenciales impactos. En dicho contexto, esta tesis aborda el objetivo de
desarrollar un modelo que facilite a las entidades del Sector Publico la gestion de la
ciberseguridad, centrada en el activo de negocio, desde niveles tacticos y operativos,
conservando el holismo y la unidad de accion requerida.

El aumento de la digitalizacion en las organizaciones a lo largo del tiempo ha
provocado que éstas hayan considerado como esenciales distintos activos en diferentes
momentos. Inicialmente el hardware era por si mismo uno de los activos con mayor
relevancia, posteriormente la informacion ocupo su lugar y, en la actualidad, la propia
continuidad operativa de la organizacion, la confiabilidad que ésta puede ofrecer a
terceros o la reputacion, se encuentran entre los aspectos mas criticos para cualquier
entidad digitalizada. Es por ello que la tesis adopta el activo de negocio como unidad
de referencia para la gestion de la ciberseguridad. La digitalizacion ha llevado, ademas,
a las organizaciones a una dependencia creciente del ciberespacio, donde el control
directo sobre los activos de los que dependen es muy reducido.

El perimetro de las organizaciones, en este mismo proceso, se ha ido difuminando y ha
pasado de estar completamente contenido en las instalaciones fisicas de la
organizacion a, en la actualidad, sobrepasar los limites de esta y fusionarse, a través
del ciberespacio, con terceros, con sus propios empleados, clientes, proveedores o
socios. Esta difuminacion progresiva de los limites de la propia organizacion ha
requerido de la participacion de mas personas en la ciberseguridad, desde
departamentos individuales hasta toda la organizacion e incluso entidades de la
cadena de suministro. Las amenazas y riesgos para las organizaciones han variado de
igual forma, dando lugar a diferentes enfoques de seguridad como la seguridad fisica,
de la informacion y la ciberseguridad, que han evolucionado consecutivamente a
modo de mufiecas Matrioska para cubrir las nuevas necesidades. Sin embargo, la
evolucion de la tecnologia no ha seguido una progresion lineal, sino que ha sido, y esta
siendo, un proceso explosivo con un reflejo directo en la rapidez con la que las
organizaciones se ven avocadas a digitalizarse y asumir la dependencia del ciberespacio
para no quedar atras. Pero ese ritmo incesantemente acelerado ha dificultado el
desarrollo simultaneo de los marcos de trabajo especificos junto con las capacidades y
cultura de ciberseguridad necesarias. Esto ha llevado a situaciones donde los enfoques
de seguridad de la informacién se aplican a escenarios que requieren ciberseguridad,
impidiendo abordar las ciberamenazas de forma adecuada.

Ademas de esa falta de adaptacion a la ciberseguridad, los modelos y estandares
existentes aplicados comunmente a la ciberseguridad tienen otras carencias. Una de
ellas, relevante, es que suelen definir muy bien su aplicacioén a nivel estratégico pero
rara vez profundizan y desarrollan los elementos procedimentales requeridos para el
resto de los niveles de la organizacion. Es decir, no detallan de forma clara como la
aplicacion de ese estandar o marco debe capilarizar al resto de niveles organizativos y
dejan a la interpretacion de cada organizacion el desarrollo de toda esa parte, dando
lugar a implementaciones del mismo completamente diferente entre organizaciones, o
entre distintos departamentos de una misma organizacion o, en muchas ocasiones,
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dejando un vacio que afecta a los niveles tacticos y operativos, maximos encargados
de desarrollar la estrategia en ciberseguridad. Esta indefinicion impide también
establecer politicas de seguridad que se extiendan a entidades de la cadena de
suministros de una forma homogénea y en general impide una accién conjunta de
ciberseguridad. Otra carencia notable es la referida a las métricas. Estos modelos en
raras ocasiones incorporan métricas y, cuando lo hacen, estas métricas estan definidas
de una forma que son sélo ttiles a medio o largo plazo para los niveles estratégicos de
la organizacion. Pero en general no incorporan un conjunto de métricas concretas que
permitan la evaluacion de la ciberseguridad tanto a los niveles estratégicos, como
también a los niveles tacticos u operativos (largo plazo, medio plazo y corto plazo,
respectivamente). Por ello, estos niveles no cuentan con herramientas que le permitan
valorar el efecto de las actuaciones de ciberseguridad y adaptarlas al contexto
cambiante de ciberamenazas para contribuir a los objetivos estratégicos de
ciberseguridad, teniendo que desarrollar su trabajo con una visibilidad muy limitada.
Por ultimo, los modelos existentes son en su mayor parte evoluciones de los modelos
de seguridad de la informacidn que arrastran un sesgo notable respecto al conjunto de
disciplinas que deberian contribuir a lograr un estado de ciberseguridad elevado en la
organizacion. No contemplan, por decirlo asi, el enfoque completamente holistico que
requiere la ciberseguridad, con implicacion de toda la organizacion, por lo que su
aplicacion practica, per se, no puede derivar en una gestion holistica de la
ciberseguridad. A modo de resumen, estos modelos y estdndares no constituyen
marcos exhaustivos que alineen la accidon en ciberseguridad tanto horizontal como
verticalmente, no proporcionan un conjunto uniforme de procedimientos ni métricas
de ciberseguridad adecuadas para todos los niveles, ni permiten una accion conjunta,
como requiere la ciberseguridad.

Esta tesis desarrolla el cuerpo procedimental requerido por los niveles tacticos y
operativos de las entidades publicas para facilitar la gestion holistica de la
ciberseguridad corporativa y su adaptacién al contexto cambiante de ciberamenazas.
Un modelo que puede ser aplicado con independencia del marco estratégico superior
utilizado en la misma. Esto es, independiente del estandar de seguridad utilizado en la
organizacion, se adapta y alinea con el que se esté utilizando, permitiendo un trabajo
holistico cuasi auténomo y coordinado en los niveles inferiores o en la cadena de
suministro. Dicho modelo tiene sus raices en las iniciativas, marcos y buenas practicas
de ciberseguridad mas reconocidos. Sobre ellos se ha realizado un andlisis detallado
como parte de los trabajos de investigacion, buscando puntos comunes de alineacion
con los estandares de seguridad mas implantados a nivel estratégico en las
organizaciones.

Para contribuir a facilitar la implantacion de dicho modelo, la tesis aborda el campo
de los algoritmos evolutivos de optimizacion multicriterio, desarrollando algoritmos
genéticos y herramientas basadas en ellos. Estos desarrollos, aplicados como parte del
marco, permiten a dichos niveles mejorar la eficiencia en la toma de decisiones respecto
a las actuaciones necesarias para la consecucion de los objetivos de ciberseguridad,
cualquiera que sea el nivel de la organizacion, o de su cadena de suministro, sobre el
que se hayan definido dichos objetivos.

Para ¢l seguimiento del nivel de cumplimiento de dichos objetivos el modelo
desarrollado proporciona un conjunto de métricas que pueden ser agregadas de forma
ascendente, esto es, parten del nivel operativo y se propagan hasta el nivel estratégico
pasando por el nivel tactico de la organizacion. Esta concepcion de las métricas
permite que las mismas aporten valor a todos los niveles, supliéndoles con la
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informacidén que cada uno de ellos necesita, pero manteniendo la coherencia y la
homogeneidad a lo largo y ancho de la organizacion. Estas métricas, que han sido
validadas por la comunidad cientifica en las publicaciones correspondientes, son
independientes del campo de conocimiento desde el que se deban implementar las
actuaciones de ciberseguridad que correspondan y también son también de aplicacion
en un contexto donde parte de ellas deban transferirse a servicios externalizados a
entidades de la cadena de suministro.

Para asegurar que el modelo cubre particularmente los requisitos del Sector Publico,
los trabajos de investigacion de la tesis han abordado el analisis de la problematica
relacionada con la gestion de la ciberseguridad en relacion con las especificidades de
los organismos publicos. Estas especificidades incluyen la practica habitual de la
externalizacidon o la composicion mixta de sus equipos de trabajo, con personal propio
y de terceros que les proporcionan servicios. También se han analizado sus dificultades
especificas para atraer y retener talento en ciberseguridad, la rigidez de su estructura
y, en general, la necesidad que tienen de contratar servicios de seguridad gestionada
con empresas del sector privado. Los resultados complementan el modelo con la
aportacion de mecanismos y técnicas para la contratacion de servicios de
ciberseguridad con terceros. Adicionalmente los trabajos realizados incluyen la
identificacion de habilidades y capacidades en ciberseguridad requeridas por las
entidades del Sector Publico, la identificacion de requisitos exigibles a entidades
proveedoras en el caso de externalizacion y la capacitacion de los equipos
multidisciplinares para su implicacion en la ciberseguridad corporativa.

Los resultados de estos trabajos de investigacion y la aplicacion practica experimental
del marco de gestion desarrollado en la tesis, permiten considerarlo como una
herramienta ttil capaz de coexistir sin conflictos, en la gestién de la ciberseguridad,
con la aplicacion de los estandares de seguridad aplicados en niveles estratégicos.
Asimismo, proporciona un nivel elevado de visibilidad sobre el estado de
ciberseguridad de cada activo de la organizacién y sobre aquellas acciones que hay que
emprender para mejorarlo. Eleva la concienciacion de los equipos multidisciplinares
sobre la contribucion especifica de su campo de conocimiento a la ciberseguridad
global de la organizacién y facilita a ésta la identificacion explicita de requisitos
multidisciplinares relativos a la ciberseguridad que deben ser exigidos a terceros de la
cadena de suministro o entrenados internamente. Todo lo anterior, orquestado
mediante procesos homogéneos que cubren toda la organizacion y la cadena de
suministro, desarrollados ex profeso en la tesis.

Estos mismos resultados han abierto la puerta a futuras lineas de investigacion.
Especificamente, la aplicacion de gemelos digitales para evaluar a la organizacion
respecto a escenarios de ciberriesgos concretos y la aplicacion del marco para entrenar
a los equipos multidisciplinares en conciencia situacional en ciberseguridad o la
posibilidad de realizar predicciones sobre la aplicacion del marco.

Palabras clave — gestion tactico-operativa de la ciberseguridad, ciberseguridad
holistica, ciberseguridad para el activo de negocio, ciberseguridad en el Sector Publico.

vii



Resumen

viil



CONTENIDO

S 1) £ 1 1o SRS i
AGradeCIMICIITOS ....cceeiiiiiiiiiiiee e e ettt e e e e e e ettt e e e e e e e e etttareeeeeeeeeeeatabaaeeeaaeeenaans il
RESUIMEI .. v
Lista de abreviaturas y glOSATIO ........cceiiiiiiiiiiieieee et e e e Xi
INETOAUCCION ...t e e et e e ettt e e e et eeeenaneeeeenneeas 1
Trasfondo Y MOLIVACIONES .......ccoeuviiiiiiieeeeeeeceiiiie e e e eeeetit e e e e e e e e eirbrnreeeeeeeeanes 3
Evolucion de los activos prioritarios en las organizaciones...........ccccveeeeeeeeeeennns 4
Evolucion vertiginosa en el proceso de digitalizacion ..............coeeevvvveieeeeeennnnnn, 4
Evolucion de los estandares de gestion de la seguridad ...........coooeevviveniiiiinnnnnn, 6
Evolucion de las fronteras de las organizaciones ..............eeeeeeeeeeieciniieeeeeeeeseennns 8
Evolucion de la participacion en ciberseguridad: holismo ...........cccvvveeieeeeennnnn, 9

Las entidades del Sector PUDLICO .......ccuvviiiiiiiiiiiiiiieeecece e 10
Objetivos y metodologia de investigacion ..............ceeeveeviiirieieeeeeiieiiiieeeeeeee e 12
Resultados de 1a tesis y colaboraciones ..............eeveeeeeieeiiiiiiieieeeeeeiiiiieeeeeeeeeeeees 14
Modelo de gestion y evaluacion holistica de la ciberseguridad .............cccoeveeennneee.. 17
Soluciones algoritmicas para la OptimizaciOn...........ccccvvvveeieeeeeiicciiiiieee e, S1
Soluciones tecnologicas para facilitar la implantacion practica ..............cceeeeeevvneeen. 69
Extensiones metodolégicas para la ciberseguridad de la cadena de suministro ........ 75
Deteccién y mitigacion de ciberamenazas usando VNFs en SDNs............coonneiee. 107
Conclusiones y trabajo fUtUIO .........uviiiiiiiiiiiiiiiiee e e 125
CONCIUSIONES ..eevieeeeeiiiiiiiieee e e e e ettt e e e e e e e ttbteeeeeeeeessnantbeeeeeaeessensnssssreeeaaeenns 127
Trabajo fULUIO ..oieeieeiiieeee et e et e e e e e e errareeeaeeeens 129
S 153 (530 163 USRS 133

1X



Contenido




LISTA DE ABREVIATURAS Y

Algoritmo evolutivo de
optimizacion
multicriterio

Algoritmo genético

Ciberactivista

Ciberamenaza

Ciberatacante

Ciberataque

Ciberespacio

Ciberincidente

Ciberresiliencia

Ciberriesgo

GLOSARIO

Un algoritmo evolutivo de optimizacion multicriterio es
una técnica basada en los principios de la evolucion
natural que busca soluciones Optimas para problemas
con multiples objetivos en conflicto, utilizando procesos
de seleccion, cruce y mutacion para evolucionar una
poblacion de soluciones hacia un conjunto de soluciones
de compromiso.

Un algoritmo genético es un método de optimizacion y
busqueda basado en los principios de la seleccion natural
y la genética, que utiliza técnicas como la mutacion, el
cruce y la seleccion para evolucionar soluciones a
problemas complejos a lo largo de varias generaciones.

Grupo de ciberatacantes cuya finalidad principal es la
protesta o reivindicacion de ideas, generalmente de
indole politico o social.

Probabilidad de existencia de un evento negativo,
emanado del ciberespacio, con potenciales efectos
negativos sobre la organizacion

Actor malicioso que perpetra un ciberataque. Existen
diversas clasificaciones, si bien es comun la que distingue
los ciberatacantes segun su nivel de conocimiento y los
recursos de los que dispone: principiante, ciberatacante
experto solitario, grupo ciberactivista, grupo de
ciberdelincuencia organizada, ciberatacantes soportados
por un estado.

Ciberamenaza intencional enfocada en robar, exponer,
alterar, deshabilitar o destruir datos, aplicaciones,
reputacion o u otros activos o interrumpir la continuidad
de servicios y actividades, utilizando el ciberespacio.

Conjunto de sistemas de informacion interconectados a
través de redes propiedad de multiples actores, en la cual
empresas, organizaciones y usuarios desarrollan sus
actividades y operaciones.

Materializacidon fehaciente de una ciberamenaza debido
a la existencia de una debilidad.

Capacidad de una organizacion de resistir y recuperarse
de un ciberincidente.

Probabilidad de que se produzcan impactos sobre la
organizacion por la  materializacion de una
ciberamenaza aprovechando una debilidad.
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Lista de abreviaturas y glosario

Ciberseguridad

Ciberseguridad holistica

CyberSOC

Conciencia situacional

Debilidad/Vulnerabilidad

Gemelo digital

Gobernanza

Holismo

Internet oscura (Dark
Web)

Disciplina/enfoque especialmente indicado para afrontar
las amenazas emanadas de la dependencia de las
organizaciones del ciberespacio.

La ciberseguridad holistica es un enfoque integral de la
ciberseguridad que considera todos los elementos
interrelacionados, incluyendo personas, procesos,
tecnologia y entorno, de todos los campos de
conocimiento de la organizacion, para asegurar la
defensa completa y efectiva contra ciberamenazas.

Centro de operaciones de ciberseguridad. Es una unidad
centralizada en una organizacion que se dedica a
monitorizar, detectar, responder y gestionar incidentes
de seguridad informatica. Su principal objetivo es
proteger los sistemas de informacién y datos sensibles de
la organizacidén contra ciberataques y otras amenazas
cibernéticas

La conciencia situacional es la percepcion y comprension
de los elementos y eventos que ocurren en un entorno
especifico, asi como la capacidad de anticipar como estos
factores pueden influir en futuras condiciones vy
decisiones.

En relacion con la ciberseguridad, carencia de una
organizacion que puede facilitar que se materialice una
ciberamenaza.

Un gemelo digital es una réplica virtual precisa de un
objeto, sistema o proceso fisico real, sincronizada con
éste, que se utiliza para simular, analizar y optimizar su
rendimiento mediante la recopilacion y el procesamiento
de datos del mundo real.

En wuna organizacién, y en relacion con la
ciberseguridad, la gobernanza es el conjunto de politicas,
procedimientos 'y estructuras organizativas que
gestionan y dirigen la proteccion de los activos de la
organizacidbn contra ciberamenazas. Incluye la
implementacion de estrategias, el cumplimiento de
normativas y la asignacioén de responsabilidades, entre
otros aspectos.

El holismo es una teoria o enfoque que sostiene que los
sistemas y sus propiedades deben ser analizados en su
totalidad, y no solamente a través de las partes que los
componen, ya que el comportamiento y las propiedades
del todo no pueden ser completamente entendidos solo a
partir de la suma de sus partes.

Capa de Internet, no accesible mediante los buscadores
tradicionales, oculta tras protocolos de encaminamiento
y conexiones que garantizan el anonimato vy
comunmente utilizada por los cibercriminales para
planificar y coordinar ciberataques, asi como vender
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Lista de abreviaturas y glosario

ISO 27000

Mainframe

Nivel estratégico

Nivel tactico

Nivel operativo

Niveles inferiores

Seguridad de
informacion

Seguridad fisica

la

productos y servicios de apoyo a los mismos. También
para vender los datos e informacién resultante de la
ejecucion de dichos ciberataques.

Familia de normas estandarizadas por ISO
(International ~ Organization  for  Standardization)
enfocadas a la seguridad de la informacion. De ellas, la
mas conocida, por ser una norma certificable, es la ISO
27001, que cubre los aspectos necesarios para el
establecimiento de un sistema de gestion de seguridad de
la informacion.

Un mainframe es una computadora de gran tamafio y
alta capacidad de procesamiento, disefiada para manejar
grandes volumenes de datos y aplicaciones criticas en
una organizacion.

En una organizacion, y en relacion con la
ciberseguridad, el conjunto de personas encargadas de la
gobernanza de la ciberseguridad. Su actividad
habitualmente se sitia en el largo plazo y sus objetivos
son objetivos estratégicos de ciberseguridad. Su
composicion generalmente comprende distintos campos
de conocimiento. Jerarquicamente se situa en la posicion
mas alta de la organizacion.

En una organizacion, y en relacion con la
ciberseguridad, el conjunto de personas encargadas de la
planificacion de proyectos 'y actuaciones de
ciberseguridad. Su actividad habitualmente se situa en el
medio plazo y sus objetivos son objetivos tacticos de
ciberseguridad. Su  composicion  generalmente
comprende distintos campos de conocimiento.
Jerarquicamente se sitlla en una posicion intermedia en
la organizacion.

En una organizacion, y en relacion con la
ciberseguridad, el conjunto de personas encargadas de la
implementacién practica de las actuaciones de
ciberseguridad. Su actividad habitualmente se sitta en el
corto plazo y sus objetivos son objetivos operativos de
ciberseguridad.  Su  composicion  generalmente
comprende distintos campos de conocimiento.
Jerarquicamente se situa en la posicion mas baja de
organizacion.

En el contexto de este documento, los niveles inferiores
son ¢l tactico y el operativo.

Disciplina/enfoque especialmente indicado para afrontar
las amenazas emanadas de la dependencia de las
organizaciones de la informacion gestionada por sus
sistemas de informacion.

Disciplina/enfoque especialmente indicado para afrontar
las amenazas emanadas de la dependencia de las
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Lista de abreviaturas y glosario

Seguridad informatica o
IT

Silo organizacional

Tecnologias disruptivas

organizaciones de instalaciones de procesos de datos y
comunicaciones e instalaciones fisicas en general.

Disciplina/enfoque especialmente indicado para afrontar
las amenazas emanadas de la dependencia de las
organizaciones del hardware, el software y las
comunicaciones.

Término utilizado en el ambito empresarial para
describir una situacion en la que diferentes
departamentos, equipos o unidades dentro de una
organizacion operan de manera aislada y no comparten
informacion, recursos, ni colaboran entre si de manera
efectiva. Estos "silos" pueden llevar a una falta de
comunicacion y coordinacion, lo que puede reducir la
eficiencia y efectividad de la organizacion en su conjunto.

Las tecnologias disruptivas son innovaciones
tecnologicas que alteran significativamente la forma en
que funcionan las industrias, los mercados o las
sociedades.
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INTRODUCCION

Este capitulo se adentra en el trasfondo y las motivaciones de la tesis, destacando la
necesidad de un modelo de gestion de ciberseguridad que orqueste todas las actividades
para proporcionar un enfoque holistico desde los niveles inferiores de la organizacion, con
capacidad de autoorganizacion. Se argumenta que este enfoque permite amortiguar
mejor los cambios en el contexto de ciberamenazas, cuya dinamica y rapida evolucion no
pueden abordarse facilmente desde niveles superiores debido a su percepcion mas
abstracta y a las métricas que solo ofrecen informacion relevante a medio o largo plazo.
Se destaca que el modelo resultante es aplicable a cualquier entidad, tanto publica como
privada, pero se ha tenido especial cuidado en incorporar los requisitos especificos del
sector publico para garantizar su utilidad en este ambito. Ademas, se detallan los objetivos
especificos de la investigacion y los resultados obtenidos en cada caso, respaldados por
publicaciones que han sido validadas por la comunidad cientifica.
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Introduccion

1.1

Trasfondo y motivaciones

Es un hecho ampliamente reconocido que el panorama actual de las ciberamenazas
esta en constante crecimiento y, al mismo tiempo, su complejidad y sofisticacion han
aumentado de manera exponencial [1]. Este incremento en niimero y especializacion
se produce a un ritmo acelerado, lo que representa un desafio significativo para
entidades publicas y privadas, con un aumento continuo de los ciberataques y un
impacto dificil de gestionar para estas organizaciones [2].

En el pasado, los ciberataques solian asociarse con individuos solitarios o expertos en
tecnologia, pero en la actualidad, esta vision romantica ha desaparecido casi por
completo. La ciberdelincuencia organizada [3] es ahora comun, con ataques con
motivaciones econdémicas como el ransomware [4] y el ciberchantaje [5], asi como
servicios especificos en la Internet oscura [6], como ¢l ransomware como servicio [7],
lo que demuestra la profesionalizacion de las organizaciones cibercriminales [8].

La creciente digitalizacion de entidades publicas y privadas [9] ha llevado a un
aumento de los grupos de cibercriminales respaldados por estados, que ven en el
ciberespacio una oportunidad para dafiar empresas estratégicas [10], servicios
esenciales [11] e infraestructuras criticas [12], asi como la reputacion de las
instituciones publicas [13], en un contexto de guerra hibrida [14] contra los estados
oponentes.

Es esencial que ese proceso de digitalizacion, por tanto, vaya acompaniado de una
estrategia de ciberseguridad que permita garantizar la continuidad de estos servicios
[15] y la integridad, privacidad y seguridad de los datos a medio, corto y largo plazo
[16].

Ante esta situacion, los estados estan implementando medidas para disenar estrategias
nacionales de ciberseguridad [17], establecer planes y objetivos asociados a estas
estrategias [18], y promover programas y proyectos adaptados para garantizar la
seguridad cibernética de sus sociedades e intereses [19]. En este contexto, las
organizaciones del sector publico, responsables de la confianza de los ciudadanos en
los servicios publicos digitales, necesitan contar con herramientas que les permitan
asegurar que estos servicios sean ciberresilientes [20] (capaces de resistir y recuperarse
ante un ciberincidente) y cumplan con las estrategias y planes de ciberseguridad de su
Estado o de las entidades supranacionales que correspondan [21], proporcionando asi
las garantias necesarias a los ciudadanos [22].

Este enfoque, presentado de manera general, resulta facil de comprender. Sin embargo,
al profundizar en un nivel de detalle mas especifico, es crucial comprender todos los
factores que dificultan que las entidades, especialmente las del Sector Publico, aborden
la ciberseguridad de manera efectiva y con garantias [23]. Los siguientes apartados,
derivados de un analisis exhaustivo del estado del arte, serviran como una reflexion
sobre estos factores.
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1.1.1

Evolucién de los activos prioritarios en las organizaciones

A lo largo del proceso de digitalizacion de las organizaciones, estas han priorizado la
proteccion de sus activos mas valiosos en cada etapa (Ilustracion 1). Estos activos no
han sido constantes, sino que han evolucionado con el avance de la digitalizacion.

Inicialmente, en la era de los mainframes, el hardware era una inversion clave, utilizada
por un grupo limitado dentro de la organizacidn, principalmente en departamentos
financieros o de ingenieria [24]. Con la popularizacion de la informatica personal, cada
usuario tuvo su propio ordenador y algun tipo de interconexion, lo que aument6 la
exposicion de las empresas a amenazas y riesgos informaticos [25], [26]. A medida que
se implementaban procesos de negocio digitales y se reducia el uso del papel, la
informacion gestionada por los sistemas se convertia en el activo mas valioso [27].

(1) (3) (4)

Ilustracion 1. Evolucion de los activos relevantes para las organizaciones en cada fase de sus procesos de
digitalizacion: desde los costosos mainframes de los aiios 70 (1), hasta la capacidad de operacién en el
ciberespacio y la confianza para con terceros en la actualidad (4), pasando por el parque informdtico (2) o
la informacion generada por los sistemas de informacion corporativos (3 ).

En la actualidad, con la expansion del ciberespacio, las entidades interactuan
directamente, con sistemas interconectados, a través del ciberespacio, lo que dificulta
distinguir entre lo propio y lo ajeno. Esta dependencia del ciberespacio hace que la
capacidad operativa y la confianza ofrecida a terceros sea el activo mas preciado para
las organizaciones [28], y la ciberresiliencia, uno de los principales objetivos [29].

En cada fase del proceso de digitalizacion, las organizaciones han considerado
aquellas amenazas especificas de sus activos mas relevantes, adoptando las medidas
necesarias y los enfoques apropiados para ello.

1.1.2

Evolucion vertiginosa en el proceso de digitalizacion

La progresion detallada en la seccidén 1.1.1 no ha seguido un ritmo uniforme en cada
fase. Por el contrario, la digitalizacion de las organizaciones ha avanzado de una forma
exponencial, lo que no so6lo ha aumentado la complejidad del escenario en cada
evolucién, sino que ademas ha reducido drasticamente el tiempo disponible para
adaptarse a la nueva realidad [30]. Como resultado, los cambios se suceden
rapidamente sin que las organizaciones tengan la oportunidad de adaptarse
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adecuadamente (Ilustracion 2). Y esto las expone a un riesgo significativo que deben
ser capaces de abordar.

Iy
Fah\

(4)
()

Complejidad

(2
(1)

Tiempo

Ilustracion 2. Al mismo tiempo que los distintos contextos han ido creciendo en complejidad con el tiempo,
los cambios de enfoque se han sucedido con una aceleracion creciente. Sila era de la seguridad fisicaleléctrica
fue relativamente pausada (1), el periodo de la seguridad IT fue mucho menor (2); y esta aceleracion no
lineal se ha mantenido durante el periodo donde la seguridad de la informacion era el contexto imperante (3)
v finalmente en el actual contexto de ciberseguridad (4) debido al vertiginoso ritmo de la evolucion
tecnologica y de la digitalizacion de las organizaciones.

Esta situacion ha tenido repercusiones relacionadas con la ciberseguridad en varios
niveles:

¢ En la capacitacion del personal: La rapida adopcion de elementos disruptivos
en los procesos de digitalizacion, como el ciberespacio [31], dificulta que el
personal interno de las organizaciones tenga el tiempo necesario para
adaptarse y adquirir las habilidades de ciberseguridad necesarias de manera
segura [32].

e En la escasez de profesionales: La falta de tiempo para la adaptacion también
se ha reflejado en el ambito académico y empresarial, lo que ha generado una
escasez de profesionales en ciberseguridad [33] debido a la alta demanda y
poca oferta, creando una brecha entre las habilidades necesarias y las
disponibles para contratar [34].

¢ En la toma de decisiones: Si bien en las primeras etapas de la digitalizacion,
un enfoque estratégico a largo plazo era suficiente para la toma de decisiones
relacionadas con la seguridad, el rapido avance del proceso ha llevado a plazos
mas cortos y decisiones mas frecuentes en todos los niveles de la organizacion
[35]. Actualmente, los cambios se producen con una rapidez tal que la toma de
decisiones en ciberseguridad no puede recaer exclusivamente en el ambito
estratégico, sino que también debe involucrar niveles inferiores, manteniendo
la alineacion con los intereses de la organizacion [36].

e En la evolucion de los modelos y marcos de referencia: Si las personas no
pueden adaptarse rapidamente a los cambios, los modelos y marcos disefiados
para la gestion de la ciberseguridad tampoco pueden hacerlo, como se detalla
en la seccion 1.1.3. No contar con estandares adecuados que guien en la
gestion y evaluacion de la nueva realidad impide a estas organizaciones una
adopcion con garantias de los nuevos avances tecnologicos.

Asi pues, en la actualidad nos encontramos con una adopcion masiva y acelerada de
tecnologias disruptivas por parte de organizaciones de todo tipo. Esto hace que dichas
organizaciones dependan de activos que hasta ahora eran secundarios, exponiéndoles
a un nuevo panorama de amenazas. Y para afrontar dichas amenazas, debido al ritmo
vertiginoso de estos cambios, no cuentan con marcos y procedimientos adecuados ni
con personal preparado. Simplemente, las cosas ocurren demasiado rapido.
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1.1.3

Evolucion de los estandares de gestion de la seguridad

Las amenazas de seguridad que pueden afectar a cada activo derivan de su naturaleza,
y dado que la naturaleza de los activos ha evolucionado con el tiempo, también lo han
hecho las amenazas y los riesgos asociados [37], [38]. Por lo tanto, se ha vuelto
necesario desarrollar modelos y marcos de trabajo que puedan abordar el conjunto de
amenazas y riesgos de seguridad en cada momento. Asi, hemos visto enfoques como
la seguridad fisica (que aborda las amenazas principalmente sobre el hardware y las
instalaciones fisicas), la seguridad informatica o de TI (que aborda las amenazas sobre
los activos tecnoldgicos software, hardware y comunicaciones), la seguridad de la
informacioén (que aborda las amenazas sobre la informacién gestionada por los
sistemas de informacion de la organizacion) y, en la actualidad, la ciberseguridad (que
aborda las amenazas emanadas de la dependencia del ciberespacio) [39].

Normalmente, cada nuevo modelo considera las amenazas y riesgos contemplados por
el modelo predominante, agregando caracteristicas nuevas que permitan abordar las
nuevas amenazas y riesgos en el siguiente avance del proceso de digitalizacion [40] ,
[41]. Por ejemplo, el enfoque de seguridad de la informaciéon incluye medidas
especificas para tratar las amenazas y riesgos de seguridad fisica, de seguridad
informatica y de seguridad de la informacion, pero no las especificas del enfoque de
ciberseguridad. Del mismo modo, el enfoque de ciberseguridad incorpora las
caracteristicas de los anteriores y afiade los especificos derivados de la adopcidn del
ciberespacio.

El problema, como se ha explicado en el apartado 1.1.2, radica en que la rapidez del
proceso de digitalizacion [42] y, en particular, el salto desde un enfoque de seguridad
de la informacion a uno de ciberseguridad no ha permitido un desarrollo adecuado de
este ultimo [43]. En muchas ocasiones, se aplican enfoques y estandares de seguridad
de la informacién en situaciones donde deberia aplicarse un enfoque y un modelo de
gestion de ciberseguridad, o se confunden ambos enfoques [44]. Sin embargo, esto no
permite cubrir de manera adecuada las amenazas y riesgos asociados al ciberespacio,
ni permite proteger adecuadamente los activos criticos emergentes (Ilustracion 3) que
estan tomando gran relevancia para para las organizaciones en la actualidad [45]. Esto
se debe a dos razones principales:

e Un desarrollo deficiente de estandares y marcos para la ciberseguridad: A
pesar de existir iniciativas valiosas de ciberseguridad, no se ha logrado
desarrollar un modelo completo. Los estandares dedicados a la seguridad de
la informacidn han sido modificados para adaptarse, pero siguen centrandose
en la informacidén como activo y no en la capacidad operativa y la confianza
ofrecida a terceros. Ademas, generalmente los modelos existentes no abordan
la necesidad de tomar decisiones a diferentes niveles de la organizacion, no
solo estratégico; si bien alguno menciona la necesidad, ninguno desarrolla esta
parte crucial. Esto lleva a que cada organizacion adapte sus procesos internos
de manera independiente para abordar la ciberseguridad, lo que no es
consistente, no se puede aplicar a otras organizaciones y no permite contratar
personal o servicios de ciberseguridad sin una formacion especifica sobre los
procedimientos exclusivos de cada organizacion.
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e Una formacion deficiente de personas y profesionales: La capacitacion en
modelos especificos de ciberseguridad no se ha producido adecuadamente
debido a los problemas mencionados anteriormente lo cual dificulta el cambio
de paradigma.

e Activos emergentes

b + Ciberresiliencia
N s Reputacion y credibilidad.
Enfoque de seguridad de la ! « Imagen publica corporativa.
informacién : « Confiabilidad.
. « Cadena de suministro.

(2)

Ilustracion 3. La aplicacion de un enfoque de seguridad de la informacion (1) a un contexto de ciberamenazas
(2) necesariamente deja sin cubrir aquellas amenazas especificas del ciberespacio (3) que atentan contra
activos distintos de la informacion. El andlisis de riesgos de un enfoque de seguridad de la informacion se
Sfundamenta en que el activo prioritario es la informacion y las debilidades y amenazas, son las que pueden
poner en riesgo dicha informacion en cualquiera de sus dimensiones. Pero, quizas, el activo mas importante
en la actualidad esta dejando de ser la informacion o no es la informacion exclusivamente.

La paradoja reside en que, aunque un modelo de seguridad de la informacion, como
el propuesto en la familia de normas ISO 27000, no pueda satisfacer por completo los
requisitos de la ciberseguridad, ofrece otros beneficios: este modelo es maduro, puede
certificarse como norma y resulta facil contratar personal para su implementacién y
auditoria [46]; contar con estandares es importante [47]. Por lo tanto, en la actualidad,
las circunstancias no son propicias para que las organizaciones abandonen este
estandar sin mas. Al menos no hasta que las entidades de normalizacion generen un
marco de ciberseguridad integral no fundamentado en modelos de seguridad de la
informacion, dado que estos basan el andlisis de riesgos en las dimensiones de la
informacion (confidencialidad, integridad y disponibilidad, al menos), entendiéndola
como el activo de mayor relevancia. Pero en un contexto de ciberseguridad la
informacidn no es, en muchos casos, el activo mas importante en las organizaciones
[48]. Es cada vez mas comun que las organizaciones prioricen la propia continuidad
de sus operaciones [49], [50], la confiabilidad que transmiten a terceros con los que
tienen que relacionarse [51], [52], la imagen y reputaciéon [53] o la proteccion de su
cadena de suministro ya que, siendo esta ajena a su propio control, es esencial para su
supervivencia. Hechos como la capacidad de una campaifia de noticias falsas lanzada
por un grupo de ciberdelincuentes para desestabilizar un gobierno o hacer caer una
empresa en bolsa, sin afectar la informacion ni los datos gobernados por la
organizacion, ponen de manifiesto que el foco, en un contexto cibernético, no puede
situarse exclusivamente en la informacion [54]. Los ciberataques a empresas que
forman parte de la cadena de suministro son otro claro ejemplo de que, sin que la
informacion propia se vea afectada, las operaciones de la organizacion pueden verse
perjudicadas.

Sin embargo, que no sea factible o conveniente prescindir de momento de un modelo
mas clasico de seguridad de la informacion, no implica que éste no deba
complementarse con modelos adicionales que cubran las areas en las que existe
margen de mejora [55].
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1.1.4

Evolucion de las fronteras de las organizaciones

La evolucion digital de las organizaciones ha llevado a una expansion de sus fronteras
fisicas. Inicialmente, los mainframes se encontraban en centros de procesamiento
dentro de los edificios de las organizaciones y no tenian conectividad externa. Con el
tiempo, las redes locales internas permitieron que la digitalizacion se extendiera por
toda la organizacién dentro de sus limites fisicos. Conforme las organizaciones
adoptaban el uso del ciberespacio, parte de su actividad abandonaba las instalaciones
fisicas y se expandia al ambito cibernético [56], [57]. Hoy en dia, algunas
organizaciones operan exclusivamente en el ciberespacio, mientras que otras que aun
operan dentro de limites fisicos tienen una presencia digital significativa que a menudo
es incluso mayor. La interconexion de sedes [58], la interconexion con sistemas de
diferentes entidades [59], el trabajo remoto o hibrido [60], el uso de proveedores de
servicios en la nube [61] y otros elementos similares han sido adoptados casi
naturalmente por las empresas, a veces impulsadas por la inercia o por la demanda de
clientes o proveedores (Ilustracion 4).

e
Entidad A Entidad A
(1) 2)
Entidad A Entidad B
Entidad B . .
A4 > ¥
Ciberespacio«--* Entidad C
3 L
Entidad A .*'I D -
w” Entidad D
@) (4)

Ilustracion 4. A medida que las empresas han avanzado en su digitalizacion, sus propias fronteras se han
difuminado. En primera instancia, con la digitalizacion de sélo un departamento interno (1), posteriormente
con la digitalizacion parcial de la organizacion, las redes locales y el incipiente acceso a Internet (2). Esto
dio paso a la interconexion entre entidades donde la digitalizacion era generalizada, habitualmente con
conexiones privadas (3), extendiendo sus fronteras mas alla de los limites fisicos. En la actualidad, es
habitual una interconexion de organizaciones a través del ciberespacio para ofrecer servicios conjuntos lo cual
hace dificil distinguir su propio perimetro y controlar este ecosistema virtual (4).

Como resultado de esta rapida expansion, se ha producido una pérdida de control
sobre los activos fundamentales del negocio. En sus inicios, las organizaciones tenian
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un control estricto sobre todo lo que les importaba en términos de activos. Sin
embargo, con el tiempo, el deseo de obtener ventajas como un mayor alcance o
visibilidad, o una mayor cercania a sus partes interesadas, ha llevado a ceder este
control, gradual, pero rapidamente. En muchos casos, esto ha resultado en una gran
dependencia de terceros, lo que hace que la continuidad del negocio dependa en gran
medida de ellos, a menudo sin un analisis previo adecuado de los riesgos asociados
[62].

En este contexto, la gestion de la ciberseguridad en la cadena de suministro cobra una
importancia especial, y surge la necesidad de establecer un vocabulario y un modelo
comunes, asi como de cooperar con terceros, ya que la propia organizacion puede verse
afectada por el estado de ciberseguridad de estos y viceversa. Es decir, la necesidad de
ser ciberresilientes se ha convertido en una prioridad para practicamente todas las
organizaciones [63] y la cooperacion y el establecimiento de métricas homogéneas y
entendibles ha pasado de ser algo aconsejable a ser algo imprescindible.

1.1.5

Evolucidn de la participacidon en ciberseguridad: holismo

A medida que las organizaciones evolucionaban en su proceso de digitalizacion,
también lo hacia el nimero de personas y areas de conocimiento necesarias para
abordar los desafios en cada etapa. Inicialmente, solo equipos de ingenieros eléctricos
o fisicos se ocupaban de proteger ¢l activo principal, el computador. Sin embargo, con
la expansion de la digitalizacion en la organizacion, mas departamentos y areas
dependian de los activos importantes en ese momento, lo que requeria la contribucion
de un mayor nimero de personas desde diversos campos de conocimiento para su
proteccion [64].

Durante mucho tiempo, los equipos de tecnologia eran responsables de asegurar la
informacion cuando esta era el activo principal, pero no estaban solos en esta tarea.
Los departamentos de desarrollo de procesos, juridicos y de comunicacion también
desempefiaban un papel cada vez mas relevante. Esta tendencia continud hasta que,
bajo un enfoque de ciberseguridad, toda la organizacion se debe transformar en una
unidad de acciéon completa [65]. Y no so6lo la propia organizacidén, sino que es
necesario el establecimiento de canales de colaboracion estrecha con terceros que
forman parte de la cadena de suministro [66].

La creciente dependencia de un mayor numero de personas, departamentos y
organizaciones de los activos de la organizacion, entendidos estos como la capacidad
de seguir operando en el ciberespacio y ofrecer confianza a terceros, demanda un
enfoque holistico (Ilustracion 5). Esto implica la participacion proactiva y conjunta de
todos, y desde todos los campos de especializacion, en la ciberseguridad de la
organizacion [67].

A pesar de que el término "holismo" se utiliza ampliamente, a veces no se comprende
bien y en la practica se aplica con frecuencia incorrectamente [68]. Los modelos y
estandares existentes no desarrollan adecuadamente los elementos que facilitarian la
consecucion de una ciberseguridad holistica efectiva, lo que a menudo resulta en la
participacion limitada de distintas areas funcionales de las organizaciones en la
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ciberseguridad, su participacion de forma descoordinada o en silos organizacionales
sin colaboracion entre ellos y, en general una gestion ineficaz de las ciberamenazas y

los ciberriesgos [69].

Entidad A Entidad A
(A) (B)

Estratégico Estratégico

Tactico L-(2) Tactico
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Estratégico Estratégico

Tactico BN -~ m oo TR AT S SR SRR TSR > (2) Tactico

Operativo (1) <-------- > (1) Operativo
(D) Entidad A Entidad B
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Ilustracion 5. En los inicios (A), cuando la digitalizacién afectaba sélo a una unidad operativa (1) de una
organizacion, las actuaciones en seguridad dependian exclusivamente de dicha unidad. Con la extension de
la digitalizacion (B), diversas unidades operativas debian participar en la seguridad informatica y a veces se
coordinaban para ello a través de niveles superiores (1-2-1"). Con un enfoque de seguridad de la informacion
(C), donde la entidad estaba ampliamente digitalizada, gran parte de la misma trabajaba coordinada
internamente para aportar seguridad a la informacion (como en los casos Ay B) y, eventualmente, segun el
grado de colaboracion con otras organizaciones, una coordinacion parcial con ellas a nivel tactico (2-2) u
operativo (1-1). En un enfoque de ciberseguridad la dependencia de terceros y la necesidad de cooperacion
aumenta considerablemente a todos los niveles, requiriéndose una coordinacion interna completa y una
cooperacion con terceros a todos los niveles para afrontar las ciberamenazas (1-1, 2-2, 3-3).

1.1.6
Las entidades del Sector Publico

Los principios mencionados anteriormente son aplicables a organizaciones de todo
tipo. Sin embargo, es importante destacar que los desafios y circunstancias discutidos,
que obstaculizan la adopcion de un enfoque integral de gestion de la ciberseguridad,
se vuelven mas pronunciados en las entidades del Sector Publico debido a sus
caracteristicas [70] distintivas y particulares (Ilustracion 6). En resumen:
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Las entidades publicas suelen contar con personal multidisciplinario
altamente capacitado en gestion, pero tienden a subcontratar trabajos técnicos
a empresas privadas. Esto les permite escalar con las necesidades y atender
nuevos proyectos en un contexto fuertemente regulado en cuanto a la
contratacion de nuevo personal [71]. Como consecuencia, los equipos
multidisciplinares involucrados en la ciberseguridad corporativa suelen estar
formados por empleados internos de diversas areas funcionales, ademas de
personal externo de empresas privadas [72], [73]. Debido a la rotacion
frecuente del personal externo por la propia naturaleza de los contratos, la
formacion de equipos sincronizados dentro de cada area funcional se vuelve
mas compleja dado que son equipos efimeros. Esto se complica ain més a nivel
organizacional, donde se requiere la coordinacion de un gran equipo
multidisciplinar que involucra, ademas de distintas areas internas, a multiples
proveedores de diferentes campos de conocimiento para lograr una
ciberseguridad holistica efectiva [74].

Es comun que cada area funcional de una organizacion publica mantenga
varios contratos para incorporar capacidades de su area de especializacion a
sus equipos [75]. Sin embargo, rara vez se especifica en estos contratos que el
personal contratado debe ser capaz de aplicar estas capacidades a la
ciberseguridad [76]. Esto se debe principalmente a un problema de
desconocimiento, ya que las areas no tecnologicas tradicionalmente no han
tenido un papel activo en la ciberseguridad corporativa desde su campo
particular y suelen carecer de los conocimientos necesarios [77]. Como
resultado, estas areas funcionales a menudo encuentran dificil asumir las
tareas de ciberseguridad que les corresponden, incluso si han externalizado sus
actividades técnicas a empresas privadas.

La estructura organizativa de las entidades del sector publico tiende a ser
rigida y poco adaptable [78]. Por lo general, estan organizadas en silos con
funciones muy especificas y cadenas de mando definidas, lo que dificulta una
respuesta agil a las amenazas y riesgos cibernéticos [79], [80]. Adaptarse a estos
desafios de manera holistica y con una unidad de accion es complicado en este
contexto.

La rapida evolucion de las necesidades en ciberseguridad ha creado una
escasez de profesionales en este campo [34], [33]. Estos perfiles se caracterizan
por su hiperespecializacion y la necesidad continua de formacién dinamica y
costosa [81]. Esto ha llevado a las organizaciones a desarrollar politicas para
atraer, desarrollar y retener talento en ciberseguridad [82]. Sin embargo, las
empresas privadas tienen mas facilidad para ofrecer formacion especializada,
desarrollar talento y aplicar politicas de retribucion, ya sea en salario o
mediante otras formas, en comparacion con las entidades del sector publico
[83]. Estas ultimas estan limitadas por regulaciones que a menudo dificultan la
contratacion rapida de profesionales altamente cualificados en ciberseguridad,
asi como la capacitacion y retencion de estos empleados mediante un plan
individualizado de retribucion e incentivos capaz de competir con los ofrecidos
por las empresas del sector privado.

Es habitual que las entidades del sector publico contraten servicios de
seguridad gestionada o centros de operaciones de ciberseguridad para
garantizar la disponibilidad de personal cualificado en ciberseguridad en todo
momento [84], [85]. Sin embargo, estos servicios suelen tener un enfoque
principalmente tecnoldgico y a menudo no pueden abordar eficazmente la
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ciberseguridad holistica a nivel organizacional [86]. Es aun mas dificil si es un
proveedor de servicios quien debe impulsar una vision holistica de la
ciberseguridad de toda la organizacidn, incluida la definicion de acciones para
otras areas de conocimiento y sus proveedores asociados.

e La amplia dependencia de la subcontratacion [87], frecuentemente en
modalidad remota, hace que las entidades del sector publico sean
especialmente vulnerables a los ciberataques dirigidos a su cadena de
suministro, que suele ser mas extensa que la de las empresas privadas [88], [70].

! Equipo de ciberseguridad !
: mixto, publico-privado y

efimero

Estructura organizativa
rigida generalmente

i
I
;
basada en silos :

Dificultad para desarrollar, Dificultad para requerir
atraer y retener talento en —3! métricas y requisitos de
ciberseguridad frente al 1 ciberseguridad
sector privado | multidisciplinares a terceros

|

Dificultad para impulsar la
ciberseguridad holisticaen la
organizacion apoyandose en un
CiberSOC contratado

Gran dependencia de la
subcontratacion y, por tanto,
cadena de suministros muy
grande

Ilustracion 6. Las entidades del Sector Publico cuentan con caracteristicas propias que dificultan la
implantacion de un enfoque holistico de gestion de la ciberseguridad y que deben ser tenidas en cuenta para
que dicho enfoque pueda ser una realidad.

Por ende, al buscar un marco que permita a las entidades del sector publico gestionar
tactica y operativamente la ciberseguridad, es crucial considerar estas particularidades.
De lo contrario, el modelo resultante podria no adaptarse completamente a sus
necesidades.

1.2

Objetivos y metodologia de investigacion

La profesionalizacion de la ciberdelincuencia esta generando un aumento significativo
en el nimero, complejidad e impacto de los ciberataques dirigidos a organizaciones de
diversos sectores a una velocidad alarmante. Las entidades publicas se encuentran
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cada vez mas en la mira de grupos de ciberdelincuentes organizados o respaldados por
estados, cuyos objetivos van desde obtener beneficios econdmicos hasta desestabilizar
e interrumpir infraestructuras criticas y estratégicas. Frente a este escenario, los
estandares y marcos de trabajo predominantes, originalmente centrados en la
seguridad de la informacion, estan empezando a adaptarse gradualmente al ambito de
la ciberseguridad. Aunque se estan desarrollando otras iniciativas para abordar
diversos aspectos de la ciberseguridad, ninguna de ellas proporciona un modelo
completo que pueda estructurar la ciberseguridad tanto horizontal como
verticalmente dentro de las organizaciones. Ademas, estos enfoques no detallan
suficientemente los elementos necesarios para una aplicacion uniforme entre los
diferentes departamentos de una misma organizacion o entre las organizaciones que
forman parte de la cadena de suministro.

Esta tesis se centra en la busqueda, a través de un enfoque estructurado, de una
solucién metodologica especialmente disefiada para el Sector Publico que facilite la
gestion y evaluacion holistica de la ciberseguridad, involucrando a los niveles tacticos
y operativos multidisciplinares de las organizaciones publicas, asi como a su cadena de
suministro. Todo ello, complementando y coexistiendo con los estandares y normas
implantados por dichas organizaciones a nivel estratégico.

De este objetivo principal, se han identificado los siguientes objetivos mas especificos:

O1. Diseiio de un marco de trabajo para la gestion y evaluacion de la ciberseguridad
en el Sector Pablico. Esto implica analizar los diversos factores que dificultan
la gestion efectiva de la ciberseguridad en las entidades publicas, con el fin de
proponer soluciones metodologico-procedimentales integradoras que aborden
estas dificultades desde una perspectiva completa. Se busca entender el
problema en su totalidad y ofrecer soluciones especificas para resolverlo.

02. Desarrollo de soluciones algoritmicas para la optimizacion. Se pretende que las
entidades publicas puedan aplicar el modelo disefiado de manera efectiva para
garantizar que estan optimizando la eficiencia en la consecucion de sus
objetivos estratégicos de ciberseguridad. Por lo tanto, como objetivo adicional
en esta tesis, se plantea analizar la viabilidad de utilizar algoritmos evolutivos
de optimizacion multicriterio para maximizar estos objetivos estratégicos de la
organizacion publica, en linea con el modelo disefiado. Ademas del analisis, se
pretende implementar realmente el algoritmo.

O3. Analisis y desarrollo de soluciones tecnologicas para facilitar la implantacion
practica del modelo. Se busca que el modelo sea aplicable en la practica, no solo
en teoria, ya que un modelo que no pueda ser facilmente implementado esta
destinado al olvido o a una implementacion defectuosa. Por lo tanto, en esta
tesis, se plantea como objetivo analizar y desarrollar soluciones tecnolédgicas
que faciliten a las entidades publicas la aplicacion practica del modelo.
Ademas, se pretende validar estas soluciones mediante aplicaciones
experimentales.

O4. Diseiio de extensiones metodologicas para abordar la ciberseguridad de 1a cadena
de suministro. El disefio de un modelo de gestion y evaluacién de la
ciberseguridad holistica en el Sector Publico debe considerar sus
particularidades, como las extensas cadenas de suministro y la alta
dependencia de la subcontratacion. Estas caracteristicas aumentan su
exposicion a ciberamenazas especificas de la cadena de suministro. Por ello, en
esta tesis se propone un analisis detallado de estas particularidades, asi como
el disefio de las extensiones metodologicas que se requieran tras este analisis.
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Estas extensiones permitiran aplicar el modelo a todos los componentes de la
cadena de suministro que contribuyen a la ciberseguridad global de la
organizacidon. Ambos aspectos son objetivos fundamentales de esta
investigacion.

Para alcanzar con éxito los objetivos establecidos, se empled una metodologia que
incluyo una revision exhaustiva del estado actual del conocimiento en diversas areas,
como la gestion de la ciberseguridad, los modelos y estandares de seguridad, las
iniciativas especificas de ciberseguridad, el uso de algoritmos evolutivos en la
optimizacion multicriterio aplicado a la gestion de la ciberseguridad, la gestion de
activos organizacionales, el mentoring y coaching en ciberseguridad, la externalizacion
de capacidades en el sector publico, la gestion de recursos humanos y servicios
publicos, la arquitectura de centros de operaciones de ciberseguridad, la gestion de la
cadena de suministro en ciberseguridad, la gestion de conflictos de interés, la gestion
de cibercrisis o la capacitacion en ciberseguridad. Este analisis revel6 la amplia gama
de factores que dificultan que las entidades publicas adopten de manera efectiva un
enfoque holistico de ciberseguridad en linea con el contexto de ciberamenazas y
ciberriesgos en el que operan.

A partir de esta revision exhaustiva, se disefiaron diversos elementos para crear un
marco facilitador destinado a la gestion tactico-operativa de la ciberseguridad
holistica, enfocado especificamente en el activo de negocio y dirigido a las entidades
del Sector Publico. Estos resultados fueron validados empiricamente, utilizando en
algunos casos métodos matematicos y en otros ensayos experimentales, segun su
naturaleza. Gracias a la colaboracion de dos entidades, una del sector publico y otra
del sector privado, que accedieron a probar los resultados preliminares de la
investigacion, gran parte de estos pudieron ser aplicados en la practica. Los hallazgos
derivados de estas implementaciones fueron reincorporados al trabajo de investigacion
durante diversas iteraciones, lo que permitié refinar y optimizar los resultados
obtenidos.

1.3

Resultados de la tesis y colaboraciones

En esta seccidn se presentan los resultados de las investigaciones llevadas a cabo en
esta tesis, asi como la colaboracion llevada a cabo con otros investigadores durante el
periodo doctoral. Los resultados de investigacion y las contribuciones de esta tesis se
encuentran embebidas en las siguientes publicaciones que, en conjunto, permiten
presentar la tesis como un compendio de publicaciones:

[J1] M. Dominguez-Dorado, J. Carmona-Murillo, D. Cortés-Polo, F. J. Rodriguez-
Pérez, “CyberTOMP: A Novel Systematic Framework to Manage Asset-
Focused Cybersecurity From Tactical and Operational Levels”. IEEE Access
2022, 10, 122454-122485.
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[J2]

[J3]

[J4]

M. Dominguez-Dorado, D. Cortés-Polo, J. Carmona-Murillo, F. J. Rodriguez-
Pérez and J. Galeano-Brajones, "Fast, Lightweight, and Efficient
Cybersecurity Optimization for Tactical-Operational Management". MDPI
Applied Science, vol. 13, no. 6327, 2023.

M. Dominguez-Dorado, F. J. Rodriguez-Pérez, J. Galeano-Brajones, J. Calle-
Cancho, and D. Cortés-Polo, “Fleco: A tool to boost the adoption of holistic
cybersecurity management,” Software Impacts, p. 100614, 2024.

M. Dominguez-Dorado, F. J. Rodriguez-Pérez, J. Carmona-Murillo, D. Cortés-
Polo and J. Calle-Cancho, "Boosting Holistic Cybersecurity Awareness with
Outsourced Wide-Scope CyberSOC: A Generalization from a Spanish Public
Organization Study". MDPI Information, vol. 14, no. 586, pp. 1-31, 2023.

Finalmente, durante el periodo doctoral ha sido posible la colaboracion en distintos
proyectos y con otros investigadores que han proporcionado resultados de
investigacion adicionales.

[J3]

M. Dominguez-Dorado, J. Calle-Cancho, J. Galeano-Brajones, F. J. Rodriguez-
Pérez, and D. Cortés-Polo, “Detection and mitigation of security threats using
virtualized network functions in software-defined networks”. Applied
Sciences, vol. 14, no. 1, p. 374, 2023.
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MODELO DE GESTION Y
EVALUACION HOLISTICA DE LA
CIBERSEGURIDAD

Este capitulo contiene un articulo clave en la tesis que vertebra y guia el resto de los
trabajos y resultados de investigacion de la misma. En dicho articulo, se hace un andlisis
pormenorizado de aquellos elementos que dificultan la adopcién de un modelo holistico
de la ciberseguridad y se hace una revision exhaustiva de los distintos estandares, normas,
regulaciones y de la literatura existente, para detectar céomo y hasta qué punto los
modelos y mecanismos actuales permiten afrontar esas dificultades. Con ello, en el
articulo se disefia una base de conocimiento comun de ciberseguridad holistica que sirve
para homogeneizar los conceptos de la ciberseguridad holistica entre distintas areas o
departamentos de la organizacion y entre esta y las entidades pertenecientes a su cadena
de suministro. El articulo también define y desarrolla pormenorizadamente los procesos,
procedimientos y estructuras, basandose en esa base de conocimientos, necesarios para
aplicar ciberseguridad holistica centrada en el activo de negocio, desde los niveles tacticos
vy operativos de la organizacion involucrando a la cadena de suministro. Todo ello
preservando la alineacion con las necesidades estratégicas de ciberseguridad. Finalmente,
este trabajo desarrolla un conjunto de métricas agregables de forma ascendente que
proporcionan valor a todos los niveles de la organizacion y permite tanto la evaluacion de
los niveles de ciberseguridad como el seguimiento del grado de consecucion y el
establecimiento de los objetivos estratégicos de ciberseguridad. Estas métricas, son de
aplicacion, donde corresponda, a las entidades de la cadena de suministro, como
participante de la ciberseguridad global de la organizacion.

Este resultado de investigacion corresponde al objetivo de la tesis Ol, definido en el
apartado 1, Objetivos y metodologia de investigacion.
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ABSTRACT Currently different reference models are used to manage cybersecurity, although practically
none are applicable “‘as is” to lower levels as they do not detail specific procedural aspects for them.
However, they urge organizations to develop a methodological foundation to manage cybersecurity at those
levels. Although they allow organizations to adhere to a recognized standard at the strategic level, this
advantage vanishes when organizations must define specific low-level procedures, allowing the appearance
of inconsistency at tactical and operational levels between departments of the same organization or between
organizations. The design of these elements with the required holism and homogeneity is difficult, and this
is why generic processes focused on getting certified regarding a standard are usually originated, but they
are insufficient to obtain effective cybersecurity because they are not focused on dealing with real cyber
threats. Because of the great responsibility of lower levels to achieve effective cybersecurity, this lack of
methodological definition makes it difficult to adapt cybersecurity to the highly dynamic cyber context with
the required holism and strategic alignment. Our proposal provides CyberTOMP, a process for managing
cybersecurity at lower levels, as well as a set of methodological elements that support it. The novelty of
these contributions is that they complement the strategic standard selected by the organization, providing
it with a set of procedural elements ready to be used out of the box, contributing those aspects required
by high-level frameworks to manage cybersecurity at lower levels, for which there is no alternative with a
managerial approach.

INDEX TERMS Business asset, cybersecurity management, cybersecurity metrics, cyber threats, Cyber-
TOMP, holistic cybersecurity, strategic alignment, tactical and operational cybersecurity, unity of action.

I. INTRODUCTION

Currently, various approaches to the security aspects of the
digital world coexist. These strategies correspond to different
organizations’ digital evolution stages from decades ago to
the present. Over time, the organizations’ degree of digitiza-
tion has increased, causing their most relevant assets at those
moments to have been affected by a different threat context
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and, therefore, have required a specific risk analysis and a par-
ticular way of dealing with them. Depending on the specific
stage, we can use an information technologies (I7) security
approach [1], [2], an information security approach [3], [4],
[5] or a cybersecurity approach [6], [7] among the main ones.

A. EVOLUTION TOWARDS A CYBERSECURITY APPROACH

Around the decades of the fifties and sixties, under an IT
security approach, the most important organizations asset was
the technology itself; this was a time when the cost of the first
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FIGURE 1. From IT security to Cybersecurity. Moving from a
single-departmental approach to an organization-wide approach.

Tactical

mainframes constituted a large investment. The associated
risks were mainly circumscribed to the technical and physical
spheres and were addressed by most technical departments
within the organizations. As information systems evolved,
the value provided by the information increased, transforming
it into a highly valued asset and forcing organizations to adapt
their strategies towards an information security approach.
Different departments that owned that information began to
be involved in managing and handling the risks associated
with it. They started to understand the threats that could affect
the information and, by extension, the normal development of
their own activities.

This paradigm has been prevailing for many years and is
still used as the main approach in many organizations today.
However, with the irruption of cyberspace, the informa-
tion security approach has become insufficient. Cyberspace,
understood as a set of interconnected information systems
through communication networks in which people and enti-
ties interact and accomplish their activities, has unique char-
acteristics: high dynamism; it is a common playing field
where each organization controls only part of it; it has a
high dependency on third parties; it requires the focus to be
placed not so much or not only on information, but also on
the continuity of business processes/assets; there is a need for
cyber resilience, etc.

Parallel to the massive adoption of cyberspace, a set of
specific threats has emerged that can potentially affect the
capability of organizations to develop their activities, interact
with third parties, and even preserve their image, reputation,
and the trust vested in them. To deal with this evolution
(fig. 1), with an increasing cyber threat context, the only
approach to properly manage the current cyber risks and
cyber threats is cybersecurity, mistakenly understood as infor-
mation security synonymous on many occasions [8], [9]. This
is not only because of cyberspace features but also because
the greater digital dependency of organizations on cyberspace
has brought to light new vital organizational assets, affected
by cyber threats, which cannot be analyzed easily by
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FIGURE 2. Cybersecurity checkpoints agenda at different levels during a
four-years strategy. The tactical and operational levels must deal with the
greatest variations of the cyber threats context. These variations are often
hidden to higher levels due to the observation of variables that do not
correctly reflect variations in the short and medium term.

employing an information security approach [10]: reputation,
trust placed by third parties, people’s physical integrity, sup-
ply chains, the organization’s capabilities, Internet of Things
(IoT) specific threats [11], etc.

Cybersecurity requires unity of action from the whole
organization, leadership from strategic levels [12] and a high
degree of holism [13], from its conception to its practical
application, focusing on business assets [14]. It demands a
proactive attitude that takes into account the response and
recovery from cyber incidents as well as business continu-
ity [15], aspects that must be managed throughout the entire
life cycle, carefully considering the critical success factors to
achieve effective cybersecurity [16].

B. RESPONSIBILITY OF TACTICAL AND OPERATIONAL
LEVELS IN CYBERSECURITY

The main standards and reference models used for cyberse-
curity provide guidelines for its evaluation, although this is a
high-level evaluation. This implies that variations in the state
of cybersecurity can only be measured at the strategic level
in the medium/long term. In scopes other than cybersecurity,
assessing within such periodicity might be acceptable if the
context is not very changing and significant corrective or
adaptive actions are not frequently required. Under these
circumstances, high-level assessments and corrections may
be sufficient to maintain the state of the organization aligned
with strategic goals.

However, this does not occur in the field of cyberse-
curity. Cyberspace and its associated cyber threat context
evolve very dynamically, intensely, and frequently. For this
reason, most corrective or adaptive actions, as well as the
measurement of their effects, must be carried out in the
medium/short term, that is, at tactical and operational levels
within the organization. Thus, a large part of the responsi-
bility for preserving the cybersecurity state aligned with an
organization’s cybersecurity strategy falls on them, who are
also responsible for maintaining the unity of action and the
holistic approach required by cybersecurity. Accomplishing
these requirements from lower levels that are distributed
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throughout the organization in several departments and areas
that usually operate as silos and have different chains of
command is very difficult.

Regrettably, the aforementioned standards and frameworks
do not supply these levels, out of the box, with detailed
methodological elements to help them manage and evaluate
cybersecurity; neither do they provide standardized mecha-
nisms to maintain the strategic alignment nor to quickly detect
new cyber threats and nimbly apply the necessary actions to
deal with them (fig. 2). Consequently, it cannot be taken for
granted that these levels have the necessary mechanisms to
carry out this work for the mere fact that the organization has
adhered to a high-level standard in the strategic sphere.

C. CONTRIBUTIONS OF OUR WORK

From the current state-of-the-art, which we detail in later sec-
tions, needs are identified in the frameworks commonly used
to manage cybersecurity. They are defined at a strategic, level
and almost all urge organizations to develop a methodological
base to be used in cybersecurity management at lower levels
so that the cybersecurity strategy can be broken down and
transferred correctly to the whole organization. As explained
in the previous paragraphs, and we will expand on it in the
article, we understand that the responsibility of these levels in
the management of cybersecurity is relevant, but it encounters
a series of challenges derived, on the one hand, from these
aspects not covered by high-level frameworks and on the
other hand by the structural rigidity of many organizations.
Using any of the existing high-level frameworks, organiza-
tions can adhere to a widely recognized standard at the strate-
gic level. But by having to define their own cybersecurity
management process and procedures for the lower levels of
the organization, this advantage, in a way, vanishes, inducing
inconsistency between different organizations or even within
different departments and functional areas of the same orga-
nization at tactical and operational levels.

Defining these elements is not always simple; it is almost
never homogeneous and seldom consider cyber threats, but
simply organizational aspects. On more occasions than is rec-
ommended, the difficulty in developing methodological ele-
ments for the tactical and operational levels leads to generic
processes and procedures that are sufficient to obtain a certi-
fication with respect to the selected strategic framework, but
insufficient to obtain effective cybersecurity.

Our work provides CyberTOMP as a means of managing
cybersecurity at the tactical and operational levels, as well
as a set of methodological elements, knowledge bases and
concepts on which it is based. They are designed to comple-
ment the standard selected by the organization in the strategic
sphere, providing it with a set of processes and procedures
ready to be used out of the box. They contribute aspects
required by the methodological guidelines of the high-level
framework and by the organization to manage cybersecurity
at tactical and operational level, levels for which there is no
alternative with a managerial approach. Our proposal con-
stitutes a procedural and methodological solution and not a
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technical one. Specifically, our proposal supplies lower levels
with:

« Mechanisms to manage cybersecurity at tactical and
operational levels, regardless of the higher-level stan-
dard or framework adopted by the organization, are thus
a complement and not a disruptive element.

o« A set of techniques and metrics focused on busi-
ness assets to quantitatively and homogeneously assess
cybersecurity, at different levels and degrees of
aggregation.

« A homogeneous set of expected cybersecurity outcomes
that arises from the analysis and combination of well-
recognized international sources.

o The capability to maintain alignment with the cyber-
security strategy, under a holistic approach, from the
tactical and operational levels, engaging all functional
areas involved in the process.

« Procedures to incorporate the dynamic variations of the
real cyber threats context, in an agile way, into cyberse-
curity daily grinds.

D. ORGANIZATION OF THIS DOCUMENT

The remainder of this work is organized as follows: in
section II, the aspects found in the current state of the art
that must be overcome to achieve effective cybersecurity
management at low levels of the organization, are identified;
in section III the methodological elements, knowledge bases
and concepts developed in our proposal as support for the
practical application of cybersecurity management at tactical
and operational levels, are described; the section IV defines
and describes in detail the CyberTOMP, our core contribution
that, based on the rest of the elements detailed in section III,
allows the organization to manage cybersecurity at tactical
and operational levels; in this section recommendations and
guidelines for its practical application are proposed as well.

Il. STATE OF THE ART AND PROBLEM STATEMENT

From a theoretical perspective, the adoption of a cybersecu-
rity approach does not have apparent complexity. However,
based on the current standards commonly used for cyber-
security at a strategic level, there are different aspects that
hinder its practical adoption in organizations when it is
applied from lower levels, especially considering the dif-
ferentiating characteristics of cybersecurity with respect to
previous approaches and the need to change the way it is
addressed [17]. In the following subsections we identify the
current problems that our proposal addresses.

A. LACK OF HIGH-LEVEL STANDARDS THAT PROVIDE
PROCEDURAL ELEMENTS FOR TACTICAL AND
OPERATIONAL LEVELS

There are many frameworks and standards that can be use-
ful, in certain cases, to manage cybersecurity [18], which
sometimes makes it difficult to choose one and implement
it in organizations [19]. A large number of them, such
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as Capability Maturiry Model Integration (CMMI) [20],
[21], [22] or Information Technology Infrastructure Library
(ITIL) [23], [24] are generic and applicable to multiple
spheres. When applied to cybersecurity, they can contribute to
managing it. Some even contain elements related to security
in the digital field [25]. However, they are, in no case, specific
models for cybersecurity, so their advantages are very limited
in this regard [26], in addition to being defined at a very high
level [27].

Other frameworks and standards are focused on informa-
tion security management, not on cybersecurity, for instance,
the ISO 27000 family of standards [28], [29], the Model
of Indicators for the Improvement of Cyber Resilience
(IMC) [30], [31] or even the Spanish National Security
Scheme (ENS) [32], [33], [34], [35]. They are commonly
used to address cybersecurity, although they are based on or
bear a clear perspective of information security and do not
properly cover the specific aspects of the cybernetic context;
therefore, they do not allow, per se, meeting the requirements
of a cybersecurity model.

To conclude, there are other works, such as the one devel-
oped by MITRE in the Adversarial Tactics, Techniques and
Common Knowledge matrix (ATT&CKe) [36], [37] (used in
various works on threat intelligence [38], [39]), the Critical
Security Controls for Effective Cyber Defense (CSC) [40],
[41] from the Center for Internet Security (CIS), even with
its shortcomings [42], the Open Web Application Security
Project (OWASP) Top 10 project [43], [44], the Community
Defense Model (CDM) [45] from the CIS, that aligns the CSC
to cover the threats documented by MITRE, helping to imple-
ment the mitigations that it proposes [46] or those known as
nine D’s of cybersecurity described in [47] (so called because
they are recommendations that all begin with this letter).
All of them are sets of recommendations, good practices and
specific tools for cybersecurity, which are very useful but
disconnected from a comprehensive framework that covers
all organizations’ levels.

Among the analyzed models, the Framework for Improv-
ing Critical Infrastructure Cybersecurity [48], [49], from
the National Institute of Standards and Technology (NIST)
stands out. It is a complete framework for cybersecurity
that is accompanied by the SP-800 series of guides [50]
(where guide SP-800-53 [51] can be especially highlighted),
which provides the organization with high levels of cyber
resilience under a cybersecurity approach. This framework in
conjunction with the Cybersecurity Maturity Model (CMM)
[52], [53] also allows the evaluation of third parties that must
be part of the organization’s supply chain. There are other
less common models as, for example, the one developed in
[54], [55] which focuses on the managerial aspects of cyber-
security to protect critical infrastructure. It is defined at a
very high level of abstraction and does not provide procedural
elements for direct application. However, it provides a mod-
ern view that cybersecurity is not only related to technical
domains but also involves the whole organization.
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FIGURE 3. It is necessary to provide the tactical and operational levels
with homogeneous methodological tools for cybersecurity management.

There are published works that focus on cybersecurity very
applied to specific and particular cases. A deeper literature
review and an analysis of the body of knowledge in the field of
cybersecurity can be found in [56], [57], [58], [59], [60], and
[61], for general cases and also specific ones. They generally
follow technical approaches that do not address organiza-
tional cybersecurity from a procedural perspective. But it is
also important to study the problem from the managerial point
of view within the current standards and new contributions
such as the one we will describe in this paper.

Nevertheless, none of these frameworks or initiatives, and
even the NIST framework, includes a detailed methodolog-
ical description of how cybersecurity should be managed
at the organization’s tactical/operational levels. This means
that none of them are applicable without being comple-
mented, since cybersecurity must be administered on many
occasions from these levels (fig. 3). It is the responsibil-
ity of each organization to design the set of processes and
procedures indicated by these frameworks for their lower
levels.

By not including specific standardized guidelines, the
tactical/operational application of these models can be com-
pletely different between organizations, between areas within
the same organization, or it cannot even take place.

There are several factors why an organization could choose
to use them even though they are not fully defined options to
address cybersecurity at all levels of the organization: because
they are certifiable standards that allow positioning against
competitors, because they are widespread and finding work-
ers trained in them is easier, because they are required by third
parties to access contracts, or because they are mandatory
rules according to the legal framework surrounding the orga-
nization. For these reasons, replacing these frameworks in the
organization is not always an option, but they should be com-
plemented to provide them with what they lack. They should
be provided with methodological elements that apply at the
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lowest levels to address the deficiencies in this area. Hence,
it is necessary to provide tactical and operational levels with
homogeneous cybersecurity management mechanisms that
allow them to adapt to the cyber threat context and maintain
alignment with the strategic cybersecurity objectives.

In [62], a use case in Portugal for the implementation
of information security actions in a group of SMEs was
explained in detail. Some aspects of this work are similar
to those adopted in our proposal: a set of information secu-
rity controls from a recognized standard, which have been
grouped into different groups of controls to respond to differ-
ent needs. Subsequently, the characterization of each control
depends on the type of organization and other aspects.

However, this very well-prepared work has, in our opinion,
some limitations. It is based on the ISO 27001 standard,
a standard for information security and not for cybersecurity.
At the procedural level, it does not detail the elements of
management, processes and procedures used at tactical and
operational levels to coordinate the efforts of the organiza-
tion’s workforce. This is most likely because their destination
is small and medium-sized companies, where this distinction
between levels makes perhaps less sense.

Paraphrasing the conclusions of the authors of this work:
However, ISO-27001:2013 is a single tool for achieving the
project goal and it can be seen as a limitation in this study.
In that sense, other best practices and frameworks should be
addressed, implemented, and compared.

In our work, we present a wider solution based on several
standards and initiatives specific to cybersecurity and not
information security. It also contributes the required pro-
cesses, procedures and metrics to be used out of the box that
can be applied to tactical and operational levels.

B. LACK OF MECHANISMS TO PROVIDE HOLISM

FROM LOWER LEVELS

Cybersecurity requires something that, until now, none of the
previous approaches related to digital security required [63]:
a holistic approach, promotion from the strategic levels to the
whole organization, unity of action to address cybersecurity
risks, and proactive mindset and focus on cyber incident
response and recovery tasks.

Since a large part of the initiative in cybersecurity must be
driven at tactical and operational levels, the interdepartmental
coordination required to provide a holistic approach must also
be addressed from these levels.

Notwithstanding, the areas or units that compose these lev-
els do not have direct visibility, communication, and coordi-
nation between them, and usually work under different chains
of command in isolated silos. Habitual conflict escalation
mechanisms are useful for inter-area communication in spe-
cific situations, but not for managing the daily grinds at lower
levels. Under these circumstances, it is difficult for lower
levels to achieve the coordination, unity of action, and holistic
and proactive vision required by cybersecurity (fig. 4).

This situation is amplified when the organization is more
distributed in silos. In any event, this communication is
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FIGURE 4. The distribution of the organization in silos hinders a fluent
communication and collaboration between functional units and the
achievement of the holism and unity of action required by a cybersecurity
approach.
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fundamental because people from different functional areas
of the organization must agree on the actions they have to
implement, on the metrics that will affect them, on the weight
and responsibility that each one will have with respect to the
cybersecurity of business assets, and so on. This should not be
done independently but jointly, coordinated, taking advantage
of existing synergies and forming a team.

For these reasons, it is necessary to provide these levels
with tools that ensure that they can design and execute joint
cybersecurity actions proactively, quickly, with holistic vision
and unity of action; avoiding the appearance of conflicts
despite the distribution of teammates among several func-
tional areas.

C. LACK OF HOMOGENEOUS CYBERSECURITY
EVALUATION CRITERIA

What has not been measured cannot be improved. This
statement, extrapolated to cybersecurity, implies the need to
evaluate the effectiveness of cybersecurity controls [64] and
safeguards, from a holistic and multidisciplinary perspective,
and offer a shared vision of the organization’s cybersecurity
posture.

When people from different functional areas collaborate to
ensure the cybersecurity status of business assets and meet
strategic cybersecurity objectives, there is a need to mea-
sure progress [65] because this allows continuous decision-
making at different levels [66], [67]. But current standards
and frameworks define neither measurement mechanisms nor
assessment criteria that can be used by tactical and opera-
tional levels to fit this need, aspects with which all the parties
should agree, and that allow focusing on solutions and not
on resolving the differences around the assessment process
itself. Otherwise, several discrepancies and conflicts will tend
to arise between the areas co-responsible for cybersecurity,
which prevents having a clear vision of their real cybersecu-
rity state.

When different organization units, follow non-identical
assessment criteria to evaluate the same element
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FIGURE 5. Silos in organizations frequently imply the existence of
different criteria and disjointed interpretations of the real state of
cybersecurity, even when the same data is valued. A common standard
should be defined for the evaluation of cybersecurity at these levels.

(cybersecurity in this case), it is likely that none of these
evaluations coincide with the rest (fig. 5) unless they share a
common vision, which is a common way of interpreting the
measurements, leading to a lack of coordination in cybersecu-
rity due to different perceptions. For these reasons, it is neces-
sary to have standardized and homogeneous tools that provide
a common shared measurement of the performance and state
of cybersecurity at these levels, and also allow quantitative
evaluation of the effectiveness of the implemented actions
for decision-making in the short and middle terms.

Ill. TOOLKIT TO SUPPORT CYBERSECURITY
MANAGEMENT FROM TACTICAL-

OPERATIONAL LEVELS

After a review of models and initiatives commonly used to
manage cybersecurity, we designed a proposal that combines
the existing elements that may be useful for the purpose of our
work with other specific elements designed in our study that
complete it to address all the needs identified in Section II.
We have always tried that our solution consists of an evolution
or a combination of fundamentals already consolidated and
accepted, and not of a theoretically excellent proposal but
difficult to run in practice by any organization. In addition,
special emphasis has been placed on keeping the solution
limited to management at lower levels (tactical/operational),
assuming that the organization will have specific frameworks
for managing at higher levels (strategic/tactical), although
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FIGURE 6. BIA and CSMP, both slightly modified, connect the
organization’s strategic framework to our proposal for tactical and
operational levels.

perhaps they may not be appropriate ““as is’’ for cybersecurity
management, as explained in Section II.

In the following paragraphs, every decision and auxiliary
solution that makes up our proposal will be discussed, justi-
fying the reasons for it.

A. CONNECTING OUR PROPOSAL WITH

THE CORPORATE STRATEGY

In our proposal, we chose to minimize the dependence on
the high-level framework used at the strategic level to ensure
its applicability in different organizations while guaranteeing
that it serves as a cybersecurity management tool at tactical
and operational levels of the organization and maintain align-
ment with the corporate strategy from these levels. However,
a method is needed to connect and align the activity of lower
levels towards the strategy. For this, we propose to use two
elements present in almost any medium-sized organization,
regardless of the regulatory framework to which they have
adhered: the Business Impact Analysis (BIA) and the Cyber-
security Master Plan (CSMP), or the set of cybersecurity
projects, if applicable, that come from the application of the
framework used at strategic levels (fig. 6).

1) BIA REQUIREMENTS FOR ASSET FOCUS AND

BUSINESS CONTINUITY

The concept of business continuity refers to the ability of
an organization to identify threats that can become disrup-
tive events that affect its activity, and plan the response and
recovery in advance to guarantee the normal development of
business activities [68], [69]. The greater this capacity, the
more resilient is the company.

It is not a new concept, nor is it solely focused on cyber-
security. An entity could be affected by multiple events;
some recent events such as the lock-down suffered by the
COVID-19 pandemic, but also natural disasters, labor con-
flicts, lack of qualified workers, events linked to information
security, or cybersecurity incidents.

The requirements for cybersecurity are in many ways sim-
ilar to the requirements for ensuring business continuity:
holistic view; impulse from the strategic level to the entire
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FIGURE 7. Using the BIA to connect the strategic level to the lower ones
provides this proposal with the capability of integrating
cybersecurity-related business continuity requirements and a focus on
the business assets in the daily cybersecurity grinds.

organization; unity of action in crisis management; proactive
approach; development of plans to respond and recover in the
face of different situations and actions that reduce the impact
when crises break out. Therefore, with organizations making
massive use of cyberspace and with a great dependence on
this medium, cybersecurity, correctly put into practice, con-
tributes significantly to business continuity in crisis situations
caused by cybersecurity incidents [70].

In their business continuity management, it is common
for organizations to carry out the BIA [71], generating a
document in which the organization details aspects such as
the critical business processes, the assets on which these
processes depend, the criticality of each one, the maximum
tolerable interruption times, or the tolerable recovery times.
The BIA is, therefore, a strategic declaration of intent coming
from the highest level of the organization, where it is evalu-
ated and indicated which assets to protect (and recover, where
appropriate) and with what intensity, to ensure that the impact
of a crisis on the overall business is as small as possible.
It is also common for BIA to define roles, responsibilities,
strategies, communication mechanisms, etc. for all areas, and
for cybersecurity.

Our proposal provides mechanisms that allow organiza-
tions to align cybersecurity with business continuity require-
ments, as the maximum expression of the organization’s
survival needs. In particular, at tactical and operational levels,
which are often the executors of recovery actions. However,
business continuity associated with cybersecurity, expressed
as a whole, is difficult to understand at operational and
tactical levels. It is too broad and difficult to manage and,
therefore, difficult to understand, communicate, and plan at
those levels. For this reason, the first decision in our proposal
is the application of the “divide and conquer” paradigm to
have a smaller and more manageable scope at such levels.
In addition, it is more understandable, allowing greater cohe-
sion between the multidisciplinary and holistic operational
team in charge of its cybersecurity and continuity.
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Since the BIA identifies and prioritizes the business assets
that support the organization’s activity, we propose focusing
cybersecurity efforts on them [72] and assign them as a basic
unit at the tactical and operational levels for their cyber
protection, understanding that this element is sufficiently
manageable at these levels.

Each organization develops a BIA according to its needs,
although it is common for a BIA to include information
relevant to the business. Nevertheless, to provide it with the
utility intended in this work, the BIA must include at least:

« Identification of business assets.

o Functional areas responsible for business assets and
those that depend on their results.

« Continuity strategies for different crisis scenarios.

o The parameters in which business assets can be discon-
tinued without generating a disproportionate impact, and
therefore, the levels of this discontinuity acceptable to
the organization.

« The impact on the business in the event of a discontinuity
that extends beyond the parameters considered accept-
able by the organization.

« A map of high-level dependencies between the different
business assets.

« Based on the above, prioritization that reflects the pro-
tection required by business assets. On a scale of three
values, LOW, MEDIUM, and HIGH.

In this way in our proposal, the BIA becomes one of the
two points of interconnection between the strategic area of
the organization and the rest of the lower levels (fig. 7). This
provides the following four main strengths for cybersecurity:

« This allows for a more manageable and understandable
scope for lower levels of the organization.

« Allows maintaining the focus on the business asset and
its derivative assets.

« It allows the integration of business continuity strategies
related to cybersecurity in daily activity.

o It allows the incorporation of the risk-based approach
(related to business continuity) [73], [74] so that
business cyber continuity risk requirements can be intro-
duced in the tactical and operational cybersecurity man-
agement cycle.

2) CSMP REQUIREMENTS FOR A STRATEGIC ALIGNMENT
CSMP is a tool commonly used by cybersecurity managers
to orchestrate all the needs and context of cybersecurity in
a portfolio of cybersecurity programs and projects aligned
with the needs of the organization. In this way, the cyberse-
curity effort and the necessary budget are focused on achiev-
ing the organization’s strategic cybersecurity objectives and,
by extension, the company’s business goals.

The design of CSMP includes systematic phases so that
it covers all aspects of cybersecurity in an integral way,
which allows focusing and optimizing resources to achieve
the interests of the company in this area. It includes, among
many other aspects, cybersecurity guidelines; strategic

VOLUME 10, 2022



M. Dominguez-Dorado et al.: CyberTOMP: A Novel Systematic Framework to Manage Asset-Focused Cybersecurity

IEEE Access

cybersecurity objectives; the definition of high-level cyberse-
curity controls and safeguards; the definition of cybersecurity
architecture, covering all areas where cybersecurity is appli-
cable; the definition of roles, responsibilities, processes, and
procedures; the quantification of expenses and investments
in cybersecurity, and the high-level planning of cybersecu-
rity actions/projects. This allows an incremental development
of the cybersecurity strategy and the achievement of short,
medium and long-term goals. From all of the above, which
represents a high-level comprehensive plan for cybersecurity
management throughout the organization, we would like to
emphasize that it is in this CSMP that the framework and
regulatory framework related to cybersecurity are defined
and the cybersecurity projects required by the organization,
as well as the strategic cybersecurity objectives and the spe-
cific objectives of each designed project.

Theoretically, CSMP is an optimal tool for providing
cybersecurity with a comprehensive vision. However, and this
is relevant, during the preparation of this plan, the strategic
framework that the organization will use for the direction and
management of cybersecurity must be defined, as well as the
associated processes and procedures. But if the execution of
the CSMP depends on any of the main existing frameworks
“as is”’, the problem described in the section II resurfaces,
since practically all of the high-level frameworks and stan-
dards do not provide methodological tools applicable to tac-
tical and operational levels and focus mainly on the strategic
levels; so that even with a CSMP, organizations must develop
their processes and procedures to manage cybersecurity at
the tactical and operational level. Most of these high-level
frameworks indicate that this methodological base should be
developed. And this is precisely what our proposal provides.
Our proposal can be used to complete the methodological
guidelines of high-level frameworks and can be included in
the CSMP to be used in cybersecurity management at the
tactical and operational levels of the organization.

In our solution, the use of CSMP is proposed as a second
point of connection with the strategic level of the organization
(fig. 8). To do this, CSMP projects, or cybersecurity projects
in the event that there is no properly defined CSMP, must meet
certain requirements:

« Every business assets must have their own project in the
CSMP. A project may cover more than one asset if its
cybersecurity objectives coincide with others.

o These projects must be defined at a high level and spec-
ify the objective, but not detail the tactical/operational
actions, so that rolling wave planning can be carried
out [79] at lower levels as information from the con-
text analysis becomes available. The planning of CSMP
projects is therefore simplified.

o The objectives of the indicated projects must be defined
based on the cybersecurity metrics and indicators
described in our proposal, as developed later in this
section.

Building the CSMP as described in our proposal provides

four main benefits:
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FIGURE 8. Using the CSMP to connect the strategic level to the lower ones
provides this proposal with the capability of integrating cybersecurity
risks and cybersecurity strategic goals in low levels’ activities.

o It allows for more manageable and understand-
able cybersecurity projects for lower levels of the
organization.

« Allows maintaining focus on strategic objectives for
business assets and their derivative assets.

« It allows alignment towards the cybersecurity strategy
in the daily activity of its management from the lower
levels.

o It allows the incorporation of the risk-based approach
(related to cybersecurity) [75], [76], [77], [78], so that
cybersecurity risks requirements can be introduced in
the tactical and operational cybersecurity management
cycle.

B. CYBERSECURITY FUNCTIONS FOR BUSINESS ASSETS
With the use of BIA and CSMP as described in our proposal,
a multidisciplinary operational team in charge of the cyber-
security of a certain business asset would have a manageable
scope. Even so, in our work we propose to make this scope
even more manageable to further increase its understanding
and facilitate the evaluation of its cybersecurity state. Among
the frameworks reviewed in Section II, the most complete and
focused on cybersecurity is the NIST cybersecurity frame-
work, which organizes different cybersecurity safeguards in
a tree-like manner, very useful, in continuous security func-
tions, categories, and subcategories. The functions provide
a high-level strategic view of the cybersecurity risk man-
agement process life cycle and their subsequent breakdown
into categories, and sub-categories brings this strategic view
closer to the tactical and operational levels:

1) Identify. This function enables a greater understanding
of organization’s context to focus and prioritize its
efforts in accordance with the risk management strat-
egy and its needs.

2) Protect. The purpose is to develop and implement
appropriate safeguards and controls to ensure the deliv-
ery of critical services. This is the basis for the
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subsequent limitation or containment of the impact of
a possible cybersecurity incident.

3) Detect. The purpose is to develop and implement
appropriate activities to identify the occurrence of a
cybersecurity event.

4) Respond. The purpose purpose is to develop and
implement appropriate activities to take action regard-
ing a detected cybersecurity incident. It allows, among
other aspects, containing the impact of cybersecurity
incidents.

5) Recover. Its purpose is to develop and implement
appropriate activities to maintain resilience plans and
recover any capacity or service affected by a cybersecu-
rity incident. Allows the recovery of the usual activities
of the organization.

This functional classification is easily understandable and,
following it, a tactical/operational team could focus on dif-
ferent aspects of the cybersecurity of the business asset,
which could also be evaluated separately. The identification
of specific responsibilities of each functional area of cyber-
security is facilitated and favors the creation of specialized
operational subgroups in each of the functions, categories or
subcategories. In addition, the ‘“Response” and ‘“Recovery”
functions are closely linked to business continuity and cyber
resilience, so they fit very well in cybersecurity focused on
business assets from the BIA, as indicated in our proposal.

The subcategories (expected outcomes) and categories
defined within the NIST framework [48] contribute hierar-
chically to the achievement of the objectives of each function
on which they depend. Each is traceable to the most relevant
regulatory frameworks and initiatives, such as CIS CSC,
NIST SP 800-53, ISO 27001, which facilitates coexistence
with these standards.

Therefore, we have considered it convenient to reuse this
classification in functions, categories, and subcategories in
our proposal. The NIST framework will not be used in most
strategic aspects in order four our proposal to remain inde-
pendent of the higher level regulatory framework used in the
organization: NIST, CMMI, ISO 27001, ENS, etc.

In the rest of our proposal, it is considered that any activity
carried out by tactical and operational teams for the cyber-
security of a business asset must be included in one of the
defined cybersecurity functions or in its derived hierarchy.

C. UNIFIED LIST OF EXPECTED OUTCOMES FOR THE
CYBERSECURITY OF BUSINESS ASSETS

The finest grain level of the NIST classification is a sub-
category. In that model they are also called “‘expected out-
comes” which is very appropriate because it reflects that
these subcategories are the goals, which are achieved with
the operational implementation of the corresponding controls
and safeguards. In our proposal, we reuse the NIST definition
of “expected outcomes’ since implicitly this denomination is
a proactive requirement for the teams in charge of executing
cybersecurity actions, an aspect that we consider essential for
modern cybersecurity.
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However, the expected outcomes from the NIST frame-
work are not the only source of relevant information clearly
focused on cybersecurity, and being a fairly broad set, it is
true that it is not updated very frequently. There are other
sources that are either updated more frequently or simply
supplement NIST’s set of expected outcomes. For example,
in [36], MITRE identifies cyberattacks observed in the real
world and the tactics, techniques, and procedures followed
by cyber attackers to carry them out: the modus operandi.
The main mitigation actions for each case are solso defined.
In [40], the CIS details the most critical cybersecurity con-
trols that should be implemented in any organization. For
this, it uses what it calls the “Implementation Group” (IG),
numbered from 1 to 3. IGs are a way to identify groups
of controls that need to be implemented together to address
existing threats. IG1 controls, once implemented, allow for
dealing with a wide variety of cyber threats. The IG2 controls
include those from IGI1, and the IG3 controls include all.
Consequently, depending on the context of the organization
and the protection needs it requires, it must implement IG1,
IG2, or IG3 controls. IG3 is the most complete and allows
for a higher level of cybersecurity against the most complex
threats (it also includes the most complex and costly con-
trols). The CIS itself, in [45], calculates the level of coverage
of the threats identified by MITRE after the implementation
of the different IGs, ranging from 77% of threats in the
worst case by implementing IG1 to 95% in the best case,
implementing IG3; a relevant coverage in any of the cases.
Finally, in [47], a series of recommendations are defined,
which are applicable to any cybersecurity scenario and can
be very useful for minimizing exposure to cyber threats: the
nine D’s of cybersecurity.

As expected outcomes will determine what cybersecurity
actions operational teams need to take, we consider it essen-
tial in our proposal to have an expanded list of expected
outcomes that brings together not only information from the
NIST framework but also from the cited sources. That is why
we have approached this task by thoroughly analyzing these
sources and integrating them into a Unified List of Expected
Outcomes (ULEO) that:

« Retains the same classification of functions, categories,

and subcategories as NIST.

« Groups the expected outcomes in the same implementa-
tion groups defined by the CIS, with the same meaning.

o Expands the focus and number of original expected
outcomes from the NIST model, including inputs from
other complementary or more up-to-date sources.

« Maintains alignment with the work of MITRE, so that
the application of each IG allows addressing a certain
percentage of cyber threats observed in the real world.

When building the ULEO we have been especially careful
in the process of integrating controls from other cybersecurity
initiatives, to ensure that this range of threat coverage is
not altered downwards. In all cases, stricter controls than
those proposed by the NIST have been added or replaced
by more extensive controls, but in no case the controls were
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FIGURE 9. Our proposal indirectly incorporates the mitigations and TTPs
of MITRE to the ULEO through the inclusion of the corresponding CIS
safeguards.

relaxed, which is the reason why these ranges of cover-
age can be ensured. Therefore, the proposed method main-
tains or improves the coverage percentages calculated by the
CIS in [45].

The following subsections define ULEO and describe the
process followed for its analysis and construction.

1) PHASE I. FUSION OF MITRE RECOMMENDATIONS WITH
CIS CONTROLS AND NIST SUBCATEGORIES.

CREATION OF INITIAL ULEO

The starting point for the construction of ULEO in our pro-
posal is the complete set of functions, categories, and subcat-
egories defined in the NIST framework.

Our proposal does not directly include the mitigations
identified by MITRE to address the cyberattacks documented
in the ATT&CKematrix. In [45], the CIS does an excellent
job analyzing in depth which of its controls and safeguards
allow the implementation of the necessary mitigations to face
the Tactics, Techniques and Procedures (77Ps) employed
in the cyberattacks documented by MITRE. These require-
ments were grouped into each of the three IGs used in our
study. Thus, in our proposal we take advantage of this effort
by including the CSCs from CIS which also allows us to
indirectly include the needs and requirements identified by
MITRE (fig. 9).

In [80], the CIS performed a comparative analysis of the
equivalence between the expected outcomes from NIST and
CIS CSCs. In our proposal we have taken this initial compar-
ative analysis as a basis, which does not merge elements but
rather identifies them, to make the first combination of the
expected outcomes of the NIST and CIS CSCs, as follows:

1) Cases where a CIS control or safeguard does not have

a related NIST subcategory. In this case, we have that
control or safeguard to the list, considering that it
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complements the NIST model itself, covering cases that
it did not consider.

2) Cases where a CIS control or safeguard further defines
and completes a similar subcategory within the NIST
framework. In this case, we replaced the NIST subcat-
egory with CIS control or safeguard that addresses the
same problem, but with greater completeness.

3) Cases in which CIS control or safeguard is defined in
less detail and completes a similar subcategory within
the NIST framework. In this case, we have maintained
the NIST subcategory, ignoring CIS controls or safe-
guards that address the same problem but with less
completeness than NIST.

4) Cases in which CIS controls or safeguards equivalently
define a similar subcategory within the NIST frame-
work. In this case, we chose to maintain the NIST
subcategory as it addresses the same problem under
equal conditions. Choosing an equivalent CIS con-
trol or safeguard would not have added or subtracted
anything.

5) Cases in which a CIS control or safeguard partially
defines a NIST subcategory and vice versa; that is, both
NIST and CIS address the same problem, but neither of
them does so completely, rather they intersect. In this
case, we included both the NIST subcategory and the
CIS control or safeguard because both offer a better
response to the same problem than either of the two
separately.

6) Cases in which a NIST subcategory does not have an
equivalent CIS control or safeguard; that is, it is some-
thing that only exists within the NIST framework and
not within the CIS framework. In this case, we main-
tained this NIST subcategory because we understand
that it provides a security plus.

The previous combination was carried out by analyzing
each control, safeguard, and expected outcome, one by one,
to identify, after an analysis of the textual description of
each item, to which NIST function, category, and subcategory
it belonged. In addition, to determine the implementation
group it should be placed in. The result of this process is the
first version of ULEO.

2) PHASE Il. INCORPORATION OF THE NINE D’s OF
CYBERSECURITY TO THE ULEO
The nine D’s of cybersecurity are textual recommendations
that lack a classification system. Therefore, in the first place,
we have provided each of them with a code that can be
shown in Table 1, similar to the functions, categories, and
subcategories of the NIST or the controls and safeguards of
the CIS in their respective models. We assimilate each of
them at the level of a subcategory or expected outcome.
Subsequently, the textual descriptions of each of them were
analyzed in the same way that was done with the CSCs of
CIS, to identify which function or category of cybersecu-
rity they contribute to. The nine D’s of cybersecurity were
systematically analyzed with respect to the controls,
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TABLE 1. Identifiers assignment for the nine D’s of cybersecurity.

ID Description
9D-1 Deter attacks
9D-2 Detect attacks
9D-3 Drive up difficulty
9D-4 Differentiate protections
9D-5 Dig beneath the threat
9D-6 Diffuse protection throughout the payload
9D-7 Distract with decoys
9D-8 Divert attackers to other targets
9D-9 Depth of defense

safeguards, and subcategories of the initial ULEO previously
generated, so that:

1) Cases in which a D does not have a related subcategory
in the initial ULEO. We choose to add such D consid-
ering that it complements the set.

2) Cases in which a D defines a subcategory of the ini-
tial ULEO in a more detailed and complete manner.
We decided to replace it with that D which addresses
the same problem, but with greater completeness.

3) Cases in which a D defines a subcategory of the
initial ULEO in a less detailed or complete manner.
We choose to retain this subcategory and not include
this D because it addresses the same problem in less
depth or detail.

4) Cases in which a D defines a subcategory of the ini-
tial ULEO with the same level of detail and depth.
We choose to retain this subcategory because they
address the same problem under equal conditions.
Choosing an equivalent D does not add or subtract
anything.

5) Cases in which a D partially defines the same case as
a subcategory of the initial ULEO and vice versa, that
is, both cases address the same problem, but neither of
them does so completely, rather they intersect. In this
case, we included both the previously existing subcat-
egory in the initial ULEO and the corresponding D
because both offer a better answer to the same problem
than either of them separately.

6) Cases in which a subcategory of the initial ULEO
does not have an equivalent D, that is, it is something
that exists only in the initial ULEO and not in [47].
In this case, we maintained this subcategory because
we understood it provides a plus of security.

After this combination, we finished the inclusion of all
the intended information in the ULEO: expected outcomes
from NIST, controls and safeguards from CIS, the nine D’s
of cybersecurity, and, indirectly, mitigations from MITRE.

3) PHASE IlI. FILTERING AND GENERATION OF
THE FINAL ULEO

After the two previous phases, the resulting ULEO contained
redundant expected outcomes, whose only difference was the

122464

TABLE 2. Example of redundant expected outcomes that apply to
different IGs.

Function NIST Unified IG1 1G2 1G3
Category expected
outcome
Identify ID.AM ID.AM-1 v v
Identify ID.AM ID.AM-1 v v
Identify ID.AM ID.AM-1 v
TABLE 3. Example of redundancy reduction.
Function NIST Unified IG1 1G2 1G3
Category expected
outcome
Identify ID.AM ID.AM-1 v v v

application in different IGs, an example of which is shown
in Table 2. To remediate this redundancy, we performed a
cleaning process consisting of consolidating these redundan-
cies into a single expected outcome, leaving a single appear-
ance that will apply to these IGs. In Table 3 the result of
redundancy removal for the case presented in Table 2, can
be shown.

The final ULEO was obtained by repeating this process.
It incorporates a total of 169 expected outcomes organized in
the same functions and categories used by the NIST frame-
work, but keeping traceability to MITRE mitigations while
including information from the nine D’s of cybersecurity and
the CIS CSCs. In Appendix V, Tables 4 to 26 show the ULEO
for each function and category. The expected outcomes are
referenced by their code, being those that begin with ‘CSC’
those from the set of CSCs from CIS; those that start with
‘OD’ those corresponding to the nine Ds of cybersecurity as
indicated in the Table 1 and the rest, the original of the NIST
framework.

4) ULEO BENEFITS

The ULEO we have built provides several advantages to the
solution we propose:

o It classifies the expected outcomes into three 1Gs, fol-
lowing the same approach that the CIS uses for its
critical controls. In practice, this allows to obtain three
different sets of expected outcomes applicable to three
different scenarios where the cybersecurity needs are
LOW, MEDIUM, or HIGH.

« As it has been built, it incorporates the best recommen-
dations of the NIST, the CIS, and the 9 D’s of cyber-
security, eliminating the existing redundancies between
them. It also brings together the best of each approach:
security functions (and their division into categories
and subcategories), IGs, etc. Moreover, based on the
unified list of expected results of the NIST Cyberse-
curity Framework, not only cybersecurity controls are
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considered in our proposal, but also the main controls
related to privacy, closely linked, as detailed in [81].

o The expected outcomes of each implementation group
allow for effective cyber defense against the TTPs doc-
umented by MITRE (and associated cyber threats).

o Its hierarchical arrangement allows the state of cyber-
security to be evaluated with different granularity and
to easily identify which aspects must be improved to
achieve the expected outcomes.

o Although our proposal should not be understood as
a cyber-incident management process, it helps to deal
with cyber-incidents by facilitating to the organization to
acquire the skills and elements necessary for it, as a con-
sequence of the implementation of the expected results
of the functions “Detect” and “Respond’” of the ULEO.

o The mere use of ULEO makes it possible to reduce the
risks related to cybersecurity and business continuity
by facilitating the organization to acquire the necessary
skills and elements for it, as a consequence of the imple-
mentation of the expected results of the “Identify” and
“Recover” functions. In addition, the ULEO has been
built in such a way that there is a direct mapping from
it to the mitigations defined by MITRE to face the most
important real cyber threats.

D. CYBER SECURITY DOMAINS

As mentioned throughout this work, many organizations
manage their cybersecurity using information security regu-
latory frameworks. For this reason, it is likely that they have
not assimilated the need for participation in many of the func-
tional areas whose involvement is required for cybersecurity.
This is a clear mistake that must be corrected if organiza-
tions intend to deal with cyber threats using a cybersecurity
approach, so it is necessary to change this trend and adopt a
much broader and more integrated vision.

To help with this purpose, in our proposal we use the
main cybersecurity domains of [82], because it is the most
complete work and at the same time focused on cybersecu-
rity of the sources that we have analyzed. To the previous
ones, we added an additional domain related to corporate
communication, marketing and institutional relations, which
we consider essential to face the emerging cyberattacks in
the last two years, with an impact on the supply chain and
on the image and reputation of the organization; and because
it is a necessary area to achieve some of the cybersecurity
expected outcomes of the ULEO. In our work we will under-
stand the domains of cybersecurity as the functional areas
of an organization with responsibilities in cybersecurity. The
complete list of functional areas of cybersecurity included in
our proposal can be found in Table 27 (Appendix V), with the
following scope:

o FALl. In charge of IoT device security.

o FA2. Active defense, vulnerability management, threat
hunting, SIEM operation, cybersecurity operations cen-
ter activities, or incident response [83].
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FA3. Prepare human resources regarding cybersecurity
threats through continuous training and its reinforce-
ment, as well as the design and execution of practical
cybersecurity exercises [84].

FA4. In charge of the analysis of internal and external
threats, the exchange of threat intelligence with third
parties or the preparation and incorporation of Indicators
Of Compromise (IOCs).

FAS. With tasks related to the surveillance of appli-
cable regulations and their incorporation into cyberse-
curity. In addition, the monitoring of different perfor-
mance indicators, and the establishment of strategies,
policies, standards, processes, procedures or corporate
instructions.

FA6. Focused on risk treatment, business continuity
management, crisis management, establishing the orga-
nization’s position regarding cyber risks, insurance con-
tracting, risk registration, auditing, defining groups of
risk management, or defining those responsible and
owners of the processes and assets [85].

FA7. Responsible for cybersecurity risk analysis, vul-
nerability scanning, supply chain risk identification and
analysis, asset inventory, risk monitoring, and penetra-
tion testing of infrastructure, people, or systems of infor-
mation, among others.

FA8.With the mission of leading the secure software
development cycle, continuous integration and deploy-
ment, user experience security, software quality, API
security, identification of information flows in informa-
tion systems, management of the free software used,
or the static or dynamic analysis of the code.

FA9. In charge of the management, development,
implementation, and verification of compliance with
the standards and regulations defined at the corporate
level for cybersecurity: CIS controls, MITRE matrix,
NIST framework for the improvement of cybersecurity
of critical infrastructures, or the family of standards
ISO27000 [19].

FA10. With activities such as management, definition,
implementation, operation, prevention, etc., in rela-
tion to cryptography, key and certificate management,
encryption standards, security engineering, access con-
trols with or without multiple authentication factors,
single sign-on, privileged access management, identity
management, identity federation, cloud security, con-
tainer security, endpoint security, data protection and
prevention of data leakage, network design to prevent
distributed denial of service attacks, development and
secure configuration of systems, patch and update man-
agement or the establishment of secure reference con-
figurations.

FA11. To promote study, education, and training, atten-
dance at conferences, or participation in related profes-
sional groups, training, or certification.

FA12. Specific activities include internal and exter-
nal corporate communication, social networks
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management, marketing, or the establishment and main-
tenance of institutional relationships with interested
third parties with whom the organization maintains some
type of contact.

E. AGGREGATED CYBERSECURITY ASSESSMENT

Cybersecurity assessment, especially in environments involv-
ing different functional areas, is often problematic because of
its ambiguity, different interpretations, or different interests.
However, having a unified, realistic and unbiased view of
the state of cybersecurity is essential. Based on what was
previously discussed in this study, our proposal defines the
necessary aspects to provide a shared vision of cybersecurity.

1) IG IDENTIFICATION

In our work, we have elaborated on the ULEO in such a way
that it allows a direct association between the protection pri-
ority indicated in the BIA for each business asset and different
IGs. The correspondence between the priority established in
the BIA and the IGs that should be applied to the asset can
be shown in Table 28 (Appendix V), in such a way that,
to provide cybersecurity to a business asset cataloged with
LOW priority, actions must be put in place to achieve all the
expected outcomes of the IG1 implementation group. For the
assets cataloged with MEDIUM and HIGH priorities, those of
the IG2 and IG3 groups, respectively. These groups and their
associated actions are homogeneous for all business assets in
the organization.

2) RELATIVE WEIGHT OF EACH SECURITY FUNCTION

The hierarchical structure embedded in the ULEO allows us
to infer the weight of each cybersecurity function (fig. 10) for
each IG with respect to the global cybersecurity of the busi-
ness asset. These weights can be calculated as a percentage
(or normalized between 0.00 and 1.00). In our proposal we
calculated the weights of each security function for IG1, 1G2
and IG3. These weights have been rounded to the second dec-
imal place and are shown in table 29, Table 30 and Table 31
(Appendix V), respectively, where:

o F, represents the continuous cybersecurity function.

o N, represents the number of categories that the function
F includes for the corresponding IG.

o Wy, represents the relative weight of the F* function with
respect to the global cybersecurity value of the asset.

3) RELATIVE WEIGHT OF EACH CATEGORY AND

EXPECTED OUTCOME

For the same reasons expressed in the previous point, the
ULEO allows determining the weight of each category, for
each IG, with respect to each cybersecurity function, as well
as the weight of each expected outcome with respect to its
category. In our proposal, we calculated the weights of each
category and expected outcomes, as shown in Appendix C.
The weights corresponding to ‘Identify’ categories and
expected outcomes can be seen in Tables 32 to 34; those
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related to ‘Protect’ categories and expected outcomes in
Tables 35 to 37; values related to ‘Detect’ sub-items are
shown in Tables 38 to40; the weights of categories
and expected outcomes belonging to ‘Respond’ are in
Tables 41 to 43, and those corresponding to the ‘Recover’
function are shown in Tables 44 to 46. In all cases:

o C, represents the category.

« N,, represents the number of expected outcomes of that
category.

o W,, represents the relative weight of C category with
respect to its function (rounded to the second decimal
place).

« W,, represents the relative weight of each expected out-
come with respect to its category.

A visual description of category weights for functions
‘Identify’, ‘Protect’, ‘Detect’, ‘Respond’ and ‘Recover’ is
shown in figs. 11, 12, 13, 14 and 15, respectively.

The previous calculations allow a tree-like set of weights
to be calculated in an aggregated way for the cybersecurity
posture of the business asset in relation to its criticality. At all
levels, expected outcome, category, function, or global.

4) DISCRETE LEVELS OF IMPLEMENTATION

It is convenient to define unambiguous values to establish
the achievement/implementation status of each expected out-
come. This issue is a common source of discrepancies and
conflicts in organizations, either because each functional
area has different perspectives on implementation status or
because they do not have the ability to adequately measure
at such a detailed level. Therefore, in our proposal, we have
chosen to use Discrete Levels of Implementation (DLIs),
as standardized values to communicate the status of imple-
mentation of the cybersecurity actions that allows obtaining
the expected outcomes (fig. 16). In our study these are the
only possible values for expressing the state of progress in
the implementation of each action related to an expected
outcome.

Because they are not subject to interpretation and have
the same meaning regardless of the functional area, action
or expected outcome in question, DLIs are a good commu-
nication mechanism that avoids conflicts between functional
areas and provides the same and shared perception of cyber-
security status.

5) ASSET BREAKDOWN

The main element of this proposal is the business asset, under-
standing that this unit is sufficiently small to be addressed
at lower levels without too many problems. However, there
may be situations where it is necessary to break down such
business assets into secondary assets, for example, because it
is easier to take care of cybersecurity in this way or because
it facilitates the distribution of tasks between different oper-
ational groups of the same functional area or different func-
tional areas. If necessary, the asset can be broken down as
many times as necessary, following the guidelines designed
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FIGURE 10. Relative weights of each cybersecurity function and the three
IGs.
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FIGURE 11. Relative weights of every category in ‘Identify’ function and
the three IGs.

in our proposal. Bearing in mind that L represents the level of
the asset, with LO being the business asset and increasing to
L1,L2...asthe assets are broken down into more manageable
assets:

« Each asset that is broken down must be broken down
into elements that constitute an independent whole by
themselves, as shown in equation 1.

Asset(L) = () Asset(L + 1); =0 1)
i=1

e The sub-assets in which an asset is broken down must
represent the total of the asset on which they depend.
In other words, the total top-level asset has been broken
down into the sub-assets that make it up, as shown in
equation 2.

n
Asset(L) =) " Asset(L + 1); )
i=1
o Each sub-asset must have a weight (w), as a reflection of
its contribution to the higher-level asset, consisting of a
normalized value between 0.00 and 1.00, equivalent to
a percentage between 0% and 100% of the parent asset,
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FIGURE 12. Relative weights of every category in ‘Protect’ function and
the three IGs.
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FIGURE 13. Relative weights of every category in ‘Detect’ function and the
three IGs.

respectively, as shown in equation 3.

Asset(L) = w; - Asset(L + 1); (3)
=1

subject to the following restriction (equation 4)

n
Y wi=1YoeR ocl01] 4)
i=1
« The implementation group corresponding to the parent
asset will apply to all its sub-assets, as specified in
equation 5.

IG(Asset(L + 1)) = IG(Asset(L)) (5)

Likewise, there are two types of assets/sub-assets: those
that have been broken down into sub-assets, which we call
‘inner assets’, and those that have not been broken down
into sub-assets, which we call ‘leaf assets’. It is important to
understand this distinction which is necessary for an aggre-
gate evaluation of asset cybersecurity.

Figure 17 shows an example of a properly performed
breakdown of a fictitious business asset at three levels. The
weights and number of sub-actives in the figure are invented
and placed like this for merely didactic purposes. However, it
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FIGURE 14. Relative weights of every category in ‘Respond’ function and
the three IGs.
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FIGURE 15. Relative weights of every category in ‘Recover’ function and
the three IGs.

is necessary, as can be seen in the figure, that the sum of the
weights of the sub-assets into which an asset has been broken
down, is 1.00 in all cases. The figure also shows in different
colors the inner assets (blue) and the leaf assets (yellow).

6) ASSET's CYBERSECURITY IDEAL STATE AND ASSET's
CYBERSECURITY EXPECTED STATE

The Asset’s Cybersecurity Ideal State (ACIS) will always be
1.00, which is achieved when a DLI of 1.00 has been reached
for all the expected outcomes that correspond to it accord-
ing to the applicable IG. It is important to understand this
nuance, since the same level of implementation for the same
expected outcomes that for an asset could represent an ACIS,
for another asset it could represent a state of, for example,
0.54 (so notideal), simply because a different implementation
group applies to it.

The Asset’s Cybersecurity Expected State (ACES), will
be determined by the organization as a cybersecurity objec-
tive, referring to a specific value of one, several, or all
cybersecurity functions, categories, or expected outcomes.
This expected state could result from any combination of
DLIs applied to any applicable set of expected outcomes,
which allows reaching that value. Understand this distinction.

122468

COVERAGE DLI EXPLANATION

None of the necessary actions have
0.00 been implemented to obtain the
expected outcome.

Some of the actions necessary to
0.33 obtain the expected outcome have
been implemented, but less than half.

Half of the actions necessary to obtain
0.66 the expected outcome, or more, have
been implemented.

All the necessary actions have been
1.00 implemented to obtain the expected
outcome.

FIGURE 16. Discrete levels of implementation (DLIs). black shows the
minimum coverage required to be qualified as the corresponding DLI.
Pink shows the maximum coverage (together with the black portion)
before hopping to the next DLI.
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FIGURE 17. Example of a correct asset breakdown.

Although there is only one option to achieve an ACIS (the one
described in the previous paragraph), to achieve an ACES,
there may be multiple possible combinations on which a
selection process will have to be carried out; this is covered
in Section IV.

7) COMPUTING THE ASSETS’ CYBERSECURITY STATUS

The defined structure and weights calculated in our proposal
allow the evaluation of the cybersecurity status of an asset by
adding information in a bottom-up process. The formulas that
we have designed in our solution are easy to implement in any
programming language or dashboard solution. Its tree-like
structure facilitates the implementation of navigation through
the organization, assets, sub-assets, functions, categories, and
expected outcomes, to detect deficiencies in cases in which
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the state of cybersecurity is not the expected or planned at
any of these levels.

In the case of a leaf asset, the evaluation is performed as

follows:

o First step. It consists of assigning to each expected
outcome that applies the DLI that best reflects the status
of the implementation of the associated actions. Thus,
this information can be propagated upwards, starting by
calculating the Category’s Cybersecurity State (CCS;)
of each cybersecurity categories of the model of our
proposal (equation 6).

n
CCS; =) Wo; - DLI; (6)
j=1
That is, the weighted sum of the discrete level of imple-
mentation of each expected outcome included in the
category is calculated, based on its relative weight with
respect to this category.

« Second step. Once the CCS; values are known for all
categories, the metrics can continue to be propagated
upwards to calculate the Function’s Cybersecurity State
(FCS;) of each cybersecurity function of the model of
our proposal (equation 7).

n
FCS; = Wy - CCSy; (7
j=1
That is, the weighted sum of the cybersecurity status of
each category of the function is calculated, considering
its relative weight with respect to this function.

o Third step. And finally, having already calculated the
FCS; values for each function, we can calculate, going
higher, the Asset’s Cybersecurity Status (ACS;) for each
evaluated leaf asset (equation 8).

n
ACS; =Y Wf; - FCSy ®)

j=1
This formula calculates the weighted sum of the cyber-
security status of each function applied to the asset,
considering its relative weight with respect to its global
cybersecurity. The t sub-index means that the ACS value
is computed at a given moment, and subsequent mea-

surements can throw different values.

In the case of inner assets, the calculation is based on
previous knowledge of the ACS; value of each sub-asset using
the technique explained in the previous steps. Once these
values are known, this information can be added, and the
value of ACS; for the inner asset can be calculated as follows
(equation 9):

n
ACS, =) _ Wsa,; - ACSsay; )

J=1
where ACSsay; is the ACS;; value calculated independently for
each sub-asset and Wsaq; is the relative weight of that sub-
asset. In other words, the weighted sum of the cybersecurity
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status of each sub-asset is calculated while considering its
relative weight with respect to the parent asset.

Because of the possibility of having different ACS; values
depending on the moment when the measurement is taken,
our proposal allows computing the behavior of the ACS value
over the time (ACSev), as shown in equation 10.

tY 0 HACS; = Y 4> ACS;
1 1 = (i )

ACSev will take values from 0.00 to 1.00, because it is
an additive time series. Values close to 1.00 indicate that the
ACIS for that asset will be achieved quickly, whereas values
close to 0.00 predict ACS for that asset increases slowly and,
therefore, it will take longer to achieve its ACIS.

ACSev = (10)

8) COMPUTING THE ORGANIZATION's
CYBERSECURITY STATUS
Although our proposal does not intend to address the strate-
gic area, thanks to this, it is possible to evaluate the
Organization’s Cybersecurity Status (OCS) by continuing
with bottom-up aggregation, in a similar way to what was
explained in the previous section.

If the organization has identified weights for business
assets that comply with the provisions for asset breakdown,
the OCS can be calculated as follows (equation 11):

n
OCS; =Y Whay; - ACSbay; (11)
j=1

where:

o Whbay; is the relative weight of each business asset of the
organization.

o ACSbay; is the cybersecurity status of each business asset
calculated as described in the previous section. The ¢
subindex, again, means that the ACSba value is com-
puted at a given moment and subsequent measurements
can throw different values.

The above formula calculates the weighted sum of the cyber-
security status of each business asset, using its relative weight
with respect to the organization. As in the previous para-
graphs, owing to the possibility of having different OCS;
values depending on the moment when the measurement is
taken, our proposal allows the calculation of the behavior of
the OCS value over time (OCSev), as shown in equation 12.

tY ) H0CS; =Y 3 OCS;
1Y iy 1 = (i 1)?

OCSey will take values from 0.00 to 1.00, because it is an
additive time series. Values close to 1.00 indicate that the
cybersecurity status for the organization will be achieved
quickly, whereas values close to 0.00 predict the OCS
increases slowly and, therefore, it will take longer to achieve
the expected cybersecurity status.

OCSev = (12)
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IV. CYBERSECURITY TACTICAL AND OPERATIONAL
MANAGEMENT PROCESS

A. OVERVIEW

To articulate all the elements defined in Section III and that
in this way our proposal constitutes a systematic mechanism,
we have developed a Cybersecurity Tactical and Operational
Management Process (CyberTOMP).

Cybersecurity Tactical and Operational
Management Process (CyberTOMP)

STRATEGIC
ALIGNMENT

CYBERSECURITY
MASTER
PLAN(CSMP) t
BUSINESS 1
IMPACT
ANALYSIS (BIA)

FOCUS ON

ASSET AND

BUSINESS
CONTINUITY

CYBERSECURITY
OPERATIONAL
PLAN (COP)

DETAILED AND
AGGREGATED
METRICS AND
INDICATORS

TACTICAL AND STRATEGICAL STEERING COMITEE (TSSC)
ASSET CYBERSECURITY COMITEE (ACC)
ASSET CYBERSECURITY OPERATIONAL TEAM (ACOT)
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NIST BREAKDOWN WEIGHTS CYBERSECURITY
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CYBERSECURITY
@ { UNIFIED LIST OF EXPECTED OUTCOMES (ULEO) J

FIGURE 18. CyberTOMP high-level view.

{ DISCRETE LEVELS OF IMPLEMENTATION (DLIs) }

Fig. 18 shows a coarse-grained view of the process, with
the main inputs, outputs, and involved elements. The high-
level objective of this process is to facilitate cybersecurity
management by focusing on a business asset in each case.
For this to be possible, the process, which will be discussed
in the following sections, will be based on the organiza-
tion’s CSMP and BIA. This, together with the requirements
expressed in Section III, provides the necessary alignment
with the strategic objectives of the organization, both in terms
of cybersecurity and business continuity, as well as a focus on
business assets.

As a result of the application of CyberTOMP, a spe-
cific Operational Cybersecurity Plan (COP) is obtained for
the business asset whose cybersecurity is being managed,
as well as a set of metrics and indicators detailed and addable
upwards. Both results, agreed upon by all functional areas
involved in cyber defense/cyber protection of business assets.
CyberTOMP facilitates the application of change manage-
ment techniques [86] by following an inclusive and progres-
sive approach.

The process that we developed achieves the neces-
sary cooperation between all the functional areas of the
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organization in cybersecurity matters through three multidis-
ciplinary bodies that participate at different times:

o The Tactical-Strategic Steering Committee (7SSC).
An interdepartmental multidisciplinary committee
composed of members of the organization’s steering
committee, who preferably, participated in both the
preparation of the CSMP and the BIA. With initial
inclusion, if necessary, of tactical personnel.

o« The Asset’s Cybersecurity Committee (ACC).
An interdepartmental multidisciplinary committee made
up of all intermediate positions with responsibilities at
a tactical level for the business asset to be protected.
With sporadic participation, if necessary, of operational
personnel.

« The Asset’s Cybersecurity Operational Team
(ACOT). An interdepartmental multidisciplinary team
made up of all positions in the organization with respon-
sibilities at the operational level, as well as external
personnel incorporated into the organization belonging
to service providers, who regularly participate in the
daily work of the organization. In both cases, when these
tasks are related to the business asset to be protected.

Each of these bodies must include people from all areas
of knowledge of the organization that must participate in the
cybersecurity of the business asset. In this way, these will
be the bodies that facilitate the unity of action and holistic
approach. Their participation in the process will be in increas-
ing order, with the TSSC being the body that has to use the
least effort in the process and the ACOT being the one that
has to make the most.

At a greater level of detail, CyberTOMP includes five
phases, that are similar to those commonly accepted for
project management [87], with some modifications in the
final phase becasue, although considering that the protection
of assets emanates from projects defined in the CSMP, it is an
ongoing task. These phases are: Initiating, Planning, Execu-
tion, Monitoring and Controlling, and Continuous Improve-
ment, each containing a series of clear steps, as presented in
fig. 19, which shows CyberTOMP’s detailed view.

These phases, as well as the activities included in them,
their peculiarities, and their explanations are detailed in the
following sections with the intention of serving as a guide for
their practical application in any organization. We believe this
level of detail is necessary because precisely what our work
tries to solve is the lack of procedural elements to manage
cybersecurity at the tactical and operational levels.

B. INITIATING
This initial phase of the process is focused on:

« Ensure that cybersecurity management focuses on busi-
ness assets, using those identified in the BIA.

o Ensure strategic alignment by assigning requirements
derived from the BIA as well as tasks, objectives, and
high-level requirements from different projects defined
in the CSMP.
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« Ensure that the required holism is provided to protect the
business asset on a daily basis.

o Ensure that guidelines are provided to achieve shared
leadership and co-governance in cybersecurity manage-
ment for each business asset.

These elements have a marked strategic nature, are defined
at a high level, and are presumably endowed with greater
stability over time. The ‘Initiation’ phase consists of two main
activities as detailed below.

1) DEFINE INITIAL ACC

In this activity (fig. 20), the TSSC analyzes the informa-
tion contained in both the CSMP and BIA to determine the
following:

« The business assets identified in the BIA and their high-
level cybersecurity and continuity needs, including the
potential needs for actions to respond to cybersecurity
incidents and/or to recover from unavailability with
regard to cybersecurity.

o The projects defined at a high level in the CSMP for each
of the assets established in the BIA, their objectives, and
their actions at a high level.

« Based on the above, the functional areas of the organiza-
tion that should be involved in the cybersecurity of each
business asset established in the BIA.

« People, at a tactical level, identified in each of these
areas.

This group of individuals identified by the TSSC will form
the initial ACC. If the TSSC deems it necessary, it may
consult those people directly to determine more accurately
whether other people not considered should also be part of
the initial ACC. The initial ACC should include, for each
person, high-level reasons why that person should be part of
the ACC and high-level expectations for the cybersecurity of
the business asset from their functional area.

As a guideline for this step, the set of cybersecurity func-
tional domains identified in Section III can be used, which
provides a fairly detailed representation of the functional
areas involved in cybersecurity. The TSSC will define as
many ACCs as business assets need cyber protection.

2) DEFINE INITIAL CYBERSECURITY ASSIGNMENT

In this step (fig. 21), based on the analysis of the BIA and
CSMP, the TSSC will prepare a high-level list of cyberse-
curity and continuity needs and objectives (in relation to
cybersecurity) for the business asset and will formalize a
cybersecurity assignment for the asset, which will be deliv-
ered to the people who form the initial ACC. The needs and
objectives will be extracted from the cybersecurity projects
included in the CSMP and will be expressed in the form of
high-level ACES, preferably as requirements on the metrics
ACS; or FCS; of the asset indicated in the assignment. For
example, the objectives of the business asset cybersecurity
assignment can be:
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o Increasing the ACS; a 10%.

« Increasing the FCS;, for the ‘Respond’ function, a 12%.

« Keeping the ACS; at the current 75% relative to the
current threat context.

« Keeping the ACS; after a change in prioritization of
business assets in the BIA.

« Keeping the ACS; after a remodeling of the organiza-
tional structure.

o Assessing the ACS;.

o Achieving the ACIS.

Or similar objectives. The cybersecurity assignment for
the asset includes the indicated goals, the group of people
that will form the initial ACC, the written statement of the
assignment, and each area or functional unit represented.
For practical reasons, it may be more agile to carry out
this delivery through a joint meeting where the details of
the assignment can be explained. Finally, the assignment
must reach all the members of the initial ACC in a more
formal way.

The assignment will include a period for the ACC to refine,
adjust, and complete it after a more detailed analysis at the
tactical level as a step prior to its final formalization.

The TSSC will carry out as many cybersecurity assign-
ments as business assets need cyber protection.

C. PLANNING

This phase of the process is intended to delve into the details
of the actions that must be undertaken to achieve the objec-
tives requested in the assignment. For this, a series of iterative
activities is carried out until the granularity that allows:

« Breaking down the business assets if it is considered nec-
essary for a better distribution of tasks, greater control,
or in general, to facilitate the management of the work
to be carried out at tactical and operational levels.

« Identifying and distributing the scope of actions among
different areas of knowledge represented in the ACC.

« Providing context to the cybersecurity needs of the
assignment and adapting the actions that must be under-
taken to the reality of the moment in the cyber field, from
a multidisciplinary and holistic approach.

« Agreeing on the distribution of cybersecurity metrics
and indicators.

« Updating the initial cybersecurity assignment, complet-
ing it with the aspects considered necessary.

In this phase, the ACC deals with planning in two stages
that allow:

« Having a tactical-strategic planning, with a minimum
participation of the TSSC.

« Having a later tactical-operational planning, more
detailed, without the participation of the TSSC, and with
the growing involvement of the operational teams.

The ‘Planning’ phase is consists of eight activities, which
are detailed below.
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FIGURE 19. Detailed CyberTOMP steps and activities.
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Initial
cybersecurity
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FIGURE 20. Inputs and outputs of ‘Define initial ACC’ activity.

Inputs

Outputs

BIA
CSMP
Initial ACC

Define initial cybersecurity Initial

assignment

cybersecurity
assignment

FIGURE 21. Inputs and outputs of ‘Define initial cybersecurity
assignment’ activity’

1) IDENTIFY REQUIREMENTS

In this activity (fig. 22), the ACC in the cybersecurity assign-
ment for the asset will receive the priority corresponding
to it, as the organization has assigned to that asset in the
BIA. Accordingly, ACC will be able to directly identify
the corresponding IG from the ULEO defined in this study,
as described in Section III. Because each IG determines the
expected outcomes for each existing function and category,
the ACC will know all the expected outcomes whose imple-
mentation would allow the business asset to reach the ACIS.
This value will be used as a reference for the maximum
cybersecurity with which the asset must be provided.

The ACC must analyze the objectives (the ACES) set
by the TSSC in the cybersecurity assignment and determine
the categories or expected outcomes of the ULEO that will
need to be taken into consideration to achieve that objective
without going deeper into the specific actions that involve
each of them. The ACC will add this additional detail to the
cybersecurity assignment and update the ACES to reflect on
what was identified.

This step begins with tactical-strategic planning of the
actions required for the cybersecurity of the business asset.

Inputs Outputs
Analyzed

Initial ULEO for the

cybersecurity
assignment

Identify requirements

corresponding
IG

FIGURE 22. Inputs and outputs of ‘Identify requirements’ activity.

2) BREAK DOWN ASSET
If greater ease of management or understanding is needed,
the ACC may break down the asset (fig. 23) into others of
smaller caliber. The breakdown mechanism is presented in
detail in Section III. Each sub-asset generated in this process
is managed by the same ACC within the same assignment.
This subdivision allows different members of the ACC to
focus more (although coordinated) on some of the broken-
down sub-assets. It can also facilitate the assignment of activi-
ties between different areas or operational groups with greater
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FIGURE 23. Inputs and outputs of ‘Break down asset’ activity.

specialization in specific tasks, without losing alignment with
the proposed objective from the strategic level.

3) IDENTIFY INVOLVED FUNCTIONAL AREAS

It is likely that after the analysis of the requirements and
the possible breakdown of assets into smaller ones, the need
to incorporate some additional functional areas that must
participate in the cybersecurity of the asset will be detected.
If this is the case, the ACC will include tactical managers of
such functional areas in CyberTOMP (fig. 24). The functional
areas described in Section III are clear candidates.

Inputs Outputs

Initial Identify involved functional
areas

cybersecurity
assignment

Updated ACC

FIGURE 24. Inputs and outputs of ‘Identify functional areas involved’
activity.

4) UPDATE CYBERSECURITY ASSIGNMENT

The ACC updates the cybersecurity assignment for the busi-
ness asset (fig. 25) by documenting the identified require-
ments, the expected outcomes that must be considered to
achieve the objectives, the new functional areas identified
that must participate in the cybersecurity of the asset, the
estimated breakdown of the business asset, and the agreed
weights for all. In short, it should provide a more complete
vision of cybersecurity assignment and provide the necessary
justifications for it.

Once the assignment has been updated, it will be analyzed
whether it can be considered complete and final, in which
case the ACC will request formal approval from the TSSC.
Otherwise, the process iterates, returning to the ‘“‘Identify
requirements’’ step.

An assignment cannot be considered complete if new
functional areas are added to the process. If this happens,
to prevent this inclusion from being merely cosmetic and ulti-
mately causing tensions due to the assumption of non-agreed
responsibilities, it will be necessary to iterate again (from the
first step of ‘Planning’ phase) so that these functional areas
can participate in all the steps prior to the final definition of
the cybersecurity assignment.

5) FORMALIZE CYBERSECURITY ASSIGNMENT

TSSC analyzes the updated cybersecurity assignment for the
asset submitted by ACC. It will evaluate its content, its con-
venience and feasibility, and the existence of the necessary
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FIGURE 25. Inputs and outputs of ‘Update cybersecurity assignment’
activity.

consensus to provide holism and unity of action. It will
approve the assignment (fig. 26) by signing it, the TSSC as a
whole, the Chief Information Security Officer (CISO), or the
Chief Executive Officer (CEO). It sends it to all members of
the ACC as a final cybersecurity assignment for the protection
of the business asset.

Inputs Outputs

Updated Formalized

Formalize
cybersecurity assignment

cybersecurity
assignment

cybersecurity
assignment

FIGURE 26. Inputs and outputs of ‘Formalize cybersecurity assignment’
activity.

This step ends the tactical-strategic planning of the actions
required for cybersecurity of the business asset.

6) ANALYZE THE CYBER THREATS CONTEXT

In this phase, the ACC, supported by members of the ACOT,
if necessary, will analyze the organization’s cybersecurity
context (fig. 27) in detail. In addition to the cyber threat
context, in relation to business assets that they have been
commissioned to protect. From both internal and external
perspectives.

In this phase, renewed knowledge is acquired regarding
the evolution of threats to the business in the cyber context.
To express this in more detail, the cybersecurity status of a
business asset can be altered simply because the context has
changed, new threats have emerged, or there are exceptional
situations that involve variations in the exposure level to
different cybersecurity risks.

From this point is when the tactical-operational levels use
their creativity, skills, and effort to cushion the enormous
fluctuations in the cyber context and thus contribute, from the
lower levels, to the strategic objectives of cybersecurity and
the maintenance of the long-term corporate strategy.

This step is extremely important because allows a later def-
inition of the form (Chow’) in which different cybersecurity
actions must be implemented to ensure the achievement of
the expected outcomes.

As a result of this step, it will be documented how low-
level assets are impacted by the internal and external cyber
context.

In this activity, in the event that it is a second or later
iteration, the improvement opportunities identified in the
continuous improvement phase of CyberTOMP will also be
considered.
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This step begins with tactical-operational planning of the
actions required for the cybersecurity of the business asset.

Inputs

Outputs

Formalized

cybersecurity
assignment

Context
analysis

Analyze cyber threats
context

Aspects to
improve

FIGURE 27. Inputs and outputs of ‘Analyze the cyber threats context’
activity.

7) IDENTIFY CYBERSECURITY ACTIONS
In this activity, it is important to understand that expected
outcomes are called that way precisely because they are the
results that will presumably be obtained by carrying out dif-
ferent actions. Actions defined in greater detail in the textual
description of each expected outcome.

For example, the CIS safeguard ‘CS-11.1 Establish and
Maintain a Data Recovery Process’ would be the expected
outcome, whereas the actions defined by the CIS for that safe-
guard would be those that allow it to be achieved: ‘Establish
and maintain a data recovery process. In the process, address
the scope of data recovery activities, recovery prioritization,
and the security of backup data. Review and update documen-
tation annually, or when significant enterprise changes occur
that could impact this Safeguard’. Only when everything
described for that safeguard is done, it can be indicated that
it is fully implemented.

As explained in the previous sections, there is only one
way to obtain the ACIS, but there are many combinations
to obtain the ACES. Therefore, both ACC and ACOT must
analyze the different existing options that allow reaching the
required ACES.

In this activity, the ACC will take the approved cyberse-
curity assignment, where the expected outcomes for which
specific actions must be designed have already been identi-
fied, as well as the analysis carried out in the cyber threat
context. (fig. 28). For each, the ACC will analyze the details
of its description:

« For ULEO subcategories from the NIST cybersecurity
framework, they should review the relevant descrip-
tion [48] in the framework itself or in the associated
guides [50], [51].

« For the subcategories included in the ULEO and coming
from the CIS, the relevant description [40] in the list of
CSCs can be reviewed.

« For the subcategories incorporated into the ULEO and
coming from the nine D’s of cybersecurity, they should
consult the description of each D [47] described in the
original work.

The objective of this activity is to identify the potential list
of cybersecurity actions that would address the cyber threat
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cybersecurity
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Identify
cybersecurity actions

Context
analysis

FIGURE 28. Inputs and outputs of ‘Identify cybersecurity actions’ activity.

context to achieve the goals included in the cybersecurity
assignment.

8) AGREE AND DISTRIBUTE METRICS AND INDICATORS

In this activity, the ACC and ACOT will reach a consensus
(fig. 29) to select the expected outcomes and the actions that
lead to them, among those identified, in a way that opti-
mizes resources, management is facilitated, the workload and
responsibilities of the different participating functional areas
are reasonably distributed, existing technologies or knowl-
edge can be reused; conflicts are minimized, etc.

With the above, each functional area of the ACOT will have
the expected outcomes and the associated tasks that they have
to undertake from their scope, the description of such tasks,
the roles and responsibilities, metrics and weights, planning
of the actions and milestones, their dependencies, and the
periods to evaluate the progress. All this, as a whole, will con-
stitute the Cybersecurity Operational Plan (COP) for the asset
accompanied by the corresponding metrics and indicators.
This plan will be fully aligned with the corresponding cyber-
security assignment mandated by the 7SSC and, by extension,
with the BIA and associated CSMP project.

The ACC defines a minimum DLI for each expected out-
come, which must allow the achievement of what is required
by the 7SSC in the cybersecurity assignment for the asset.
In this way, each person from the ACOT will know the
target level of implementation for the actions that correspond
to them. This step ends the tactical-operational planning
of the actions required for cybersecurity of the business
asset.

Inputs Outputs

FIGURE 29. Inputs and outputs of ‘Agree and distribute metrics and
indicators’ activity.

Formalized
cybersecurity
assignment

Agree and distribute metrics
and indicators
Potential
cybersecurity
actions

D. EXECUTING
The objective of this phase effectively implement the actions
planned in the COP.
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1) IMPLEMENT CYBERSECURITY ACTIONS

In this activity, the ACOT will be the team in charge of
implementing the specific measures to achieve the expected
outcomes that have been assigned (fig. 30), so that the micro-
management of these actions can be carried out in a decen-
tralized manner in each ACOT functional area once the ACC
has already agreed on the set of precise actions.

In practice, this step allows the performance of short-term
tasks in a semi-autonomous and self-organized manner, ulti-
mately contributing to the organization’s cybersecurity and
business continuity objectives (in relation to cybersecurity).

The different members of the ACOT can be helped, espe-
cially in the more technical functional areas, by the different
existing guides, such as, for example, [33], [50] o [46].

Inputs Outputs
Cybersecurity
Implement cybersecurity actions totally
actions or partially
implemented

FIGURE 30. Inputs and outputs of ‘Implement cybersecurity actions’
activity.

E. MONITORING AND CONTROL

This phase is focused on evaluating the cybersecurity status
of business assets in relation to the cybersecurity assignment
ordered by the 7SSC and the corresponding COP generated
in previous phases, to build valuable information so that the
different levels of the organization can clearly understand the
cybersecurity situation of the asset, with the necessary detail,
and make decisions in this regard.

The evaluation of the state of cybersecurity will be car-
ried out at three levels: operational, tactical, and strategic,
which will be carried out with different frequencies, the most
frequent being the operational evaluation, followed by the
tactical one and the least frequent, the strategic evaluation, for
a correct assessment of the impact of the actions as well as the
new needs in the short, medium, and long term, respectively.

1) DETERMINE IMPLEMENTATION LEVELS

In this activity, with the periodicity indicated by the ACC,
each member of the ACOT establishes the current NDI for
each expected outcome that has been assigned (fig. 31),
as indicated in Section III. In this way, the ACC will have
the NDI for all expected outcomes included in the COP of
the asset.

Together with this information, the ACOT will succinctly
detail difficulties, synergies, proposals arising during the
course of the work, or unexpected situations or situations
not initially analyzed, if they exist. This will be performed
individually for each expected outcome.

Progress information, together with the relevant informa-
tion that allows its contextualization, will be included in an
Operational Cybersecurity Report (OCR), which can be as
complex or simple as the organization requires.
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FIGURE 31. Inputs and outputs of ‘Determine implementation levels’
activity.

2) EVALUATE CYBERSECURITY STATUS

In this activity, with the agreed frequency, the ACC will
receive the OCRs sent by the ACOT and proceed to evaluate
the cybersecurity of the asset (fig. 32) using the DLIs con-
tained in that report. They will do it following what is spec-
ified in Section III, taking into account the relative weights
and calculating, for the business asset, the values CCS;, FCS;
and ACS;, so that at the end, the information aggregation and
construction process will have, for each asset and sub-asset
into which the business asset has been broken down:

« The status of achievement of each expected outcome.
« The cybersecurity status with respect to each category.
« The cybersecurity status with respect to each function.
o The cybersecurity status of the business asset.

Inputs

FIGURE 32. Inputs and outputs of ‘Evaluate cybersecurity status’ activity.

Outputs

Updated
metrics
and indicators

Evaluate
cybersecurity status

3) ANALYZE COP COMPLIANCE

In this activity, with the frequency that has been agreed upon
for the tactical evaluation of cybersecurity, the ACC will
analyze the current state and evolution of the different metrics
and indicators associated with the cybersecurity assignment
(fig. 33), calculated and aggregated in the previous step using
the different OCRs that the ACOT has been sending to it and
that have not yet been jointly analyzed or compared with the
COP forecasts. It is recommended that this activity coincide
with the last release of OCR by ACOT in order to have the
most up-to-date view possible.

In addition, it will use the relevant information provided by
the ACOT in the OCRs to contextualize possible deviations
from what was planned and understand the circumstances
that may have caused such deviations or the synergies and
opportunities that may exist. All of this will be included in
the Tactical Cybersecurity Report (TCR).

Finally, the ACC updates, if it exists, the organization’s
cybersecurity dashboard with the current CCS;, FCS;, and
ACS; values.

4) CONSOLIDATE DATA AND GENERATE REPORT

In this activity, with the periodicity required by the 7SSC,
the ACC will analyze the degree of achievement of what
is required in the cybersecurity assignment for the business
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FIGURE 33. Inputs and outputs of ‘Analyze COP compliance’ activity.

asset, using such an assignment as a source and also the
information of the different TCRs. It is recommended that
this task is carried out coinciding with the generation of
the last TRC to obtain the most up-to-date and recent view.
With all this, it will generate a Strategic Cybersecurity Report
(SCR) that will broadly identify the advances or delays and
their main causes, as well as evolutionary data and tactical
decisions taken or planned, if appropriate, in a very executive
way (fig.34).

The ACC will report the status to the 7SSC, forwarding
that report.

5) MONITORING

The TSSC receives, with the required frequency, the last SCR
regarding cybersecurity assignment for the protection of the
business asset. With this information and that of the rest of
the cybersecurity assignments they have assigned, they can,
if desired, calculate the OCS value, taking into account the
weights that could have been defined at a strategic level for
each business asset.

Inputs Outputs

Formalized
cybersecurity

FIGURE 34. Inputs and outputs of ‘Consolidate data and generate report’

activity.

Consolidate data and
generate report

assignment

The TSSC will use this monitoring information (fig. 35) to
modify or update the cybersecurity assignment for strategic
decision-makers in general or to generate additional strate-
gic information that it deems necessary. This aspect is not
addressed in detail in CyberTOMP, whose main scope is the
tactical and operational levels.

F. CONTINUOUS IMPROVEMENT

The purpose of this phase is to identify the margins for
improvement in different aspects, which can later be used
as a basis for designing and executing additional actions in
cybersecurity.
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FIGURE 35. Inputs and outputs of ‘Monitor’ activity.

1) IDENTIFY ASPECTS TO IMPROVE

In this activity (fig. 36), the ACC will analyze the information
from the TCR, paying attention not so much to possible
deviations, but to the relevant information provided by the
different members of the ACOT, which may include identi-
fied synergies, barriers found, opportunities, difficulties, and
so on. The improvements likely to be identified in this activity
are, without being an exhaustive list:

« New mechanisms for better coordination between func-
tional areas.

« New mechanisms for better coordination and communi-
cation in the ACC.

o The need to search for alternatives for the implementa-
tion of operational actions that have been more complex
or costly to implement in practice than initially planned.

o The use of tools that allow greater agility in work.

o The possibility of including common elements that sup-
pose an optimization of costs and effort.

o The need to reinforce the operational work with new
staff.

o Others of a similar nature.

This identification must be the result of a joint debate
within the ACC and must not focus on the search for solu-
tions, an aspect that is dealt with in the new analysis of
the context, but on the identification and documentation of
improvement opportunities.

Once this activity is done, the process must iterate again
from the activity “Analyze the cyber threats context”. Thus,
CyberTOMP allows design of a new modified COP to include
new cybersecurity actions to improve the detected weak-
nesses and adapt to the dynamic cyber threat context.

Inputs Outputs

Identify aspects to improve
to improve

FIGURE 36. Inputs and outputs of ‘Identify aspects to improve” activity.

TCRs

Formalized
cybersecurity
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G. PERIODICITY AND END OF THE PROCESS
CyberTOMP only ends when the TSSC carries out a new
cybersecurity assignment for the same business asset or when
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TABLE 4. ULEO for ‘Identify’ function and ‘Assets Management’ category.

Function NIST Unified IG1 1G22 IG3
Category expected
outcome
Identify ID.AM CSC-1.1 v v v
Identify ID.AM CSC-124 v
Identify ID.AM csc-141 v vV
Identify ID.AM CSC-2.2 v v v
Identify ID.AM CSC-3.1 v v v
Identify ID.AM CSC-3.2 v v v
Identify ID.AM CSC-3.6 v v v
Identify ID.AM CSC-3.7 v v
Identify ID.AM ID.AM-1 v v v
Identify ID.AM IDAM-2 v v V
Identify ID.AM ID.AM-2 v v
Identify ID.AM ID.AM-3 v o7

TABLE 5. ULEO for ‘Identify’ function and ‘Business Environment’
category.

Function NIST Unified IG1 1G2 1IG3
Category expected
outcome
Identify ID.BE 9D-1 v v
Identify ID.BE ID.BE-1 v
Identify ID.BE ID.BE-2 v
Identify ID.BE ID.BE-3 v
Identify ID.BE ID.BE-4 v
Identify ID.BE ID.BE-5 v

TABLE 6. ULEO for ‘Identify’ function and ‘Governance’ category.

Function NIST Unified IG1 1IG2 IG3
Category expected
outcome
Identify ID.GV CSC-174 v v
Identify ID.GV ID.GV-1 v v v
Identify ID.GV ID.GV-2 v v
Identify ID.GV ID.GV-3 v
Identify ID.GV ID.GV-4 v

it is decided from by strategic sphere of the organization. Oth-
erwise, CyberTOMP will continue even if the ACES or ACIS
has been reached. This is because, as has been commented
on throughout this document, that state can change simply
because the context changes. For example:

o If the context of cyberspace varies significantly and
controls currently in place for the cybersecurity of the
asset no longer have the same validity.

122477



I EEEACC@SS M. Dominguez-Dorado et al.: CyberTOMP: A Novel Systematic Framework to Manage Asset-Focused Cybersecurity

TABLE 7. ULEO for ‘Identify’ function and ‘Risk Assessment’ category. TABLE 10. ULEO for ‘Protect’ function and ‘Identity Management and
Access Control’ category.

Function NIST Unified 1G1 1G22 IG3

Function NIST Unified IGl 1G2 IG3
Category expected Category expected
outcome outcome
Identify ~ ID.RA 9D-1 o v Protect PRAC  CSC-125 VR
Identlfy ID.RA CSC-18.2 v v Protect PR.AC CSC-12.6 Ve v
Identify IDRA - CSC-18.5 v Protect PRAC  CSC-134 v v
Identify ~ IDRA  CSC-3.7 o v Protect PRAC  CSC47 v
Identify ID.RA ID.RA-1 \/ \/ \/ Protect PR.AC CSC-5.2 \/ \/ /
Identify IDRA - ID.RA-2 v Protect PRAC  CSC-5.6 v oV
Identify ~ IDRA  ID.RA4 v Protect PRAC  PRAC-1 v v v
Identify IDRA  IDRA6 v Protect PRAC  PR.AC-2 v
Protect PR.AC PR.AC-3 v v
TABLE 8. ULEO for ‘Identify’ function and ‘Risk Management Strategy’ Protect PR.AC PR.AC-3 v v v
category. Protect PR.AC PRAC4 v v v
Protect PR.AC PR.AC-5 v v v
Function NIST Unified IG1 1G22 IG3 Protect PR.AC PR.AC-6 v
Category  expected Protect PRAC  PRACT v V
outcome
Identify ID.RM 9D-8 v v TABLE 11. ULEO for ‘Protect’ function and ‘Awareness and Training’
Identify ID.RM ID.RM-1 v category.
Identify ID.RM ID.RM-2 v - -
Identlfy ID.RM ID.RM-3 v Function NIST Unified 1G1 1G22 IG3
Category expected
outcome
TABLE 9. ULEO for ‘Identify’ function and ‘Supply Chain Risk Protect PR.AT CSC-14.9 v v
M t category.
anagement ciegony Protect PRAT  CSC-15.4 v v
Protect PR.AT PR.AT-1 v v Y
Function  NIST Unified  IGI IG2 1G3 et PRAT  PRAL2 LY
Category expected : :
1
- ouicome TABLE 12. ULEO for ‘Protect’ function and ‘Data Security’ category.
Identify ID.SC ID.SC-1 v v
Identify ID.SC ID.SC-2 v v v Fanol NIST Unificd Gl 1G2 1G3
Identify ID.SC ID.SC-3 NV, unction Coteaory  oxomotad
Identify ID.SC ID.SC-4 v e
Identify ID.SC ID.SC-5 v v v Protect PRDS 9D-6 %
Protect PR.DS CSC-34 v v v
Protect PR.DS PR.DS-1 v v
« If there are organizational changes that eliminate, add, Protect PR.DS PR.DS-2 J v
or reorganize the functional areas or personnel associ- Protect PR.DS PR.DS-3 v
ated with it , , Protect ~ PRDS  PRDS-4 v
« If the implemented solutions depend on formalized con-
. . . Protect PR.DS PR.DS-5 v
tracts with service providers that end. p PRDS PR.DS-6 ;v
« If the business asset is expanded or reduced with new rotect : gl
functionalities or components. Protect PR.DS PR.DS-7 o v
Protect PR.DS PR.DS-8 v

« If employees leave the organization or move horizon-
tally and are replaced by others with different skills or
training, or they are not replaced.

o If there is a budget reduction that prevents the mainte- H. RECOMMENDATIONS FOR A CORRECT APPLICATION
nance of cybersecurity measures implemented around Practical implementation of CyberTOMP can be facilitated
the asset. or improved by applying a series of recommendations:
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TABLE 13. ULEO for ‘Protect’ function and ‘Information Protection
Processes and Procedures’ category.

TABLE 14. ULEO for ‘Protect’ function and ‘Maintenance’ category.

Function NIST Unified 1G1 1G2 1IG3
Category expected
outcome
Protect PR.IP 9D-3 v v
Protect PR.IP 9D-5 v v
Protect PR.IP 9D-8 v v
Protect PR.IP 9D-9 v v v
Protect PR.IP CSC-11.1 v v v
Protect PR.IP CSC-16.1 v oV
Protect PR.IP CSC-16.14 v
Protect PR.IP CSC-18.4 v
Protect PR.IP CSC-2.5 v oV
Protect PR.IP CSC-2.6 v
Protect PR.IP CSC-2.7 v
Protect PR.IP CSC-4.3 v v v
Protect PR.IP PR.IP-1 v Vv v
Protect PR.IP PR.IP-10 v v
Protect PR.IP PR.IP-11 v v v
Protect PR.IP PR.IP-12 v
Protect PR.IP PR.IP-2 v oV
Protect PR.IP PR.IP-3 v
Protect PR.IP PR.IP-4 v v VY
Protect PR.IP PR.IP-5 v
Protect PR.IP PR.IP-6 v vV
Protect PR.IP PR.IP-7 v v
Protect PR.IP PR.IP-8 v
Protect PR.IP PR.IP-9 v v

« Application of change management techniques. In the
development of our proposal, we understand the follow-
ing circumstances concur:

— A collaborative habit is required to reach consensus.

— By employing three collegiate groups for decision-
making, those roles that would normally have the
possibility of making decisions individually may
understand it as an attack on their competencies and
present opposition to the changes.

To facilitate both, we recommend the professional appli-
cation of specific techniques for change management
that ease the applicability of this proposal. For exam-
ple, finding change agents to actively participate in
the implementation. This change management approach
should include training in soft skills that will equip par-
ticipants with the ability to achieve win-win agreements.
o The necessary role of CISO. In light of what is stated
in our solution, this could give the impression that the
role of the CISO is diluted, becoming a point of poten-
tial conflict. It is recommended that the CISO have a
relevant leadership role in the 7SSC. Leadership, not
necessarily hierarchical superiority. However, as the role

VOLUME 10, 2022

Function NIST Unified 1G1 1IG2 IG3
Category expected
outcome
Protect PR.MA 9D-5 v oV
Protect PR.MA 9D-9 v oV
Protect PR.MA CSC-12.1 v v v
Protect PR.MA CSC-12.3 v oV
Protect PR.MA CSC-13.5 v v
Protect PR.MA CSC-16.13 v
Protect PR.MA CSC-18.3 v v
Protect PR.MA CSC-4.2 v v
Protect PR.MA CSC-4.6 v v v
Protect PR.MA CSC-4.8 v v
Protect PR.MA CSC-4.9 v v
Protect PR.MA CSC-7.3 v v v
Protect PR.MA CSC-8.1 v v v
Protect PR.MA CSC-8.10 v v
Protect PR.MA CSC-8.3 v v v
Protect PR.MA CSC-8.9 v oV
Protect PR.MA PR.MA-1 v

TABLE 15. ULEO for ‘Protect’ function and ‘Protective Technology’

category.
Function NIST Unified 1G1 1IG2 1IG3

Category expected

outcome
Protect PR.PT 9D-4 v oV
Protect PR.PT 9D-7 v
Protect PR.PT CSC-4.12 v
Protect PR.PT CSC-4.4 v v v
Protect PR.PT CSC-4.5 v v Y
Protect PR.PT CSC-9.5 v v
Protect PR.PT PR.PT-1 v v v
Protect PR.PT PR.PT-2 v v Y
Protect PR.PT PR.PT-3 v
Protect PR.PT PR.PT-4 v
Protect PR.PT PR.PT-5 v v Y

with the most developed skills in cybersecurity, it should
be the person responsible for ensuring the correct exe-
cution of CyberTOMP and who mediates in the case of
conflicts or doubts.

o Automation. The use of tools to automate the calcu-

lation of metrics and indicators in the cybersecurity
evaluation process can significantly facilitate the use of
CyberTOMP and the generation of reports. All metrics
and indicators have been defined in such a way that they
can be easily automated and information can be provided
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TABLE 16. ULEO for ‘Detect’ function and ‘Anomalies and Events’
category.

Function NIST Unified 1G1 1G2 1IG3
Category expected
outcome
Detect DE.AE CSC-8.12 v
Detect DE.AE DE.AE-1 v v
Detect DE.AE DE.AE-2 v v
Detect DE.AE DE.AE-3 v v v
Detect DE.AE DE.AE-4 v
Detect DE.AE DE.AE-5 v

TABLE 17. ULEO for ‘Detect’ function and ‘Security Continuous
Monitoring’ category.

Function NIST Unified 1G1 1G2 IG3

Category expected

outcome
Detect DE.CM CSC-13.1 v v
Detect DE.CM CSC-13.5 v v
Detect DE.CM CSC-3.14 v
Detect DE.CM DE.CM-1 v v
Detect DE.CM DE.CM-2 v
Detect DE.CM DE.CM-3 v
Detect DE.CM DECM4 v Vv V
Detect DE.CM DE.CM-5 v
Detect DE.CM DE.CM-6 v
Detect DE.CM DECM-7 v Vv V
Detect DE.CM DE.CM-8 v oV

TABLE 18. ULEO for ‘Detect’ function and ‘Detection Processes’ category.

Function NIST Unified 1G1 1G2 1G3
Category expected
outcome
Detect DE.DP CSC-17.1 v vV
Detect DE.DP CSC-174 v v
Detect DE.DP CSC-17.5 v
Detect DE.DP DE.DP-2 v
Detect DE.DP DE.DP-3 v
Detect DE.DP DE.DP-5 v

at all levels in almost real time, reducing the workload
of the ACC.

o Gradual implementation. A progressive application
is recommended, starting with a business asset that is
relatively simple to manage and with few functional
areas involved, and subsequently including others of
greater complexity until this proposal is applied to all the
business assets of the organization. The application to
simpler cases in the first instance allows the refinement
of the process, training of the team and obtaining good

122480

TABLE 19. ULEO for ‘Respond’ function and ‘Analysis’ category.

Function NIST Unified IGl 1G2 IG3
Category expected
outcome
Respond RS.AN CSC-17.9 v
Respond RS.AN RS.AN-1 v v
Respond RS.AN RS.AN-2 v
Respond RS.AN RS.AN-3 v
Respond RS.AN RS.AN-5 v v

TABLE 20. ULEO for ‘Respond’ function and ‘Communications’ category.

Function NIST Unified IG1 1G22 IG3
Category expected
outcome
Respond RS.CO csc-174 v vV
Respond RS.CO CSC-17.5 v v
Respond RS.CO RS.CO-5 v

TABLE 21. ULEO for ‘Respond’ function and ‘improvements’ category.

Function NIST Unified IG1 1G2 1G3
Category expected
outcome
Respond RS.IM RS.IM-1 v oV
Respond RS.IM RS.IM-2 v v

TABLE 22. ULEO for ‘Respond’ function and ‘Mitigation’ category.

Function NIST Unified IG1 1G22 IG3
Category expected
outcome
Respond RS.MI CSC-1.2 v v v
Respond RS.MI CSC-4.10 v v
Respond RS.MI CSC-7.7 v v
Respond RS.MI RS.MI-1 v
Respond RS.MI RS.MI-2 v
Respond RS.MI RS.MI-3 v

TABLE 23. ULEO for ‘Respond’ function and ‘Response Planning’ category.

Function NIST Unified IG1 1G2 IG3
Category expected
outcome
Respond RS.RP CSC-17.6 v v
Respond RS.RP RS.RP-1 v

results that serve as a hook for the expansion of the
solution.

V. CONCLUSION
Tactical and operational levels are responsible for the practi-
cal implementation of cybersecurity. The standards used for
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TABLE 24. ULEO for ‘Recover’ function and ‘Communications’ category.

Function NIST Unified 1G1 1G22 IG3
Category expected
outcome
Recover RC.CO RC.CO-1 v
Recover RC.CO RC.CO-2 v
Recover RC.CO RC.CO-3 v

TABLE 25. ULEO for ‘Recover’ function and ‘Improvements’ category.

Function NIST Unified 1G1 1G2 IG3
Category expected
outcome
Recover RC.IM RC.IM-1 v
Recover RC.IM RC.IM-2 v

TABLE 26. ULEO for ‘Recover’ function and ‘Recovery Planning’ category.

Function NIST Unified IG1 1G2 1G3
Category expected
outcome
Recover RC.RP RC.RP-1 v

TABLE 27. Functional areas involved in cybersecurity, reused and
improved in our proposal.

FAID Main cybersecurity responsibilities
FA1 Physical security
FA2 Security operations
FA3 User education
FA4 Threat intelligence
FAS Governance
FA6 Enterprise risk management
FA7 Risk assessment
FAS8 Application security
FA9 Frameworks and standards
FA10 Security architecture
FA1l Career development
FA12 Corporate communications

TABLE 28. Correspondence between cyberprotection priorities and 1Gs.

Cyberprotection priority (from BIA) Corresponding

IG

LOW IG1
MEDIUM 1G2
HIGH IG3

cybersecurity encourage organizations to develop procedural
elements for effective cybersecurity management at these
levels, but do not provide such a procedural basis so that it
can be used as is. This causes indeterminacy in how each

VOLUME 10, 2022

TABLE 29. Weights of cybersecurity functions for IG1.

F N, Wy
Identify 4 0.27
Protect 6 0.40
Detect 3 0.20

Respond 2 0.13
Recover 0 0.00
TABLE 30. Weights of cybersecurity functions for 1G2.

F N, Wy
Identify 6 0.30
Protect 6 0.30
Detect 3 0.15

Respond 5 0.25
Recover 0 0.00
TABLE 31. Weights of cybersecurity functions for 1G3.

F N. Wy
Identify 6 0.26
Protect 6 0.26
Detect 3 0.13

Respond 5 0.22
Recover 3 0.13
TABLE 32. Weights for category ‘Identify’ and IG1.
C N, W. W,
ID.AM 8 0.67 0.125
ID.BE 0 0.00 0.00
ID.GV 1 0.08 1.00
ID.RA 1 0.08 1.00
ID.RM 0 0.00 0.00
ID.SC 2 0.17 0.50
TABLE 33. Weights for category ‘Identify’ and 1G2.
C N, W. W,
ID.AM 12 0.48 Lhe
ID.BE 1 0.04 1.00
ID.GV 3 0.12 1 / 3
ID.RA 4 0.16 0.25
ID.RM 1 0.04 1.00
ID.SC 4 0.16 0.25

organization manages cybersecurity at lower levels, often
resulting in a lack of holism, strategic alignment, differing
perceptions of the state of cybersecurity or difficulty quickly
adapting to a changing cyber threat landscape.
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TABLE 34. Weights for category ‘Identify’ and 1G3. TABLE 39. Weights for category ‘Detect’ and 1G2.

C N, W, W, C N, W. W,
ID.AM 12 0.29 12 DE.AE 3 0.25 /3
IDBE 6 0.15 s DE.CM 6 0.50 1/
ID.GV 5 0.12 0.20 DE.DP 3 0.25 '3
ID.RA 0 0.22 1/ y TABLE 40. Weights for category ‘Detect’ and 1G3.

ID.RM 4 0.10 0.25
ID.SC 5 0.12 0.20 C N, W, W,
DE.AE 6 0.26 16
TABLE 35. Weights for category ‘Protect’ and IG1. DE.CM 11 0.48 1 /11
DE.DP 6 0.26 1/6
C N, W, W,
PR.AC 7 0.24 1 /7 TABLE 41. Weights for category ‘Respond’ and 1G1.
PR.AT 1 0.03 1.00
PR.DS 2 0.07 0.50 C N, We Wo
PR.IP 8 0.28 0.125 RS.RP 0 0.00 0.00
PR.MA 6 0.21 /s RS.CO 1 0.50 1.00
PR.PT 5 0.17 0.20 RS.AN 0 0.00 0.00
RS.MI 1 0.50 1.00
TABLE 36. Weights for category ‘Protect’ and 1G2. RS.IM 0 0.00 0.00
C N, W. w, TABLE 42. Weights for category ‘Respond’ and 1G2.
PR.AC 12 0.19 1/12
PR.AT 4 0.06 0.25 c N, We Wo
PR.DS 6 0.10 /s RS.RP 1 0.10 1.00
PR.IP 18 0.30 1Zs RS.CO 2 0.20 0.50
PR.MA 15 0.24 /s RS.AN 2 0.20 0.50
PR.PT 7 0.11 1/7 RS.MI 3 0.30 1/3
RS.IM 2 0.20 0.50

TABLE 37. Weights for category ‘Protect’ and 1G3.
TABLE 43. Weights for category ‘Respond’ and 1G3.

C N, We. W,
PR.AC 15 0.19 /15 c N, W, W,
PR.AT 4 0.05 0.25 RS.RP 2 0.11 0.50
PR.DS 10 0.12 0.10 RS.CO 3 0.17 1/3
PR.IP 24 0.30 /24 RS.AN 5 0.28 0.20
PR.MA 17 0.20 Lh7 RS.MI 6 0.33 1/6
PR.PT 11 0.14 L RS.IM 2 0.11 0.50
TABLE 38. Weights for category ‘Detect’ and IG1. TABLE 44. Weights for category ‘Recover’ and IG1.

C N, W, W, c N, W. W,
DE.AE 1 0.25 1.00 RC.RP 0 0.00 0.00
DE.CM 2 0.50 0.50 RC.IM 0 0.00 0.00
DE.DP 1 0.25 1.00 RC.CO 0 0.00 0.00

Our proposal comprises a common set of expected cyber- This is orchestrated by CyberTOMP, a process for managing
security results rooted in the most recognized cybersecurity cybersecurity at tactical and operational levels.
standards and initiatives, as well as a set of metrics that allow Together, these elements complement the standard for
ahomogeneous evaluation of cybersecurity at different levels. cybersecurity used at a strategic level, regardless of what
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TABLE 45. Weights for category ‘Recover’ and 1G2.

C N, W. W,
RC.RP 0 0.00 0.00
RC.IM 0 0.00 0.00
RC.CO 0 0.00 0.00

TABLE 46. Weights for category ‘Recover’ and 1G3.

C N, W. W,
RC.RP 1 0.17 1.00
RC.IM 2 0.33 0.50
RC.CO 3 0.50 1/3

this standard is, being able to be used as is, out of the box,
for the holistic management of cybersecurity at all levels
while maintaining alignment with the corporate cybersecurity
strategy.

This proposal is being implemented in an entity in the Pub-
lic Sector, a process that will provide the necessary feedback
for its evolution and formal validation, results we hope to
share with the scientific community in a future study.

APPENDIX A
ULEO TABLES
See Tables 4-26.

APPENDIX B

FUNCTIONAL AREAS INVOLVED IN CYBERSECURITY AND
CORRESPONDENCE CYBERPROTECTION PRIORITIES - IGs
See Tables 27 and 28.

APPENDIX C

WEIGHTS OF EVERY CYBERSECURITY FUNCTION,
CATEGORY AND EXPECTED OUTCOME

See Tables 29-46.
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SOLUCIONES ALGORITMICAS PARA
LA OPTIMIZACION

Este capitulo contiene un articulo en el cual se analizan las posibilidades de aplicacion de
algoritmos evolutivos de optimizacion multiobjetivo a problemas de gestion de la
ciberseguridad. En él se hace una revision de la literatura especifica relacionada con los
algoritmos evolutivos, sus posibilidades y variantes, asi como también sobre casos
especificos en los que este tipo de tecnologias se ha aplicado a distintos problemas de
gestion en el campo de la ciberseguridad. Tras este andlisis, en el articulo se desarrolla de
forma integra un algoritmo genético de optimizacion multiobjetivo que, completamente
imbricado en el modelo desarrollado y explicado en el apartado anterior, permite la
seleccion rapida y eficiente de un conjunto determinado de actuaciones de ciberseguridad
que permiten cumplir de forma optima con los objetivos estratégicos de ciberseguridad
holistica que se definan teniendo en cuenta el conjunto de controles de ciberseguridad
previamente implantados.

Este resultado de investigacion corresponde al objetivo de la tesis O2, definido en el
apartado 1, Objetivos y metodologia de investigacion.
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Featured Application: This study holds direct applicability for organizations seeking to establish
comprehensive, tactical, and operational cybersecurity management, especially within the Cyber-
TOMP framework. In order to achieve this objective, the concerned organization will need to
achieve consensus among all functional domains involved in cybersecurity within the organization
regarding the implementation of cybersecurity measures. The present proposal has been formulated
with the aim of facilitating this process by devising a set of cybersecurity actions that will enable
the organization to comply with its strategic cybersecurity goals upon their implementation.

Abstract: The increase in frequency and complexity of cyberattacks has heightened concerns regard-
ing cybersecurity and created an urgent need for organizations to take action. To effectively address
this challenge, a comprehensive and integrated approach is required involving a cross-functional
cybersecurity workforce that spans tactical and operational levels. In this context there can be various
combinations of cybersecurity actions that affect different functional domains and that allow for
meeting the established requirements. In these cases, agreement will be needed, but finding high-
quality combinations requires analysis from all perspectives on a case-by-case basis. With a large
number of cybersecurity factors to consider, the size of the search space of potential combinations
becomes unmanageable without automation. To solve this issue, we propose Fast, Lightweight, and
Efficient Cybersecurity Optimization (FLECO), an adaptive, constrained, and multi-objective genetic
algorithm that reduces the time required to identify sets of high-quality cybersecurity actions. FLECO
enables productive discussions on viable solutions by the cross-functional cybersecurity workforce
within an organization, fostering managing meetings where decisions are taken and boosting the
overall cybersecurity management process. Our proposal is novel in its application of evolution-
ary computing to solve a managerial issue in cybersecurity and enhance the tactical-operational
cybersecurity management process.

Keywords: tactical-operational cybersecurity management; process decision boosting; evolutionary
computing; multi-objective genetic algorithm

1. Introduction

Cybersecurity has become a significant concern due to frequent and complex cyber-
attacks and a changing threat landscape, creating an emergency for organizations world-
wide [1], such as an increase of up to 62% in cyberattacks to organization’s supply chain,
and up to 75% in the number of general cyberattacks directly received by organizations [2].
To address this challenge, a holistic management approach and unity of action [3] are re-
quired, involving a cross-functional cybersecurity workforce from tactical and operational
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levels, with a sense of urgency. However, in today’s organizational landscape, managing
cybersecurity from a holistic perspective poses significant challenges. One of the most
crucial obstacles is the lack of methodological development to manage cybersecurity at
lower organizational levels, which can lead to improper organization and alignment with
strategic cybersecurity goals, hindering the organization’s ability to respond quickly to
changing cyber threats. While frameworks such as the Framework for Improving Criti-
cal Infrastructure Cybersecurity [4] or the International Organization for Standardization
(ISO) 27000 [5,6] family of standards are commonly used at the strategic level, they fail
to provide procedural foundations for tactical and operational levels. Another challenge
lies in achieving holism [7] when collaborating in cross-functional internal-external teams
with different chains of command at lower organizational levels, which necessitates the
development of suitable mechanisms. Additionally, the absence of standardized and homo-
geneous cybersecurity evaluation criteria [8] at lower levels poses a significant challenge to
assessing the current and expected cybersecurity status in a holistic manner.

To address this set of difficulties, CyberTOMP [9] was designed. It is a framework to
manage holistic cybersecurity at tactical and operational levels. The CyberTOMP frame-
work comprises various components that collectively provide organizations with what is
necessary for the holistic management of cybersecurity at tactical and operational levels.
One of these components is the Unified List of Expected Outcomes (ULEO), which is an
organized list of cybersecurity actions in a four-level tree-structure format (asset level at
the top, then function level, category level, and expected outcome level at the bottom). It is
a common and homogeneous list that represents all the cybersecurity actions that should
be implemented to protect a specific asset. Along with this, it defines a set of metrics that
can be aggregated and that, together, allow for the evaluation of the current cybersecurity
status of assets or their evolution over time, or the establishment of cybersecurity objectives
at any level of the organization.

This list and set of metrics have been developed by combining cybersecurity actions
from different de facto standards in this area [4,10,11]. None of these standards need to be
implemented in the organization, but the application of CyberTOMP will allow for their
implementation in a much faster and simpler way, if necessary. Furthermore, if any of these
standards are already implemented in the organization, the application of CyberTOMP
will already be partially achieved. Moreover, the complete list of cybersecurity actions
(also called expected outcomes) are grouped in three different implementation groups
(IGs) that allow organizations to apply proportionate cybersecurity actions depending on
the criticality of assets (e.g., the minimum subset, the intermediate subset, or the whole
list of cybersecurity actions). Each outcome has a discrete level of implementation (DLI)
assigned to it [12], based on the deployment degree of the required actions to achieve the
corresponding expected outcome (Figure 1). This ensures an impartial evaluation of an
organization’s cybersecurity posture and avoids conflicts, bias, or misinterpretations.

FUNCTIONS F1 F2 F3 F4 F5

CATEGORIES c1 [ c2 [ ca ca ] [ cs [ cé s [ c23

EXPECTED Eo] [ED EO] eo | [eo ) [Eo ) [EO EO EO eo | [eo | (eo ) [EO EO

OUTCOMES 1 2 5 6 7 10 |11 )|12])] 13 167
_,_4

DISCRETE

LEVELS OF | | i

IMPLEMENTATION

Figure 1. The ULEO breakdown from functions to expected outcomes, each assigned a DLI.

In addition to this component, CyberTOMP defines the process by which the cyberse-
curity workforce of the organization, consisting of different functional and multidisciplinary
teams, must coordinate and work together to achieve the desired cybersecurity state in
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an orchestrated, holistic, and simultaneously aligned manner with the organization’s
strategic objectives.

In general, the whole CyberTOMP framework has been designed in a way that guar-
antees that the implementation of the actions defined in the ULEO addresses a significant
proportion of the current documented cyber threats [13].

The ULEO determines an asset’s cybersecurity status based on the expected outcomes
and their level of implementation. It also enables the assessment of cybersecurity status
through hierarchical metrics and supports the establishment of strategic goals in the form
of constraints for these metrics.

To comply with the strategic cybersecurity constraints, various combinations of ex-
pected outcomes, their implementation levels, and cybersecurity actions are possible and
therefore must be evaluated. This is important because each expected outcome is translated
into a set of required cybersecurity actions that have to be implemented. Consequently,
each combination affects functional areas and can be influenced by previous or future in-
vestments in cybersecurity. Selecting a suitable combination requires determining the level
of implementation for each outcome, ideally as close as possible to the current cybersecurity
status. Metrics should be calculated to determine if the chosen solution meets the required
constraints. If not, a new combination must be proposed. To attain the desired implemen-
tation levels, a thorough analysis of the work required must be conducted. Agreement
among all functional areas is crucial, and if necessary, a new combination must be proposed
to reach it.

CyberTOMP offers a guided process to coordinate cross-functional cybersecurity teams
at all levels for the consecution of the expected outcomes at the desired level, achieving
practical cybersecurity holism within the organization, easing the task list described in
the previous paragraph. The process involves decision-makers meeting to agree on the
asset’s required cybersecurity status, the cybersecurity actions to be implemented, and
their levels of implementation, metrics, and indicators. This is where holism is guaranteed
in CyberTOMP.

In practical applications of CyberTOMP, selecting the set of cybersecurity actions and
implementation levels that allows achieving a desired cybersecurity status for the asset is
complex due to the vast number of potential solutions. For low criticality assets, there are
1.98 x 10? possibilities, and for high criticality, there are 3.5 x 10!’ options. Manually
identifying the right combination of expected outcomes and levels of implementation is
time-consuming and often unacceptable, making it challenging to reach an agreed-upon
cybersecurity status during the management gatherings where decisions must be made.
Meeting strategic constraints while aligning with current cybersecurity status is difficult,
especially when the number of constraints increases. This results in a process that only
targets the first feasible combination instead of exploring more possibilities, making it
challenging to hold a productive discussion.

Natural selection is a biological concept that explains how species evolve based on
their ability (or inability) to adapt to their surrounding environment. Each individual (a
single specimen) within a population possesses specific characteristics that are determined
by its genetic composition. A chromosome contains a defined number of genes, with
each gene encoding information about a specific characteristic of the individual. The
characteristics of an individual, which are defined by the alleles of each gene, are more
or less beneficial to the individual depending on the specific value of the alleles. The
level of adaptation of an individual within a species to their surrounding environment
is determined by their particular characteristics, which are defined by the alleles of each
of their genes. Individuals with better characteristics are more likely to reproduce and
give rise to new individuals, while those who are less adapted are likely to become extinct
without reproducing.

It is common for the offspring of well-adapted individuals to have even better char-
acteristics, resulting in a better-adapted population through the process of reproduction
and genetic exchange. Another way in which a population can evolve is through mutation.
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While gene mutation in the natural world can often have fatal consequences, in certain
cases, it can lead to a beneficial characteristic that enables an individual to unexpectedly
prosper and become better adapted.

This natural evolutionary process has been transferred to the field of computing by
designing algorithms, called genetic algorithms [14], that mimic the way nature works in
order to solve complex optimization problems. To do so, a problem is usually defined as
the context to which individuals (potential solutions to the problem) must adapt, and mech-
anisms similar to those existing in nature are applied [15]: mutation, crossover, adaptation,
etc. Each individual is defined by a set of genes and alleles (variables and their respective
values) that provide specific characteristics and determine their level of adaptation to the
problem. In this context, being better adapted means being a better solution to the problem,
while being less adapted means the opposite. Through a computationally accelerated pro-
cess, genetic algorithms enable obtaining high-quality solutions to the proposed problem
in a short amount of time in multiple applications.

Genetic algorithms are metaheuristic techniques useful in solving complex optimiza-
tion problems [16], such as tactical-operational cybersecurity management. These problems
involve a large search space and a multitude of constraints that must be satisfied simulta-
neously. Genetic algorithms are useful tools to manage the processes of the organization
and decision-making in different areas as presented in [17], in which the authors review
the operations management problems solved by genetic algorithms and suggest future re-
search directions from the point of view of researchers and practitioners. Furthermore, [18]
focuses on the application of genetic algorithms in the eight processes of supply chain
management. In the field of cybersecurity, [19] presents a decision support system using
a genetic algorithm to calculate uncertain cyberattack risk and determine the optimal
combination of security countermeasures based on threat rates, costs, and asset impacts,
whereas [20] introduces an approach to optimize cyber security investments using various
methods for risk-averse organizations, aiming to reduce the cost of cyber insurance while
improving self-protection. Finally, it is worth mentioning [21], which introduces a semi-
automated approach based on Pareto optimality for selecting appropriate cybersecurity
controls to minimize risks and address conflicting goals among stakeholders. To the best of
our knowledge, there have been no prior studies employing genetic algorithms to support
decision-making in the tactical and operational management of cybersecurity, specifically
in the selection of cybersecurity actions applicable to business assets, from a holistic and
cross-functional perspective.

By applying genetic algorithms to the exposed cybersecurity management optimiza-
tion problem, organizations can improve their ability to choose faster, more accurately,
and more easily the required cybersecurity actions to detect and respond to cyber threats,
reduce vulnerability, and minimize risk.

This work contributes to tactical-operational cybersecurity management by means
of a genetic algorithm that aids cross-functional cybersecurity teams in decision-making
for the selection of the cybersecurity actions required to fulfill the strategic cybersecurity
constraints/goals within the CyberTOMP framework. As a result of this, the decision-
making process is boosted and made easier, leading to a reduction in the workload of
cybersecurity personnel. The two most significant contributions of our study are as follows:

e  Anappropriate mechanism for searching feasible sets of cybersecurity actions for their
application to the CyberTOMP framework.

e  The demonstration of the application of evolutionary computing to decision-making
in cybersecurity management.

These contributions are directly applicable to all organizations that deploy the Cyber-
TOMP framework and are being validated by two different entities. Furthermore, they
can be promptly adapted for use with other frameworks, with the National Institute of
Standards and Technology (NIST) framework being particularly well-suited.

The subsequent sections of this document are organized as follows: In Section 2, a
description of the relevant features and parameters of our algorithm is provided. Section 3
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outlines the set of experiments that we conducted to assist decision-makers in selecting the
appropriate cybersecurity actions to achieve strategic cybersecurity objectives. The results
of these experiments are presented and discussed. The paper concludes with a summary
and conclusions in Section 4.

2. Problem Modeling and Formulation

To achieve a comprehensive and effective cybersecurity strategy, it is essential to
foster collaboration among the different functional areas that comprise the cross-functional
cybersecurity workforce within an organization. In the CyberTOMP framework, this
collaboration is facilitated through a series of meetings where the necessary cybersecurity
safeguards required to achieve strategic cybersecurity constraints are established. However,
in practice, these meetings can be ineffective as the number of possible combination of
actions is too large to be manually or nearly manually identified and analyzed within a
reasonable period.

The main objective of our research is to provide a technological solution to address
this managerial challenge. Specifically, our study aims to develop a Fast, Lightweight,
and Efficient Cybersecurity Optimization (FLECO) mechanism consisting of an adaptive,
constrained and multi-objective genetic algorithm. This algorithm will enable the swift
identification of high-quality solutions or sets of solutions that can be discussed among
all cybersecurity participants, thus facilitating the applicability of tactical-operational
cybersecurity management processes within the organization.

As stated, the field of evolutionary algorithms, and genetic algorithms in particular,
has been used broadly to solve not only technical aspects, but also, often, managerial
challenges in a broad range of disciplines. In this case our proposal consists of applying
this approach to a cybersecurity management problem, thus contributing to enhancing the
procedural basis for cybersecurity management at organizations’ lower levels.

2.1. Determining Value of FLECO Parameters

In the course of designing and developing FLECO, multiple adjustments were required
to ensure that the algorithm operated as intended and yielded valuable solutions. FLECO
is designed for organizations that are implementing the CyberTOMP framework to manage
cybersecurity at the tactical and operational levels, and to ensure its comprehensive validity,
we collaborated with two organizations in the design and validation process. The first
organization is a non-technological small or medium-sized enterprise (SME), consisting
of fewer than 40 employees and only 2 departments. The meetings held to discuss the
cybersecurity actions to be implemented include only three to five individuals. The sec-
ond organization is a public entity with over 300 direct employees, 5 departments, and
11 primary functional areas. This organization has several outsourcing contracts, and its
teams comprise in-house as well as external personnel. Meetings held to determine the set
of cybersecurity actions involve 15-20 individuals. Both organizations are implementing
CyberTOMP to varying degrees and have encountered the challenges outlined in Section 1.
During the multifunctional cybersecurity workforce meetings, where the different teams
must reach an agreement on which cybersecurity actions to implement and to what depth,
these teams were unable to find a solution in these two companies. The main reason is the
large number of existing combinations, which is unmanageable manually; a secondary rea-
son is that the different teams were unable to search for combinations that simultaneously
satisfied more than one objective: complying with the constraints defined at the strategic
level related to CyberTOMP metrics; maximizing similarity with respect to the currently
enforced combination to leverage previously completed work; and maximizing all the
assets’ global cybersecurity state. Without the possibility of finding valid combinations that
maintain a balance between all objectives, the work meetings planned in CyberTOMP to
ensure the required holism are meaningless. Therefore, the main motivation of our work is
the design of a technological mechanism that enables the quick obtainment of solutions



Appl. Sci. 2023, 13, 6327

6 of 16

that can be shared in the meetings planned in CyberTOMP, and thus, achieve the necessary
holism in these organizations.

During the design phase of FLECO, we conducted hundreds of executions, most of
which were unsuccessful. We made numerous modifications and decisions in collaboration
with the aforementioned organizations, such as determining the value of the weights,
defining strategic constraints, specifying the requirements for a solution to be deemed
acceptable, and defining the genetic operators, among others [22]. At the end of the
experimentation phase, these organizations participated in validating the efficacy of the
proposal and testing its effectiveness in their specific use cases.

2.2. Formulation of the Multi-Objective Optimization Problem

Let P be the multi-objective optimization problem [23,24]. Let S = (?1, ?2, e, ?n) be

the set of feasible solutions for the optimization problem. Let T = (x1, x2, ..., xn) be the
vector representation of an asset’s cybersecurity status, where each element x; denotes the
degree to which the required cybersecurity measures have been implemented to achieve the
expected outcome k. The length of the vector is determined by #, which varies depending
on the cybersecurity criticality of the asset. We define f 1(?) as a real-valued function

that quantifies the number of strategic cybersecurity constraints satisfied by the vector .
Similarly, we define f’ 2(?) as a real-valued function that captures the similarity between the
current asset’s cybersecurity state and a previously recorded state. Finally, we define f 3(?)
as a real-valued function that characterizes the overall level of cybersecurity achieved by
the asset, as determined by its current cybersecurity status represented by X.

Formally, we express f 1(?), fZ(;), and f 3(?) as functions that belong to the set of
real numbers (R), such that 0.0 < f 1(?), fZ(?), fS(?) < 1.0. These functions are designed
to satisfy mathematical properties that allow for their effective use in the optimization
process, which ensures that their values are meaningful and can be used to compare
different solutions in a mathematically rigorous manner.

FLECO computes the individual fitness by means of a scalarization function, as
shown in Equation (1). Specifically, the weighted sum scalarization function used is
f (?) =Y, fl(?) -w;, where w; is the weight associated to each objective (Y7_; w; = 1.0).
The values of w1, wy, and w3 were determined after an extensive analysis process. During
this period, hundreds of FLECO executions were performed with different initial statuses
and various strategic constraints. These executions were supervised by the organizations’
decision-makers, who worked together with experts and the rest of the team to tune the
weights until the convergence time of FLECO was deemed acceptable, and the generated
solutions met the requirements of the organization. Finally, the values of w1, wy, and w3
were established as w; = 0.94, wy, = 0.05, and w3 = 0.01, which were deemed to be the
optimal weights for the FLECO algorithm.

We define the multi-objective problem as follows:

—
x

maximize  f(x) = 0.94-f1(x) + 0.05-f2(x) + 0.01-£3(x)

)
subject to fl(?) =1.00Vx €S

The function denoted by f1 (?) serves to amalgamate the set of strategic cybersecurity
constraints [25]. This approach was chosen to provide guidance to the algorithm towards
generating a high-quality set of feasible solutions. Consequently, while non-feasible solu-
tions persist within the population, they are not regarded as solutions.

2.3. Representation of Individuals

The present study considers the expected outcome level resulting from the structure
of the ULEO, as depicted in Section 1, Figure 1. This expected outcome level will be
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treated as a chromosome in the problem under consideration [26]. Due to the three distinct
implementation groups, the expected outcomes are clustered accordingly. Hence, there
are three possible chromosome lengths, as not all expected outcomes are applicable to
every implementation group. Based on the cybersecurity criticality of the asset and its
corresponding implementation group, the FLECO is capable of handling individuals with
47,107, or 167 genes. Each gene represents an expected outcome from the ULEO.

In practical deployment, achieving the mentioned outcome would necessitate a set of
cybersecurity actions to be implemented. Depending on the extent to which these actions
are accomplished, a discrete level of implementation is assigned to each gene. These four
discrete levels of implementations are the alleles in our proposal (Figure 2).

GENE CHROMOSOME
EO EO EO EO EO EO EO EO EO EO EO EO EO | . .| EO
1 2 3 4 5 6 7 8 9 10 11 12 13 167
v - J . (. 4 - J J
ALLELE
J
e

47,107 OR 167 GENES DEPENDING ON THE APPLICABLE IMPLEMENTATION GROUP

Figure 2. Chromosome definition from the ULEO.

Finally, the number of genes (decision variables) and alleles (values for those decision
variables) determine the number of potential solutions that could be explored, depend-
ing on the applicable implementation group. The number of possibilities to explore for
implementation group 1, 2, and 3 are 1.98070 x 10%%,2.63281 x 10%, and 3.4996 x 10'%°,
respectively, as shown in Table 1.

Table 1. Characterization of an individual in FLECO.

IG Genes Alleles Combinations
1 47 4 198,070 x 10%8
2 107 4 263,281 x 1004
3 167 4 34,996 x 10100

2.4. Crossover and Mutation Operators

Our proposal uses a standard two-point crossover operator with a crossover rate of
0.90 that was chosen based on previous ranges in the literature [27,28] and experimentation.
The objective is to balance chromosome recombination with preserving genetic material
from highly fit individuals. When triggered, two new offspring are generated from each set
of two parents.

The mutation phase uses a predetermined rate of 1/L, where L is the number of
decision variables (the chromosome length). This rate is widely used in the related lit-
erature [29] and is known to provide significant diversity. FLECO applies this mutation
rate to every gene in each chromosome, ensuring that, when applicable, the new allele is
different from the current one. If the mutation is triggered for any gene, an additional new
individual is generated from the corresponding chromosome.
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2.5. Population and Selection Method

FLECO's initial population includes high-quality and randomly selected individuals
to reach the designated population size. Subsequent populations are generated through a
selection process, followed by the application of the crossover and mutation mechanisms
until the population reaches the defined value. Individuals are then sorted based on
fitness, and the top 30 individuals are selected to maintain the predetermined population
size after each generation. A population size of 30 individuals was chosen based on
an examination of various alternatives within the range provided in [30] for population
size, mutation, and crossover rates. During each generation, the algorithm identifies
the most suitable individuals for the reproduction phase. Twins are excluded from the
population as they possess identical genetic material, which detracts from the quality of the
population [31,32]. The top 1/5 (20%) of individuals are selected for reproduction, while the
remainder are discarded, based on a threshold established through micro-experiments to
promote FLECO’s convergence time and produce feasible solutions of remarkable quality.

2.6. Algorithm Stopping Criteria

The business challenge that FLECO aims to solve, as described in Section 1, requires
the swift response of a feasible solution. A feasible solution in this context must satisfy the
following requirements:

e  The solution is provided in a timely manner. Since the solution must be discussed
in a meeting to reach agreements, it is necessary that the solution is provided to the
cross-functional cybersecurity workforce by FLECO within a reasonable timeframe,
no longer than 5 min. This requirement has been established by the organization’s
decision-maker responsible for deploying the CyberTOMP framework. Subsequently,
the proposed solution can be deliberated upon amongst various functional domains,
ultimately accepted upon consensus, or rejected outright.

e  The solution must fulfill all the specific cybersecurity constraints, which is ultimately

achieved if f1 (?) = 1.0 as described in Section 2.2.
e  The algorithm will terminate when either of the two conditions is met.

In the event that the algorithm terminates due to time constraints (the limit of five
minutes), the population may not have converged, and the resulting solutions may not be
feasible. This can occur when the algorithm reaches a stagnation point and is unable to
escape it, but it is more likely to happen when the strategic constraints are highly stringent
or even contradictory, rendering it impossible to identify a solution that satisfies all of them.

Furthermore, in the process of designing and developing FLECO, it was determined
that the algorithm must be able to run on general-purpose hardware, comparable to the
ones employed in the organizations” operational setting, such as a standard laptop or
desktop personal computer, rather than on specialized hardware.

2.7. Stagnation Detection and Scape

The FLECO algorithm incorporates a mechanism to detect stagnation and, if possible,
escape it in order to converge towards a high-quality solution (Algorithm 1). To do so,
a time threshold (2.5%) is defined as a percentage of the maximum allowed time (five
minutes). At the beginning of the algorithm, the current time is recorded and updated
every time the best individual fitness is improved. If there is no improvement, the time
remains the same. This approach enables the computation of the consumed amount of time
from the last improvement of the best chromosome’s fitness. If the time reaches the defined
threshold and the population has not yet converged, the stagnation warning is triggered.
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Algorithm 1. Pseudo-code of the mechanism for stagnation detection and scape.

1:  Set default values for FLECO parameters

2:  While conditions to stop FLECO are not met

3: Update last time the best individual’s fitness changed

4: Compute period from last time best individual’s fitness changed to “now”

5: Estimate whether FLECO seems to be in a local minimum

6: Estimate whether FLECO is deeply stagnated

7: If seems to be in a local minimum

8: Apply increased mutation rate

9: If it is deeply stagnated

10: Remove current 50% of population’s
best individuals (soft reset)
Regenerate the population with
random individuals

11: End if

12: Increase diversity by adding extra random individuals

13: Else

14: | Reset FLECO parameters to their default values

15: End if

16: End while

Under stagnation, the FLECO algorithm adapts dynamically to try to escape from
local minimums:

o  The “raw” population size, which is typically 30 in our proposal or very close to it,
is enlarged up to 50% more, resulting in a total of 45 individuals [33,34]. This size
adjustment aims to help the algorithm explore alternative regions of the solution space.

e  Additionally, the mutation rate, usually fixed at 0.05, is dynamically increased [35] 20-fold
to yield a value of 1.0, which helps the algorithm evade potential sub-optimal solutions.

e If the entrapment situation persists despite these adaptive adjustments, a secondary
threshold (3.13%) is used to detect it. In this case, the top 1/2 (50%) of the best fit-
ted individuals in the population are removed from the population and replaced by
random individuals. This adjustment functions as a soft reset for the algorithm [36],
preserving part of the already mature population while eliminating the most problem-
atic individuals. This approach enables FLECO to escape from low-quality solutions
in most situations and explore alternative regions of the solution space.

This parameter adjustment process implemented in FLECO to prevent stagnation im-
proves upon its adaptive capabilities [37], enabling it to effectively respond to the evolving
problem context. The activation of the jamming alert does not inherently impact the quality
of the solution identified by FLECO. It serves solely as a mechanism to detect the potential
occurrence of the algorithm becoming trapped in a local minimum. If such a situation
arises, the alert aids in the algorithm’s escape from this state and facilitates the continued
exploration of the solution space for potential alternatives. Once the local minimum is
successfully bypassed, the dynamic parameters are reset to their predetermined values.

3. Experiments Design and Result

The management of tactical and operational aspects of cybersecurity is of paramount
importance in achieving comprehensive and effective cybersecurity. To this end, and
in response to the needs of the organizations’ decision-makers, our experiments were
designed to assess whether FLECO could deliver a meaningful enhancement in terms of
efficiency and effectiveness, thereby significantly improving the decision-making process
in cybersecurity management meetings and ultimately optimizing cybersecurity outcomes.

3.1. Definition of Initial Statuses

In order to ensure uniformity in all experiments, we deemed it appropriate to utilize a
set of randomly chosen chromosomes that would serve as the initial cybersecurity status
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for hypothetical assets, where their criticality level necessitates the application of IG1, IG2,
or IG3. To prevent any potential bias in the operation of FLECO stemming from the use
of specific initial statuses, we generated 15 unique, randomized initial statuses for each
implementation group, allowing for testing under diverse circumstances.

3.2. Definition of Strategic Constraints

In a manner analogous to the configuration of initial states, a series of strategic con-
straints were devised in order to test each scenario under equivalent conditions. The
primary objective of these strategic constraints was to encompass a minimum of 10% of the
metrics outlined in the CyberTOMP proposal, at all levels (i.e., asset, function, category,
or expected outcome). Notably, in practical applications of CyberTOMP, average metric
coverage was observed to be below 1% for all cases, as it is highly unusual for personnel
operating in the strategic sphere to establish constraints that fall beneath the level of asset or
cybersecurity function. Nonetheless, in order to rigorously evaluate FLECO under challeng-
ing conditions, we opted to apply four sets of constraints that were 10 times greater in scale
(Table 2) to assess the effectiveness at asset, function, category, or expected outcome levels.

Table 2. Coverage provided by the synthetic set of strategic constraints depending on each IG.

Cumulated Cumulated Cumulated

Strategic Constraints IGl IG2 1IG3 1G1 1G2 1G3
Asset constraints 1 1 1 1 1 1
Function constraints 1 1 1 2 2 2
Category constraints 2 2 3 4 4 5
Expected outcomes constraints 5 11 17 9 15 22
Total constraints 9 15 22 9 15 22

The strategic objectives are established in a fixed and proportionate manner to equally
influence the exploration of potential solutions, regardless of the implementation group or
the length of the chromosome.

In Table 3, the strategic constraints that have been established for our experiments
are presented in conjunction with their applicability to each implementation group. Each
constraint has been defined as an operator and a value that references a metric that is
defined in CyberTOMP.

3.3. Definition of Analysis Cases

The test suite comprises twelve combinations derived from the amalgamation of the
three implementation groups and the four sets of predetermined strategic constraints at
asset (A), function (F), category (C), and expected outcomes (EO) levels. The strategic
constraints are clustered into four hierarchical levels, namely A, A-F, A-F-C, and A-F-C-EO
levels that aggregate the corresponding constraints. These experiments focused on the
evaluation of the convergence, convergence time, and solution quality, as well as the ability
of FLECO to navigate the constrained region of solutions. To ensure comprehensiveness,
15 initial statuses are employed (Section 3.1) and executed 15 times for each combination
of implementation group and constraint type, resulting in a set of 225 executions per
combination and a total of 2700 FLECO executions.

3.4. Execution and Experiment Results

The time required by FLECO to generate solutions after executing the test suite is
shown in Table 4. Every row represents a combination where 225 FLECO executions
are summarized. The table shows, hence, the whole 2700 FLECO executions. The time
mean, standard deviation, and median of every test case are presented in columns t, o (t),

and ¢, respectively.
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Table 3. Defined strategic constraints and their applicability to each IG.

0
»

Strategic Constraint Type Asset  Function Category Expected Outcome Operator Value IG1 IG2

Asset Asset - - - > 0.65 v v v
Function Asset 1D - - > 0.6 v v v
Category Asset RC RC.CO - < 0.8 4
Category Asset PR PR.AC - > 0.6 4 4 v
Category Asset ID ID.SC - > 0.5 4 4 4

Expected outcome Asset RC RC.CO RC.CO-3 > 0.6 4
Expected outcome Asset RS RS.MI RS.MI-3 > 0.3 v
Expected outcome Asset DE DE.DP DE.DP-5 = 0.67 4
Expected outcome Asset DE DE.AE DE.AE-5 < 0.6 4
Expected outcome Asset PR PR.PT 9D-7 < 0.6 v
Expected outcome Asset ID ID.BE ID.BE-3 > 0.7 v
Expected outcome Asset ID ID.AM CSC-12.4 = 0.33 4 4
Expected outcome Asset 1D ID.GV CSC-5.6 > 0.2 v v
Expected outcome Asset PR PR.AC CSC-5.6 > 0.6 v 4
Expected outcome Asset PR PR.IP 9ID-8 > 0.3 v v
Expected outcome Asset DE DE.AE DE.AE-1 = 0.67 4 v
Expected outcome Asset RS RS.AN RS.AN-1 < 0.6 v v
Expected outcome Asset 1D ID.AM CSC-3.6 < 0.6 v v v
Expected outcome Asset PR PR.MA CSC-4.2 > 0.5 v v v
Expected outcome Asset DE DE.AE DE.AE-3 = 0.33 v v v
Expected outcome Asset DE DE.CM DE.CM-4 > 0.2 v v v
Expected outcome Asset RS RS.MI CSC-1.2 > 0.2 v v v
Table 4. Time required for each analysis case.
IG Strategic Constraints Levels t o(t) t
1 A 0.211166 0.071250 0.200270
1 A-F 0.219383 0.108698 0.223835
1 A-F-C 0.236180 0.099249 0.246635
1 A-F-C-EO 0.245545 0.192466 0.191478
2 A 0.667603 0.152436 0.677265
2 A-F 0.634475 0.171314 0.661716
2 A-F-C 0.712537 0.253927 0.760814
2 A-F-C-EO 0.388333 0.214490 0.294797
3 A 1.241601 0.322026 1.300380
3 A-F 1.291096 0.309675 1.315561
3 A-F-C 1.387193 0.308389 1.449513
3 A-F-C-EO 0.574846 0.261707 0.519179

It is noteworthy that the FLECO algorithm demonstrated a 100% convergence rate in
all 2700 executions (225 per case of analysis) conducted. This is of significant importance
for the practical application of the algorithm to the real-world problem it is designed to
address. Notably, despite being permitted a convergence time up to five minutes, the
average time required by FLECO was ~ 1.39 4 0.31 s in the worst-case scenario. However,
in the majority of the analysis cases, the minimum time to obtain a feasible solution was less,
reaching ~ 0.21 £ 0.07 s in the most favorable case. The convergence time tends to increase
with an escalation in the number of constraints in the implementation group, i.e., when
the chromosomes are larger, but even in these cases it is maintained below (and far from)
the defined limit. Thus, the requirement of achieving a solution in less than five minutes is
greatly accomplished by FLECO, which has been demonstrated to be fast. Moreover, all the
experiments have been executed in hardware below the specified requirements, achieving
the mentioned values, which reveals also that FLECO is efficient in the use of resources.

Regarding the quality of the generated solutions, in Tables 5 and 6, the fitness means,

f i(?), for each optimization function and for the weighted function are shown, together
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with the median, fi (?), and also the corresponding standard deviation, o(f z(?)), that
indicates the dispersion degree of the 225 solutions for each analysis case. The average
measurements of the functions f (?), f 1(?), f2(?), and f3(?), along with the correspond-
ing disaggregated measurements, exhibit close proximity to the solution anticipated by the
decision-makers of the organizations. These measurements align with the requirements
of FLECO for recognizing a solution as feasible, where f 1(?) = 1.0, and, moreover, the
observation of closely similar values across the various scenarios tested is indicative of

FLECQ's ability to obtain solutions of comparable quality, regardless of the situation.

Table 5. Fitness evaluation of the three objective functions.

Strategic o o o

IG Co;lstr;ilints ﬂ(}’) U'(fI(;})) ﬂ(?) ﬂ(;) ‘7'0‘2(?)) ﬂ(;) ﬁ(;) ‘T(ﬁ(?)) ﬁ(?)
evels

1 A 1.00 0.00 1.00 0.804147 0.009005 0.801489 0.669295 0.017062 0.665523
1 A-F 1.00 0.00 1.00 0.817820 0.041293 0.801489 0.667423 0.015376 0.662577
1 A-F-C 1.00 0.00 1.00 0.814755 0.035440 0.801489 0.669001 0.016742 0.663130
1 A-F-C-EO 1.00 0.00 1.00 0.811145 0.016723 0.801489 0.662561 0.011586 0.659791
2 A 1.00 0.00 1.00 0.803195 0.011234 0.800561 0.660704 0.010372 0.658164
2 A-F 1.00 0.00 1.00 0.803958 0.012015 0.800561 0.660461 0.009044 0.658408
2 A-F-C 1.00 0.00 1.00 0.808690 0.022809 0.800561 0.659015 0.008397 0.656217
2 A-F-C-EO 1.00 0.00 1.00 0.820165 0.022698 0.809813 0.654826 0.005065 0.653115
3 A 1.00 0.00 1.00 0.807198 0.024698 0.800419 0.657923 0.006619 0.656296
3 A-F 1.00 0.00 1.00 0.803646 0.013384 0.800359 0.659479 0.009102 0.656734
3 A-F-C 1.00 0.00 1.00 0.802865 0.010542 0.800359 0.659695 0.009007 0.657471
3 A-F-C-EO 1.00 0.00 1.00 0.841527 0.028920 0.839940 0.653301 0.003522 0.652164

Table 6. Fitness evaluation of the scalarization function.

—

IG Strategic Constraints Levels f(?) a—(f(?)) f(}))
1 A 0.986900 0.000467 0.986783
1 A-F 0.987565 0.002054 0.986796
1 A-F-C 0.987428 0.001752 0.986874
1 A-F-C-EO 0.987183 0.000835 0.986812
2 A 0.986767 0.000559 0.986670
2 A-F 0.986803 0.000595 0.986680
2 A-F-C 0.987025 0.001132 0.986647
2 A-F-C-EO 0.987557 0.001130 0.987106
3 A 0.986939 0.001223 0.986627
3 A-F 0.986777 0.000664 0.986639
3 A-F-C 0.986740 0.000527 0.986625
3 A-FC-EO 0.988609 0.001446 0.988549

The computed standard deviation for each case is kept around 103 for all analysis
cases, which denotes that FLECO is able to reach solutions with similar quality regarding
the surrounding conditions. The test suite was purposefully designed and implemented to
validate FLECO, incorporating diverse conditions for each run. These conditions include
variations in starting points, restrictions on metrics, implementation groups, random
populations, and other factors. As a result, we have been able to gather results from a
total of 2700 executions. Although each execution possesses unique characteristics, they all
exhibit a similar level of quality and completion time. This achievement is attributed to the
meticulous fine-tuning of various algorithm parameters, guided by decision-makers from
different domains from the collaborating companies. Weeks of testing have facilitated the
enhancement of FLECO'’s capability to effectively explore the solution space and discover
high-quality solutions. This serves as a positive indication of the algorithm’s efficacy and
consistency in generating solutions, and its ability to comply with the requirement of
generating valuable solutions for the cybersecurity workforce to discuss.
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Regarding FLECO’s ability to explore the solution space, Figure 3 presents 12 charts,
each corresponding to an analysis case where 225 solutions are displayed (2700 in total).
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Figure 3. Approximation achieved by FLECO of the constrained solutions space. Each green dot is a
feasible, high-quality solution found by FLECO.

These charts depict the impact of applying constraints to the problem and its conse-
quent effect on the constrained solution space. The results indicate that the feasible solution
space becomes more fragmented as the number of decision variables is increased (which
is the same as increasing the corresponding IG) and when more constraints are imposed
on the problem, ranging from 1 to 22 in the designed experiments. Nonetheless, what is
noteworthy is that the FLECO algorithm managed to explore these narrow segments of the
constrained solutions space, in search of solutions, at an adequate level.

4. Conclusions and Future Work

In this research work, we address the potential of evolutionary computation for
solving an optimization problem related to cybersecurity management. To this end, we
have developed FLECO, a multi-objective, constrained, and adaptive genetic algorithm that
assists the cybersecurity workforce in selecting the set of actions that must be implemented
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to comply with the cybersecurity restrictions required from the strategic sphere. The
multidisciplinary cybersecurity teams, consisting of 3-5 and 15-20 members, respectively,
from the collaborating companies in this study encountered difficulties in finding feasible
combinations of cybersecurity actions without the aid of FLECO. These combinations
were essential for their discussions and the achievement of comprehensive agreements as
mandated by the CyberTOMP framework. Despite numerous attempts over the course
of a month while the design of FLECO was in progress, the teams were unsuccessful
in identifying a feasible set of cybersecurity actions that met the requirements within
the specified timeframe of less than 5 min, as stipulated by the decision-makers of these
companies. In fact, they were unable to find a suitable set even after dedicating significant
additional time. Addressing this need, FLECO provides feasible sets of cybersecurity
actions that fulfill the multiple established objectives in a significantly shorter time than
what is required by the decision-makers of the participating companies. This capability
has enabled them to conduct tactical-operational management meetings, explore different
combinations, and achieve holistic cybersecurity starting from the lower levels of the
organization. The specific contributions of our work to this scenario are as follows:

1.  An effective mechanism, as it discovers solutions that comply with all business-
level constraints.

2. Arapid mechanism, as it achieves this within a timeframe of less than 5 min, facilitat-
ing the smooth implementation of the CyberTOMP framework.

3. An efficient mechanism, as it operates using general-purpose hardware similar to the
workstations commonly found in contemporary companies.

4. A predictable mechanism, as it exhibits stable behavior regardless of search conditions,
consistently delivering solutions of comparable quality.

5. The practical demonstration of the application of evolutionary computing to decision-
making in cybersecurity management.

The algorithm has been designed based on the specifications of the CyberTOMP
framework, which makes it useful and directly applicable to organizations that are using
this framework for tactical and operational cybersecurity management. However, it is
easily modifiable to adapt to similar frameworks, the NIST framework being particularly
well-suited. Furthermore, the set of test cases designed to validate FLECO has also aimed
to minimize bias and the influence that the participation of two specific organizations may
have on the results.

FLECO has demonstrated its speed, efficiency, and effectiveness in finding solutions
in a wide variety of contexts, meeting the expectations set by decision-makers in the
participating organizations regarding the quality of the solutions provided, the speed
with which those solutions are generated, and the positive effect this has on the holistic,
tactical-operational cybersecurity management process and meetings that CyberTOMP
foresees to discuss and jointly agree on cybersecurity actions to execute.

In summary, we can say that evolutionary computation in general, and genetic algo-
rithms such as FLECO in particular, can positively make a difference in decision-making in
a poorly explored area such as tactical-operational cybersecurity management.

As part of our research we have also identified some lines for future work we deem nec-
essary to expose. Firstly, although we have made every effort to design both the algorithm
and experiments to avoid bias, it is difficult to eliminate it completely given the subjectivity
inherent in defining a solution as good or bad for each organization and its reflection in
the weights and ratios that serve as a parameter for the algorithm. For that reason, we
intend to address this by conducting further tests with different types of organizations
focused on increasing the validity of FLECO in any situation. We also believe that it is
important to explore alternatives that require less intervention by decision-makers for their
final adjustment, such as algorithms based on Pareto dominance. Secondly, while FLECO
represents a qualitative and quantitative leap in the application of the principles indicated
by the CyberTOMP framework, we believe that this contribution could be much greater if
optimization functions were defined that covered more complex business objectives and
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whose outcome was to minimize the human effort required to select the set of cybersecurity
actions. As a consequence, we plan to expand the solution by including economic or
effort aspects required for each expected cybersecurity outcome, which could significantly
enhance the assistance that FLECO provides to the teams responsible for selecting and
designing cybersecurity actions.
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SOLUCIONES TECNOLOGICAS PARA
FACILITAR LA IMPLANTACION
PRACTICA

Esta seccion incluye un articulo en el cual se analizan y describen dos soluciones software
desarrolladas en el marco de la tesis haciendo uso del algoritmo genético de optimizacion
multiobjetivo comentado en el apartado anterior. Este software incluye el desarrollo de
una libreria para ser integrada en software de terceros y también una aplicacion grdfica,
para su uso directo por parte de aquellas organizaciones que hayan implantado y estén
usando el marco de trabajo para la gestion holistica de la ciberseguridad en el sector
publico. Este software facilita la toma de decisiones al permitir definir sobre ella el estado
actual de ciberseguridad de los activos de negocio, definir también los objetivos
estratégicos de ciberseguridad holistica deseados y hacer uso del algoritmo genético
previamente desarrollado para identificar uno o varios conjuntos de controles de
ciberseguridad que habria que implantar para conseguir dichos objetivos. Esta solucion
agiliza la eleccion de dicho conjunto de controles de semanas o meses, dependiendo del
caso, a segundos, minimizando los conflictos en los equipos multidisciplinares encargados
de disefiar las acciones de ciberseguridad que permiten cumplir con los objetivos
estratégicos marcados por la organizacion o alertando de forma inmediata cuando no
exista ninguna combinacion factible que permita su consecucion.

Este resultado de investigacion corresponde al objetivo de la tesis O3, definido en el
apartado 1, Objetivos y metodologia de investigacion.
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potential conflicts. Identifying inadequate combinations that fail to meet strategic goals also requires significant

effort. To streamline this process, we developed FLECO (Fast, Lightweight, and Efficient Cybersecurity
Optimization), an adaptable multi-objective genetic algorithm that enables near-instantaneous identification
of feasible cross-functional combinations. It serves as a foundation for the cybersecurity workforce to reach a

consensus.

Code metadata

Current code version

Permanent link to code/repository used for this code version
Permanent link to reproducible capsule

Legal code license

Code versioning system used

Software code languages, tools and services used

Compilation requirements, operating environments and dependencies

If available, link to developer documentation/manual
Support email for questions

vl1.2

https://github.com/Softwarelmpacts/SIMPAC-2023-502
https://codeocean.com/capsule/5432749/tree/v1

GNU Lesser General Public License v3.0 or later (LGPL-3.0-or-later)
git

Java 11

OpenJDK 11 or later

Maven
https://github.com/manolodd/fleco/blob/fleco-1.2/README.md
fleco@manolodominguez.com

1. Introduction

In response to the current cybersecurity landscape, organizations
need a comprehensive approach involving coordination across various
functional areas to achieve optimal cybersecurity levels and protect
business assets [1] following specific cybersecurity standards. The Cy-
berTOMP framework was designed to orchestrate tactical-operational
cybersecurity efforts towards strategic goals, addressing challenges in

reaching a consensus on specific cybersecurity actions from a holistic
perspective [2]. Despite its support, the multitude of possible action
combinations makes consensus difficult; this is not a unique feature
of CyberTOMP, on the contrary, it is common for almost every model
based on a fixed set of controls/safeguards from which the cyber-
security team have to agree the ones to be implemented, such as
the National Institute of Standards and Technology (NIST) cyberse-
curity framework [3], the Center for Internet Security (CIS) Critical

The code (and data) in this article has been certified as Reproducible by Code Ocean: (https://codeocean.com/). More information on the Reproducibility
Badge Initiative is available at https://www.elsevier.com/physical-sciences-and-engineering/computer-science/journals.

* Corresponding author.

E-mail addresses: manuel.dominguez@red.es (M. Dominguez-Dorado), fjrodri@unex.es (F.J. Rodriguez-Pérez), jgaleanobra@unex.es (J. Galeano-Brajones),

jesusmanuel.calle@ciemat.es (J. Calle-Cancho), dcorpol@unex.es (D. Cortés-Polo).

https://doi.org/10.1016/j.simpa.2024.100614
Received 7 December 2023; Accepted 9 January 2024

2665-9638/© 2024 The Author(s). Published by Elsevier B.V. This is an open access article under the CC BY license

(http://creativecommons.org/licenses/by/4.0/).



M. Dominguez-Dorado, F.J. Rodriguez-Pérez, J. Galeano-Brajones et al.

Software Impacts 19 (2024) 100614

ASSET

< 5 CYBERSECURITY FUNCTIONS >

23 CYBERSECURITY CATEGORIES

asset, functions, categories
and expected outcomes

PR

167 CYBERSECURITY EXPECTED OUTCOMES (ALSO CALLED CYBERSECURITY SUBCATEGORIES) ]

Bottom-up aggregation

Hierarchical CyberTOMP base
of knowledge composed by

ALLELE

DETAIL

CHROMOSOME

¥

cEEEEsceEEEas @

Fig. 1. CyberTOMP framework’s hierarchical base of knowledge are translated into genetics concepts. Solutions are then represented as chromosomes composed by genes and

alleles and the cybersecurity problem is turned into an optimization one.

Security Controls (CSC) [4], or the CIS Community Defense Model
2.0 (CDM) [5]. This challenge led to the development of FLECO, a
constrained, adaptive, multi-objective genetic algorithm that swiftly
identifies feasible cybersecurity action combinations; It eliminates the
necessity for manually rejecting vast quantities of impractical solu-
tions [6], allowing the cross-functional cybersecurity workforce to fo-
cus on cooperation regarding the computed feasible set of cybersecurity
actions. Genetic algorithms, known for solving complex optimization
problems [7-11], are applied in tactical-operational cybersecurity man-
agement for the first time in our development, specifically in the
selection of cybersecurity actions for business assets from a holistic
perspective. The collaborative development of FLECO involved two
organizations, contributing to its fine-tuning and validation through
thousands of simulations. These simulations demonstrated FLECO’s
capability to enhance the implementation of a comprehensive cyber-
security approach within any organization, considering diverse condi-
tions, parameterizations, and strategic cybersecurity goals for various
business assets.

In this work, we release FLECO as an open-source tool, providing
an opportunity for researchers in cybersecurity management and orga-
nizations interested in implementing comprehensive cybersecurity to
contribute, enhance, and utilize the tool.

2. Description

The primary function of FLECO is to autonomously identify a set
of cybersecurity actions from a vast array of potential combinations.
These actions, once implemented by the cross-functional cybersecurity
workforce, allow achieving the defined strategic cybersecurity goals.
However, manual collaboration among team members has proven chal-
lenging in reaching a consensus on these actions. To address this,
we developed the FLECO algorithm, released under the GNU Lesser
General Public License 3.0 as a Java library and also as a Graphic User
Interface (GUI) standalone application [12].

FLECO utilizes optimization techniques, specifically genetic algo-
rithms, to offer its functionalities. It transforms the cybersecurity prob-
lem into an optimization challenge, recognizing that the cybersecurity
status of a business asset — whether current or desired — can be rep-
resented as a set of predefined cybersecurity actions, each with its
implementation level. In genetic algorithm terms, this translates to
defining the cybersecurity status as a chromosome, each applicable
cybersecurity action as a gene, and the implementation level of each

action as an allele. In simplifying matters, FLECO encodes the cyber-
security condition of the evaluated asset in a manner conducive to
the application of genetic algorithm techniques. Simultaneously, due
to the hierarchical organization of cybersecurity actions in a tree-like
structure, various metrics can be formed and acquired at distinct levels
(Fig. 1).

FLECO/FLECO Studio software delivers various key functionalities
tailored for holistic cybersecurity management. Through parameteriza-
tion, it adapts seamlessly to diverse needs and use cases with different
complexity in both public and private sectors. The system efficiently
identifies cybersecurity actions and their deployment levels to achieve
strategic goals within seconds, using standard hardware commonly
found in office settings. Implementing proportional cybersecurity, the
approach clusters potential actions into three groups based on asset
criticality, allowing for tailored responses to different asset importance
levels. The system employs a multi-objective genetic algorithm, si-
multaneously maximizing three goals: meeting strategic cybersecurity
objectives, maintaining continuity with current actions, and enhancing
overall cybersecurity status. FLECO/FLECO Studio provides flexible
usage options, serving as a library for integration into existing sys-
tems (or executing massive batch test with research purposes), as
shown in Fig. 2, or as a standalone GUI application for independent
use. With its user-friendly GUI, it enables cross-functional cybersecu-
rity professionals to easily incorporate it into their daily management
tasks (Fig. 3). Additionally, the system allows context saving and
management, facilitating the continuous development of cybersecurity
management activities. In summary, FLECO/FLECO Studio offers an
efficient and user-friendly solution for holistic cybersecurity manage-
ment, empowering organizations to enhance their cybersecurity posture
and streamline daily cybersecurity tasks. It also serves as a valuable
resource for researchers specializing in the holistic management of
tactical-operational cybersecurity.

3. Impact overview

The creation of FLECO addresses a crucial need in the practical
application of a holistic cybersecurity management model, particularly
at tactical and operational levels, such as the CyberTOMP framework.
Holistic management involves collective decision-making on cybersecu-
rity actions in meetings at these levels to achieve strategic objectives.
However, this is not an easy process due to the fact that the selected
set of actions has impact on economic, effort-related, and company-
specific factors and on different functional areas, leading to challenges



M. Dominguez-Dorado, F.J. Rodriguez-Pérez, J. Galeano-Brajones et al.

Software Impacts 19 (2024) 100614

public class SimpleExample {

public static void main(String[] args) {
int initialPopulation 30;
int maxSeconds 5 * 60;
float crossoverProbability 0.90f;
ImplementationGroups IG = ImplementationGroups.IG3;

Chromosome initialStatus new Chromosome (IG) ;
initialStatus.randomizeGenes();

StrategicConstraints SCs = new StrategicConstraints(IG);

SCs.addConstraint (new Constraint (ComparisonOperators.GREATER, 0.65f)) ;

SCs.addConstraint (Functions.IDENTIFY, new Constraint(ComparisonOperators.GREATER_OR_EQUAL, 0.6f));
SCs.addConstraint (Categories.RC_CO, new Constraint(ComparisonOperators.LESS, 0.8f));
SCs.addConstraint (Genes.PR_PT_9D_7, new Constraint(ComparisonOperators.LESS_OR_EQUAL, 0.6f));
SCs.addConstraint (Genes.ID_BE_ID BE_3, new Constraint(ComparisonOperators.GREATER OR_EQUAL, 0.7f));
FLECO fleco;

fleco = new FLECO(initialPopulation, maxSeconds, crossoverProbability, IG, initialStatus, SCs);
fleco.setProgressEventListener (new DefaultProgressEventListener());

fleco.evolve() ;

fleco.getBestChromosome () .print () ;

Fig. 2. A simple Java snippet to show the basic usage of FLECO in library mode. Additional complete examples are included in the project’s source code tree.

(e

Studio - Current case is not saved! = [m] X
n P \ Setthe values of initial status, operator, and contraint value and ejecute FLECO ‘
| Current status | Constraint operator | Constraintvalue | Target status
0.58759964 GREATER_0O'g4 \
0.6116667
0.58375
_AM_| e 033 GREATER_OR_] L
ID_AM_CSC_14_1 0.67 GREATER_OR_EQUAL 0.67
ID_AM_CSC_2_2 0.0 GREATER_OR_EQUAL 0.0
ID_AM_CSC_3_1 0.67 GREATER_OR_EQUAL 0.67
ID_AM_CSC_3_2 0.67 GREATER_OR_EQUAL 0.67
ID_AM_CSC_3_6 1.0 GREATER_OR_EQUAL 1.0
ID_AM_ID_AM_1 0.33 GREATER_OR_EQUAL 0.33
ID_AM_ID_AM_2 1.0 GREATER_OR_EQUAL 1.0
ID_GV 0.0 N/A 0.0
ID_GV_ID_GV_1 0.0 GREATER_OR_EQUAL 0.0
ID_RA 0.67 NIA 0.0 1
ID_RA_ID_RA_1 0.67 GREATER_OR_EQUAL 0.67
ID_SC 1.0 N/A 00
ID_SC_ID_SC_2 1.0 GREATER_OR_EQUAL 1.0
ID_SC_ID_SC_5 1.0 GREATER_OR_EQUAL 1.0
PROTECT 0.5741379 N/A 0.0
PR_AC 0.61857146 N/A 0.0
PR_AC_CSC_4_7 0.33 GREATER_OR_EQUAL 0.33
PR_AC_CSC_5_2 1.0 GREATER_OR_EQUAL 1.0
PR_AC_PR_AC_1 033 GREATER_OR_EQUAL 033
PR_AC_PR_AC_3 0.67 GREATER_OR_EQUAL 0.67
PR_AC_PR_AC_4 033 GREATER_OR_EQUAL 033
PR_AC_PR_AC_5 1.0 GREATER_OR_EQUAL 1.0
PR_AC_PR_AC_7 0.67 GREATER_OR_EQUAL 0.67
PR_AT 067 NIA 00
PR_AT_PR_AT_1 0.67 ATER_OR_EQUAL 0.67 -
PR_DS 05 N/A 0.0 v
0%

Fig. 3. Basic workflow in FLECO Studio: create a new case (1), read the CyberTOMP metrics (2) and set their current value (3), choose whether apply a constraint/goal to each

CyberTOMP metric (4) and set the corresponding value (5). Launch FLECO execution

(6) that will progress (7) until the end, making it visible in the message box (8). When

computed, FLECO will show the required implementation status for every cybersecurity action (9) in order to fulfil the defined strategic constraints/goals.

for multidisciplinary cybersecurity teams. FLECO, developed and pub-
licly available, offers a solution by facilitating the identification of
a comprehensive set of actions, contributing to a more viable and
straightforward implementation of holistic tactical-operational cyber-
security. The adaptability of FLECO to models beyond CyberTOMP is
straightforward, involving modifications to its knowledge bases.
Within our research endeavours focused on holistic tactical-
operational cybersecurity management, FLECO has played a significant
role. It has been directly applied to cases, contributing to both the
advancement of research in this domain and making an impact in indus-
trial settings for organizations utilizing it. Two instances exemplifying
research papers supported by the application of FLECO include:

+ A research on a mechanism to drastically improve the selection
of cybersecurity actions to enhance the implementation of holistic
cybersecurity management, published in [6].

» A research to implement a holistic approach to cybersecurity in
public sector through the outsourcing of a Wide-Scope CyberSOC,
published in [13].

In any case, great care was taken during the development of FLECO to
ensure that it would be a useful tool not only for the specific companies
that participated somehow in its designing, definition or validation, but
also for any organization with similar needs.

4. Further development

FLECO is utilized in the day-to-day operations of the multidisci-
plinary cybersecurity team, whether supported by specialized external
personnel or not. However, this diverse team, consisting of individu-
als from tactical and operational levels, may not always possess the
necessary background to comprehend and apply holistic cybersecurity.
In our collaborative research with various public and private entities,
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an interesting opportunity has been identified. It involves expand-
ing the functionalities of FLECO/FLECO Studio to not only assist the
cybersecurity team in deciding the set of cybersecurity actions but
also to enhance their situational awareness in cybersecurity [14]. This
transformation positions FLECO not just as an optimization tool but also
as a cybersecurity training tool.

As a result of this discovery, FLECO Studio is currently undergoing
expansion, and an experimental cybersecurity training program is being
conducted to validate its benefits. However, it is important to note that
this research is still ongoing.
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EXTENSIONES METODOLOGICAS
PARA LA CIBERSEGURIDAD DE LA
CADENA DE SUMINISTRO

En esta seccion se incluye un articulo en el que se abordan las especificidades de las
organizaciones publicas que les dificultan, de una forma acentuada particular, la adopcion
de un modelo de gestion holistico de la ciberseguridad, especialmente en los niveles
organizacionales inferiores. En este trabajo en primer lugar se hace una revision
exhaustiva de aquellos aspectos previamente identificados en el modelo de gestion
holistica de la ciberseguridad explicado en el capitulo 2, pero con un enfoque especifico
sobre la literatura existente que analice dichos aspectos en el contexto de las
organizaciones publicas. En el trabajo se analizan en detalle distintas tematicas como los
Jfundamentos de la ciberseguridad holistica, la gestion de la fuerza de trabajo tactico-
operativa de la ciberseguridad, el desarrollo, gestion y retencion del talento en
ciberseguridad, la subcontratacion en el sector puiblico o la externalizacion de servicios
de ciberseguridad gestionada o centros de operaciones de ciberseguridad. Posteriormente,
el articulo aborda, con la colaboracion de una entidad del Sector Publico, un analisis de
fortalezas y debilidades para la implantacion de un modelo de ciberseguridad holistica y
el diserio de las estrategias asociadas (mediante extensiones metodologicas) para
maximizar las posibilidades de éxito en esta implantacion. Durante los trabajos, se sigue
un proceso estructurado conducente a la generalizacion de las caracteristicas de este caso
de uso particular a todas las entidades del sector publico. Como resultado, se proponen
extensiones al modelo propuesto que permiten identificar de forma precisa las habilidades
vy capacidades necesarias para una ciberseguridad holistica efectiva, asi como los
requisitos exigibles a la cadena de suministros para que pueda contribuir a la
ciberseguridad global de la organizacion. Tanto en la externalizacion de servicios de
centros de operaciones de ciberseguridad, como en la adquisicion de capacidades de
terceros para el establecimiento de equipos multidisciplinares mixtos publico-privados. Y
permiten aumentar la concienciacion del personal propio respecto a la necesidad de
contribucion a la ciberseguridad desde su drea de conocimiento individual.

Este resultado de investigacion corresponde al objetivo de la tesis O4, definido en el
apartado 1, Objetivos y metodologia de investigacion.
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Abstract: Public sector organizations are facing an escalating challenge with the increasing volume
and complexity of cyberattacks, which disrupt essential public services and jeopardize citizen data
and privacy. Effective cybersecurity management has become an urgent necessity. To combat these
threats comprehensively, the active involvement of all functional areas is crucial, necessitating a
heightened holistic cybersecurity awareness among tactical and operational teams responsible for
implementing security measures. Public entities face various challenges in maintaining this awareness,
including difficulties in building a skilled cybersecurity workforce, coordinating mixed internal and
external teams, and adapting to the outsourcing trend, which includes cybersecurity operations
centers (CyberSOCs). Our research began with an extensive literature analysis to expand our insights
derived from previous works, followed by a Spanish case study in collaboration with a digitization-
focused public organization. The study revealed common features shared by public organizations
globally. Collaborating with this public entity, we developed strategies tailored to its characteristics
and transferrable to other public organizations. As a result, we propose the “Wide-Scope CyberSOC”
as an innovative outsourced solution to enhance holistic awareness among the cross-functional
cybersecurity team and facilitate comprehensive cybersecurity adoption within public organizations.
We have also documented essential requirements for public entities when contracting Wide-Scope
CyberSOC services to ensure alignment with their specific needs, accompanied by a management
framework for seamless operation.

Keywords: cyberSOC outsourcing; holistic cybersecurity; public sector cyber-resilience; tactical-
operational cybersecurity management; wide-scope cyberSOC

1. Introduction

A multitude of definitions exist for the concept of cybersecurity. One of the wider
definitions can be located in the work of Dominguez-Dorado et al. [1], which is closely
intertwined with the notion of cyberspace. Cyberspace, defined as a network comprising
interconnected information systems facilitated by communication networks, serves as the
arena where individuals and entities interact and carry out their activities. This environ-
ment possesses distinct attributes, including high dynamism, common ground where each
organization exercises control over a portion, a substantial reliance on third parties, and a
necessity to prioritize not only information, but also the continuity of business processes
and assets. Furthermore, it demands a focus on cyber resilience, among other consider-
ations. Within this context, cybersecurity emerges as the discipline entrusted with the
responsibility of managing and mitigating the threats, risks, and circumstances originating
from this intricate cyberspace. A cyberattack, one of the most common of the mentioned
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cyber threats, encompasses any deliberate endeavor aimed at illicitly acquiring, disclosing,
modifying, incapacitating, or annihilating data, applications, or other assets by means
of unauthorized access to a network, computer system, or digital device. Furthermore,
it is worth noting that attackers need not always gain access to any element within the
organization’s infrastructure. A mere misinformation campaign can suffice to tarnish the
organization’s reputation and trustworthiness. It is widely recognized that in the 21st
Century, cybersecurity must be approached holistically. However, many organizations still
struggle to effectively implement this approach due to a lack of alignment with traditional
information security standards and practices. While an information security approach
permits handling the cybersecurity aspects in many cases, it might be insufficient, alone, to
address some of the risks and threats that emerge from cyberspace and for that reason, it is
sometimes recommended to the adopt a more suitable cybersecurity approach as explained
in von Solms and van Niekerk [2], and Reid and van Niekerk [3]. Therefore, achieving true
holism and effective cybersecurity in practice remains a challenge for many organizations.

In various instances, the obstacles in achieving holistic cybersecurity deployment
stem from issues tied to the cross-functional cybersecurity workforce and their capacity
to establish a holistic approach to address the ever-evolving cyber threats landscape. This
will be further elucidated in the forthcoming sections. For instance, one of the reasons that
public sector organizations often outsource their cybersecurity needs, such as managed
cybersecurity services or CyberSOC services, is the difficulty in recruiting and retaining civil
servants with the necessary cybersecurity skills as stated in works as Furnell [4], De Zan [5],
Reeder and Alan [6], or DeCrosta [7]. This is a problem faced by organizations across the
public and private sectors, but it is particularly acute in the public sector for which we
recommend the studies of Shava and Hofisi [8], Ngwenyama et al. [9], or Nizich [10], where
the high demand and high salaries for cybersecurity professionals in the private sector can
make it difficult to attract and retain talent. Additionally, when it comes to externalized
CyberSOC contracts, these contracts must be renewed on a periodic basis, which can make
it difficult to retain talent even when outsourcing these services. As a result, public sector
organizations may struggle to maintain a consistent and effective approach to cybersecurity.

Relying heavily on outsourced services for their operational needs is also an impedi-
ment to focusing on a holistic framework, Reh Lee et al. [11]. Public sector entities often
have a large number of highly skilled managers at various levels, but the hands-on work
is frequently carried out by personnel from outsourced services providers. As a result,
tactical-operational teams in these organizations are often composed of a mix of in-house
staff and personnel from external service providers. These outsourced services are typically
focused on specific areas, such as communications, software development, legal advising,
human resources, or facilities management, and are typically only available to the specific
area that contracted them. This fragmented approach creates obstacles to achieving holistic
cybersecurity. Nevertheless, when a decision has been made to outsource a CyberSOC, this
situation can be tapped as the foundation for building a truly holistic approach to cybersecu-
rity, particularly in public sector organizations. To achieve this goal, the CyberSOC should
be able to propose cybersecurity actions that can be implemented across the organization to
achieve the necessary level of holism. This requires a cross-functional vision, as the nature
of cybersecurity is inherently holistic. At the same time, the tactical-operational teams re-
sponsible for implementing these cybersecurity measures must be skilled in their respective
areas of expertise to effectively design and implement cybersecurity safeguards in the “last
mile”. Unfortunately, it is often the case that neither the CyberSOC is adequately equipped
to prescribe cybersecurity actions across all domains, nor are tactical-operational teams
trained to apply their expertise to cybersecurity holistically, Onwibiko and Ouazzane [12].

Taking the aforementioned considerations into account, in this work, we address the
enhancement of the organization’s cybersecurity workforce capabilities to implement and
maintain holistic cybersecurity. Our study commences with the necessity of implementing
a model for managing holistic cybersecurity from the lower levels of a Spanish public
organization. To attain this objective, we initiated a thorough examination of the existing



Information 2023, 14, 586

3 0f 31

literature, aiming to identify aspects highlighted in a prior work [1] and potential requisites
for its practical application within the context of public sector. Subsequently, we conducted
an in-depth analysis of the participating entity, which agreed to serve as a case study
that could be generalized aid similar organizations. In this sense, the participating public
entity contributed not only by providing information for analysis at the beginning of the
study, but also actively participated in defining the solution presented in this paper. They
shared their firsthand expertise and played a crucial role in identifying and addressing
early implementation issues, adding substantial value to the research effort. The purpose of
this analysis was to confirm the presence of insights we had identified as common during
our examination of the existing literature, within the studied public organization. If these
insights are indeed present, the same strategies devised for our specific use case should
prove advantageous for public sector entities on a broader scale.

As a result of our investigation in cooperation with the participating entity, and in
order to couple with the features of public sector organizations, we suggest introducing a
new category of outsourced CyberSOC, which we refer to as the Wide-Scope CyberSOC.
This innovative CyberSOC not only needs to incorporate a holistic cybersecurity approach
into its daily operations, but also must possess the capability to convey this perspective and
knowledge to every member of the cross-functional, diverse cybersecurity team, thereby
empowering them to actively engage in this collaborative approach. As part of our study,
we identify the key elements and requirements that a public organization should demand
from the provider offering such a Wide-Scope CyberSOC service. This ensures that it
facilitates the improvement of worker capabilities in the context of holistic cybersecurity.

As part of this endeavor, we draw upon existing frameworks and prior knowledge,
such as the CyberTOMP framework and previous research on outsourcing and workforce
training, among others. By amalgamating these resources with additional components,
we streamline the process of implementing comprehensive cybersecurity measures within
public organizations.

The remainder of this document is organized as follows: In Section 2, a review of
research relevant for our proposal are carried out. Section 3 provides a detailed description
of the methodology and steps employed in our study, including a literature review as an
expanded and detailed version of the introduction. Section 4 presents the key findings
obtained throughout the research and Section 5 summarizes the most significant conclusions
of our study and presents the future lines of work that arise from it.

2. Analysis of the State of the Art

Starting at this juncture, we initiated an analysis of the existing literature. Our aim was
to select relevant works that could facilitate an expansion of our knowledge, particularly
regarding insights derived from one of our prior studies [1]. Additionally, we sought
to identify any unique requirements or specific needs that might surface when applying
the aforementioned work to a public sector organization. At this stage, our primary
objective was to pinpoint common features, requirements, or needs that were shared by
public organizations on a global scale. Table 1 provides a comprehensive overview of the
collection of works we analyzed. However, a detailed contextualization of these works is
provided in the subsequent paragraphs.

In recent decades, there has been a growing consensus regarding the meaning of
cybersecurity and how it differs from previous approaches such as technology security and
information security, represented by the works of Schatz et al. [2,13]. Cybersecurity emerges
from the concept of cyberspace, which is a network of interconnected information services
that allows people and organizations to conduct their activities and businesses beyond the
physical boundaries of traditional organizations. As a result, much of the ecosystem in
which organizations operate falls outside of their control, and the dependence of business
activities on this “uncontrolled” part has increased over time. This new environment gives
rise to new threats, risks, and countermeasures that must be properly addressed; Ghelani
addresses this problem in [14].
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Table 1. Studies examined to ascertain whether the identified characteristics could be extrapolated to
the entire Public Sector.

Topic Analyzed Source
Holistic cybersecurity foundations and cybersecurity context in public sector  [2,3,13,15-34]
Tactical-operational cybersecurity workforce management [1,35-47]
Cybersecurity talent development and retention [4-10,48-66]
Outsourcing in public sector [11,67-88]
Outsourcing CyberSOC services [89-95]

Slowly but surely, organizations are beginning to adopt practical approaches to cyberse-
curity management. However, these efforts are often limited to the strategic level and rely on
information security standards rather than specific cybersecurity frameworks, as analyzed by
Sulistyowati et al. in [15]. There has been relatively little progress in applying cybersecurity
management to lower levels, which are crucial for achieving effective cybersecurity.

The situation in the public sector is even more challenging. Private companies are often
early adopters of new technologies and approaches, while public sector organizations are
typically slower to adopt these innovations due to a variety of constraints such as regulatory
frameworks, contracting timeframes, hiring restrictions, career development opportunities,
and excessive bureaucracy; Srinivas et al. goes deep in this topic in [16]. As a result, public
sector entities may struggle to adapt nimbly to changes in the cybersecurity landscape. In
many cases, they resort to outsourcing services in order to alleviate these challenges.

2.1. The Importance of a Holistic Approach to Cybersecurity

Cybersecurity differs from previous approaches in several ways, with the main differ-
ences stemming from the emergence of a new environment: the cyberspace. As a critical
component in every digitized organization, cyberspace poses unique challenges since
organizations cannot have complete control over it but have near complete dependency.
As mentioned in the introduction “a mere misinformation campaign can suffice to tarnish
the organization’s reputation and trustworthiness”. The threats and risks that emerge from
this environment require unity of action and a broader holistic approach as studied in
Ahmed et al. [17], and while some research has been conducted in this area as described
by Atoum et al. in [18], much more work remains to achieve an acceptable level of holism,
something that is covered by Kranemburg and Le Gars [19], and to cover those specific
threats emanating from cyberspace for which an information security approach does not
fit well. Recent studies also suggest the need to extend this holism not only within the
organization itself, but also to its network of collaborators, civil organizations, government
entities, and citizens, in order to provide the necessary unity of action to effectively respond
to threats and risks, as investigated in [20] by Del-Real and Diaz-Fernandez.

In order to effectively respond to risks and threats emanating from cyberspace, a
holistic approach to cybersecurity must involve all functional areas of the organization. This
requires a cross-functional approach that considers the unique perspectives and challenges
of each area in order to develop comprehensive and effective cybersecurity strategies and,
of course, it requires that the involved cross-functional cybersecurity workforce poses a
high level of awareness regarding their potential contribution to the overall cybersecurity.
Moreover, holism should not be a merely theoretical concept but had better instead to focus
on practical implementation. While there have been some advances in achieving this holism
in practice, most of these efforts have focused on the strategic level, with less attention given
to bringing holism down to the tactical and operational levels of the organization. It is at
these lower levels that the necessary safeguards for effective cybersecurity are implemented,
though, and thus, it is essential to address the obstacles that prevent organizations from
achieving true holism in their tactical-operational approach to cybersecurity.
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2.2. Tactical-Operational Cybersecurity Workforce Management

There are several works that address cybersecurity management from different points
of view: Rothrock et al. examine it from the board of director’s perspective in [45]; the
municipalities” points of view are reviewed by Preis and Susskind in [41]; the work by
Limba et al. in [46] is centered in critical infrastructures; Yigit et al. focus on the assessment
of cybersecurity capabilities in [37]; Rajan et al. focused on cross-functional collaboration
in [38]; etc. All of these are very useful studies that have made possible several advances in
cybersecurity. However, none of them are comprehensive models that can be used within
an organization to handle cybersecurity at tactical and operational levels with a managerial
approach. From our perspective, holism can only be achieved by designing and applying
managerial techniques not only to lower levels, but also from lower levels, from those
who must cooperate in the short and medium term to execute and design cybersecurity
safeguards in the last mile, as considered by Axon et al. in [39].

While there are a few existing works that address holism at different levels, including
the tactical and operational levels, there is still a need for further research and development
in this area in order to effectively manage cybersecurity at these levels.

In [40], a work by Antunes et al., a good analysis is carried out after a practical
implementation of an information security and a cybersecurity program in small and
medium-size enterprises (SMEs) in Portugal. It takes into account the required controls
and their degree of implementation, and profiles SMEs to apply proportional security
measures. However, it does not provide details on the coordination mechanism for the
multidisciplinary cybersecurity workforce and is based on the ISO 27001 standard for
information security rather than cybersecurity. The authors themselves recognize this as a
limitation. This analysis focuses on characterizing the participating SMEs in order to align
the various safeguards with their specific needs.

The work developed by Dominguez-Dorado et al. in [1] proposed a more compre-
hensive set of procedural elements that explicitly enable cybersecurity management at the
tactical and operational levels is defined as CyberTOMP framework. It is based on the most
important cybersecurity frameworks and initiatives, and its authors have created a unified
list of potential cybersecurity actions. These actions, also called “expected outcomes”, are
clustered into three implementation groups that can be applied to business assets with dif-
ferent cybersecurity needs, making it easier to select the appropriate cybersecurity controls,
a selection of controls mechanism that is also covered by Breier and Hudec in [47].

While this framework is designed specifically for managing cybersecurity at the
tactical and operational levels, it also allows for alignment with strategic cybersecurity
goals through the use of the business impact analysis, that, according to Quinn et al.
in [36], is a good tool to inform risk prioritization, and the cybersecurity master plan as
hooks, which allows unifying cybersecurity and business continuity in a single framework,
something described in [43] by Phillips and Tanner. This approach allows organizations to
maintain a focus on their overall cybersecurity objectives while also addressing the specific
challenges and needs at the tactical and operational levels and this allows the framework to
be independent of the strategic standard chosen by the organization, while still providing
complementary support. The study of Dominguez-Dorado et al. in [1] follows a practical
approach and provides step-by-step processes, procedures, and guidance for identifying
cybersecurity actions through a collaborative process that engages all functional areas
of the organization. It is additionally supported by tools that facilitate the attainment of
agreements on the necessary set of cybersecurity actions [35]. This approach allows for
the development of holistic cybersecurity actions that are agreed upon and assigned to
the functional areas involved in cybersecurity. The focus of this framework on business
assets, which are understood as manageable and understandable units of cybersecurity, is
a growing trend in the field as can be extracted from the works of Clark et al. [42] and Kure
and Islam [44].

Nonetheless, although this framework provides a useful approach for managing
cybersecurity at the tactical and operational levels, there is room to improve. For instance,
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it can be enhanced to identify the skills and training required by different functional areas
of the organization in order to effectively carry out their cybersecurity tasks. Without
the necessary skills and training, it is difficult for organizations to fully implement this
framework and achieve the desired results.

Summarizing, to ensure the effectiveness of tactical and operational cybersecurity
management, it is essential to develop mechanisms that can provide the necessary capa-
bilities and expertise at these levels. This can be achieved through training programs,
hiring qualified personnel, and implementing systems and processes that support the
effective management of cybersecurity at the tactical and operational levels, or it can be
achieved by acquiring this knowledge from specialized third parties. By taking these steps,
organizations can better prepare themselves to effectively manage cybersecurity risks and
threats and ensure that their overall cybersecurity efforts are successful.

2.3. Cybersecurity Talent Development and Retention

The development and retention of cybersecurity talent is a pressing issue in today’s
world. The rapid expansion of the cyberspace and the growing dependence of organizations
on it have led to a shortage of cybersecurity professionals. The pandemic of COVID-19 has
exacerbated this situation, as organizations have had to provide remote access and services
to their employees, making them more vulnerable to cyber-attacks. This has motivated an
increased demand for cybersecurity specialists, as organizations strive to protect themselves
against these threats.

The shortage of cybersecurity talent has an indirect effect on organizations: in high-
demand conditions, organizations are less able to retain cybersecurity-skilled personnel
because many companies are competing for the same talent.

Training the existing workforce is an option, but it comes with the risk of losing
skilled personnel due to the high demand for cybersecurity professionals. Despite this,
providing training to the existing workforce can be beneficial in the short term, as it allows
organizations to develop the skills of their employees and improve their ability to manage
cybersecurity risks and threats. However, it is important for organizations to carefully
consider their training strategies, as they need to ensure that they can retain their trained
personnel in the long term. It is likely that more educated, motivated, and well-paid public
employees will be easier for organizations to retain, as identified by Dahlstom et al. [64].

There is an increasing number of research works that address this situation from
different perspectives; for instance, in [4], the authors present evidence of the cybersecurity
workforce shortage and the different forms of qualification that are available to meet the
needs. The work presented in [5] show that this shortage is due in part to the high demand
for cybersecurity specialists, as well as the limited availability of relevant training programs
and qualifications. In response to this problem, some public organizations have turned to
national skills competitions to create interest in cybersecurity and attract qualified person-
nel. In a work by Ahmad et al. [62], the authors propose to use incident management as
a way to improve organizational learning in cybersecurity topics. This approach focuses
on using real-life incidents to provide practical experience and training for cybersecurity
personnel, with the aim of increasing their knowledge and expertise. The research carried
out in [56] by Ahmad et al. highlights the need for interdisciplinary cybersecurity education
and proposes a curriculum roadmap that integrates cybersecurity across technical and non-
technical curricula. This approach seeks to address the current shortage of cybersecurity
talent by providing a more comprehensive education on the subject. The research presented
in [6] proposes three promising approaches to identify, recruit, and develop cybersecurity
talent from both technical and non-technical personnel. These approaches aim to address
the shortage of skilled cybersecurity professionals and improve organizations’ ability to
retain their talent. In [57], Chowdhury and Gkioulos identify cybersecurity training offer-
ings for critical infrastructure protection and the key performance indicators that allow
evaluating their effectiveness. In research by Noche [58], a comprehensive review of empir-
ical studies aimed at developing the cybersecurity workforce is presented. Gamification
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is proposed as a method to improve the cybersecurity training of individuals responsible
for protecting critical infrastructure in [54] by Ashley et al. In [60], a study by Kavrestad
and Nohlberg, a review of evaluation strategies for cybersecurity training is presented with
the aim of minimizing the impact of human factors on cyberattacks. In an investigation by
Hulatt and Stavrou [59], the authors present the need for a multidisciplinary cybersecurity
workforce that includes professionals from various backgrounds beyond traditional ones
such as computing and Information Technology (IT). The authors of [55], Justice et al.,
analyze the future needs of the cybersecurity workforce. In [61], Maurer et al. identify the
specific cybersecurity and professional skills required by those responsible for cybersecurity.
These skills are necessary to ensure the effectiveness of tactical and operational cybersecu-
rity management. Finally, in [7], the study analyses the quantitative and qualitative factors
that contribute to the current shortage of cybersecurity professionals.

Overall, the shortage of cybersecurity talent is a growing concern for organizations, as
it reduces their ability to effectively manage cybersecurity risks and protect against potential
threats. This shortage is particularly acute at the tactical and operational levels, where
hands-on skills are essential. Intense competition for skilled personnel has made it difficult
for organizations to attract and retain the talent they need, leading to further declines in
their ability to manage cybersecurity effectively. In order to address this issue, organizations
must develop effective strategies to attract and retain cybersecurity talent, particularly
at the tactical and operational levels. This will require a comprehensive approach that
includes training programs, hiring qualified personnel, and implementing systems and
processes that support effective cybersecurity management.

2.4. Outsourcing in Public Sector

There are various forms of potential collaboration in public service delivery, as Kekez et al.
analyze in [85], with outsourcing being one of the most common. The decision to outsource is
often driven by a desire to reduce costs, as investigated by Santos and Fontana in [71] and
improve efficiency. By transferring certain business processes or functions to an external
provider, a company can benefit from their expertise and specialized capabilities. Additionally,
outsourcing can provide access to a global talent pool, allowing companies to tap into a wider
range of skills and knowledge. In addition to cost savings and access to specialized skills,
outsourcing can also help a business to focus on its core competencies and drive growth. As
such, this is a strategy that is often considered by public organizations looking to streamline
their operations and improve their public services.

Although there are some differences between public and private outsourcing, which is
explored in [87] by Burnes and Anastasiadis, the motivations for outsourcing are similar across
both public and private sectors, with cost control and reduction, focus on core capabilities,
and access to supplier expertise and technologies being among the key drivers as supported
by works carried out by Marco-Simé and Pastor-Collado [74] or Bogoviz et al. [77], but also to
face exceptional situations like the pandemic of COVID-19 as analyzed in [75] by van der Wal.
Public organizations are generally well-equipped with individuals who have the necessary
skills and expertise to manage tasks and processes effectively. However, they frequently
face challenges when it comes to staffing the most technical and operational tasks, which
require specialized knowledge and expertise. As a result, these organizations may struggle to
effectively perform these tasks, leading to reduced efficiency and performance.

In order to overcome these challenges, many public organizations turn their strategic
plans to outsourcing through public-private contracts, as examined in Pavelko et al. [70].
These contracts provide a legal framework for defining the roles and responsibilities of
each party, as well as the terms of the relationship between the public and private sectors.
They also help to ensure that the activities and services provided under the contract are
organized and carried out in a manner that is consistent with the parties’ respective rights
and obligations, something studied in the research of Bloomfield et al. [78]. The accurate
definition of service requirements within these contracts is a key factor for Proscovia
in [79] to successful outsourcing, which will later depend on managing the outsourcing



Information 2023, 14, 586

8 of 31

relationship well after the decision is made, which is evaluated in [69] by Heikkild and
Cordon. The lack of service requirements definitions when outsourcing in public sector led
to a falling quality of the provided public services.

Outsourcing is a controversial topic. There are many interesting works that discuss
the pros and cons of outsourcing in the public sector under different circumstances such as
those carried out by Tayauova, Lobao et al., Aswini, Sdnchez, Rizwan and Bhatti, Johansson
and Siverbo, and Andersson et al. in [76,81-83,86,88] or [80], respectively, among others.
Although this debate is outside the scope of our study, we mention them here to highlight
the significance of the outsourcing approach for public sector entities.

While outsourcing can have a slight negative effect on the performance and per-
ception of in-house employees [11], it is often necessary in order to ensure that tactical-
operational teams have the necessary skills and expertise. But as a result of outsourcing,
tactical-operational teams in the public sector are often composed of a mix of public sector
employees and outsourced or insourced personnel.

It is also important to note that by outsourcing any service, the outsourcing organization
is expanding its supply chain, which can lead to additional risks, including in the realm of
cybersecurity. Some of these topics are covered in Nasrulddin et al. [72] and Repetto et al. [73].

2.5. Outsourcing CyberSOC Services

A CyberSOC, is a specialized unit that is focused on monitoring, detecting, and
responding to cyber threats in real time. Among the main duties of a CyberSOC the
following are included, as determined in Saraiva and Mateus-Coelho [90]:

e  Continuous monitoring of an organization’s networks and systems for signs of poten-
tial cyber threats;

e  Detection of cyber threats through the use of advanced technology and analysis of
security data;

e  Response to detected threats, including implementing countermeasures to prevent or
mitigate the impact of the threat;

e  Communication with relevant stakeholders, such as the organization’s leadership and
other security teams, about detected threats and response efforts;

e  Ongoing analysis of security data to identify patterns and trends that can help improve
the organization’s overall security posture.

In addition to these core duties, a CyberSOC may also be responsible for providing
training and education to the organization’s staff on cybersecurity best practices, as well
as collaborating with other security teams and external partners to share information and
coordinate efforts to defend against cyber threats. Overall, the role of a CyberSOC is
essential in helping organizations protect themselves from the constantly evolving threat
landscape of the digital world, as analyzed in [91] by Shutock and Dietrich, and assess their
readiness level, something evaluated in [92] by Georgiadou et al.

From our perspective, this set of capabilities and responsibilities, especially the non-
core ones, can be tapped by the organization to turn the CyberSOC into the cornerstone
over which develop real holistic cybersecurity. Although in public administration, where
outsourcing is something very common, this possibility cannot be extrapolated directly, due
to the existence of cross-functional tactical and operational teams composed by employees
and outsourced workforce.

From a cybersecurity perspective, the presence of mixed multidisciplinary in-house/
outsourced tactical and operational teams, which experience high levels of turnover every few
years, is not necessarily a problem, but it does present a challenging situation that must be
managed carefully in order to ensure effective holistic cybersecurity across the organization.

The above could be even more challenging if the CyberSOC service itself is out-
sourced, which is also a common practice in public sector and involves roles with high
cybersecurity skills, as questioned in Nugraha [94]. Although outsourcing also has advan-
tages, as mentioned in previous paragraphs, the cons are relevant in this case, according
to Ti Dun et al. [93], and several efforts have to be made to enhance the communication
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between the public entity’s manager and the provider of CyberSOC services, which is ana-
lyzed in [95] by Kokulu et al. In view of the above, we are of the opinion that one potential
disadvantage of outsourcing a CyberSOC is the loss of control over the security of the
organization’s systems and data. When a CyberSOC is managed by an external provider,
the organization loses the ability to directly oversee and manage the security measures in
place to protect its systems and data. This can make it difficult to ensure that the necessary
security protocols are being followed and can increase the risk of security breaches or other
incidents. Another disadvantage is the potential for reduced flexibility and responsiveness.
When a CyberSOC is outsourced, the organization is reliant on the external provider for
the timely detection and response to security threats. If the provider is unable to respond
quickly or effectively, this can leave the organization vulnerable to security breaches or
other incidents. Lastly, assigning an outsourced CyberSOC to prescribe cybersecurity tasks
for all of the organization’s functional areas that are also partially outsourced can lead
to conflicts and a lack of coordination between service providers. This can potentially be
challenging to resolve and can impact the organization’s cybersecurity strategy.

As previously mentioned, there are several situations in which public sector organi-
zations may need to outsource their CyberSOC services. In order for these outsourced
CyberSOCs to be able to provide cybersecurity recommendations for all of the organiza-
tion’s functional areas and support their implementation, the outsourcing public entity
must put in some effort upfront to identify the necessary capabilities of the CyberSOC and
include them as requirements in the related technical specifications. However, these public
organizations are often outsourcing their CyberSOC services due to a lack of knowledge
and skills, making it difficult for them to identify the necessary requirements. It is necessary
to simplify this process in order to ensure that the requirements for the service provider
of an outsourced CyberSOC align with the needs of the public organization to develop
effective, comprehensive cybersecurity.

2.6. Insights after Reviewing the State of the Art

After conducting a thorough review to identify the unique circumstances and issues
that prevent the achievement of effective, comprehensive cybersecurity in public sector
organizations, we found that:

e  Therole of tactical-operational cross-functional teams in cybersecurity management is
crucial, as they are responsible for implementing the actual cybersecurity countermea-
sures within the organization and provide the corresponding holism. There is a dearth of
research studies that examine this specific niche from a managerial standpoint, thereby
creating a void that hampers the implementation of a comprehensive cybersecurity man-
agement approach. It is imperative that such an approach be undertaken at these levels
to prevent the formation of isolated units, both within the public and private sectors;

e  Currently, there is a shortage of cybersecurity professionals that is expected to continue
in the short and medium term. This shortage is particularly acute in public sector
organizations, which often have personnel capable of managing at all levels but lack
technical staff with hands-on expertise. Therefore, it is imperative to undertake certain
actions aimed at raising awareness among the cross-functional cybersecurity workforce
regarding the implications of their specific areas of expertise in the broader realm of
cybersecurity. This will enable them to become personnel who possess the necessary
expertise and managerial acumen to effectively confront the prevailing cyber threats;

e  Public sector entities heavily rely on the practice of outsourcing. One of the reasons
for that is to gain access to technical staff with hands-on expertise, trying to avoid the
mentioned workforce shortage. As a result, their cross-functional tactical-operational
teams are often composed of a mix of employees and outsourced workers, which
are frequently replaced as their outsourcing contracts come to an end. It is common
for public organizations to also outsource CyberSOC services. Although outsourcing
appears to be a necessary step in many instances, it is crucial that it is executed in a
manner that ensures the service provider aligns with the cybersecurity requirements
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of the business. Specifically, it must be capable of facilitating the implementation of a
comprehensive tactical-operational cybersecurity management approach.

3. Method

The present research is driven by the real need of a public sector entity, at its own
initiative, to undertake an ambitious program to implement a tactical-operational manage-
ment model for cybersecurity, providing the required holism to tackle current cyber threats.
The mentioned organization is a Spanish public organization, which is involved in pro-
moting technology in all spheres of society. It employs approximately 300 individuals and
comprises five departments along with sixteen primary functional areas. Exploiting this
need and in mutual agreement with the involved organization, we conducted a research
project aimed at providing a series of valuable contributions not only to that organization,
but also to other public entities with similar needs.

We undertook the research employing a business analysis methodology, evaluating the
capacities of the public entity to effectively implement a comprehensive tactical-operational
cybersecurity management approach, which holds the potential to foster a substantial
transformation in the cybersecurity culture. Our study was divided into four phases
grouped in two stages:

e Stage 1. Pre-study of public sector requirements and context

o Phase 1. In this phase, after a systematic analysis of the existing literature was
carried out, the corresponding insights were analyzed and organized to detect
whether the features, requirements, and impediments to deploy a truly holistic cy-
bersecurity management model are shared by different public sector organizations
worldwide; this phase corresponds to the work described in Section 2.

o  Phase 2. During this phase, a series of meetings were conducted with the partici-
pating organization to discuss the prerequisites for implementing a comprehensive
cybersecurity management model. These discussions aimed to enable the organi-
zation to assess challenges and barriers that could impede the adoption of such a
model. Additionally, the organization shared anonymously, and whenever possible,
information about other public entities it is related to, which allowed gathering
relevant insight both directly and indirectly. This phase focused on determining the
organization’s capability to fulfill the model’s requirements and identify potential
obstacles. Continuing with our work, the information retrieved in the mentioned
meetings was channelized using the Strengths, Weaknesses, Opportunities, and
Threats (SWOT) analysis technique described by Benzaghta et al. in [96] to analyze
deeply and systematically de current circumstances of the participating public entity.
We also determine at this point whether the resulting insights coincide with the
common features identified for public organizations in a wider context.

o Phase 3. At this stage, we identified a specific set of actionable strategies that we
understood as universally applicable to all public sector entities due the fact that
they share common root characteristics as determined in Phase 1 and Phase 2.
These strategies were aimed at the successful implementation of a comprehensive
tactical-operational cybersecurity management model. This model takes into
consideration the distinctive attributes of the public organizations identified in the
previous phase and we use the Threats, Opportunities, Weaknesses, and Strengths
(TOWS) matrix technique, described in Pasaribu et al. [97], to analyze the external
opportunities and threats and compare them to the organization’s strengths and
weaknesses, resulting in a set of actionable strategies. The combined use of SWOT-
TOWS analysis is common to analyze and interpret systems, especially to develop
strategies; the work of Hattangadi in [98] analyzes them together.

e  Stage 2. Model development.

o  Phase 4. Finally, we carried out our proposal to develop the identified strategies,
that would allow public entities to seamlessly adopt a holistic management model
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of cybersecurity, taking into account and incorporating the previously identified
peculiarities and facing the existing specific challenges of public entities. Throughout
the duration of this phase, the research team benefited from the active engagement
of the participating public entity. Their involvement enriched the solutions devised
by providing insights from the perspective of the recipient institution.

3.1. Stage 1: Pre-Study of Public Sector Requirements and Context

During this stage, encompassing all tasks within phases 1, 2, and 3, we conducted a
comprehensive preliminary study to systematically analyze the context surrounding public
sector entities. This analysis extended to the international perspective through a state-of-
the-art review and to our specific Spanish case study. The overarching objective at this stage
was to acquire an in-depth understanding of the requirements and characteristics unique to
public sector organizations, enabling them to effectively address the challenges faced by the
cross-functional cybersecurity workforce in implementing holistic cybersecurity. Armed
with this knowledge, we aimed to identify the most advantageous strategies for any model
seeking to address these challenges and seamlessly integrate with public sector entities. We
leveraged these identified strategies in the subsequent development of our proposal.

In phase 2, several meetings were held with the participating organization, aimed
at discussing the requirements that need to be met to implement a holistic cybersecurity
management model. The main purpose of these meetings was to analyze its specific context,
gathering relevant information about its strengths and weaknesses, as well as the existing
opportunities and threats in relation to the implementation of a holistic cybersecurity
model. Moreover, throughout the entire process, the participating organization provided
anonymous information concerning other similar public entities with which it had rela-
tionships, pertaining to the same aspects being analyzed in its case. As a result, the study
incorporates direct information provided by the organization itself, as well as secondary
information concerning third parties, provided by the organization but in an indirect way,
thus necessitating a more in-depth subsequent analysis. Based on these, and with the
gathered information, a SWOT analysis was conducted, which succinctly represented the
characteristics of the organization and its starting conditions to address the process of
deploying a holistic model that enables the enhancement of its cybersecurity (Table 2).

Table 2. SWOT analysis based on the information provided by the participating entity regarding its
own strengths, weaknesses, opportunities, and threats, as well as those of third-party public entities.

Strengths Weakness

e Have difficulty to retain and develop the career of

o Their personnel are highly skilled as managers; cybersecurity personnel;

I H h i i i . .
g ¢ avemuch experiense M outso.urcmg processes and can e Lack of personnel skilled in hands-on tasks;
= contract the required skilled service providers if needed; . .
£ . o Their teams are often composed by in-house and
c e Can provide long term stable employment;
= ; . outsourced personnel;
e They are not necessarily under the pressure of a profit . L .
. . s e They are silo-based organizations where cross-domain
goal but driven by the vocation of public utility. collaboration is difficult
Opportunities Threats
e DPrivate sector can attract potential employees
e There is an increasing interest that public organizations more effectively;
enhance their cybersecurity capabilities; e Regulations hinder to contract the same service
= e Can partner with private sector organizations to leverage providers continuously;
£ their expertise and technology to improve cybersecurity; e The number of cyber criminals seeking to target public
< o Those public organizations able to offer cyber-resilient sector organizations is increasing;
= services will be more valued; e Cyber threats are constantly evolving, and the public sector
e More funding is available for public organization to may struggle to keep up with the latest threats and
modernize in terms of cybersecurity. technologies. This can lead to a reactive approach to

cybersecurity rather than a proactive one.

Positive Negative
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From this phase, we obtained a comprehensive understanding of the organization’s
potential to implement the intended model. The positive aspects can be summarized as
a high capacity for management and expertise in outsourcing, coupled with a growing
interest and allocation of budget towards enhancing cybersecurity in the public sector. The
negative aspects primarily revolve around the public entity’s challenges in developing and
retaining technical cybersecurity talent, as well as difficulties in adapting to highly dynamic
changes or implementing a collaborative internal working system.

In conclusion of this stage, we have come to the realization that the common charac-
teristics we found in the analysis of the state of the art are also present in the participating
entity and the rest of entities we analyzed indirectly. Extensive literature exists that de-
scribes similar circumstances in public organizations worldwide. Henceforth, we possessed
sufficient confidence to perceive this situation as a widespread phenomenon within public
sector organizations aspiring to implement a comprehensive tactical-operational cybersecurity
management approach. At this point in our study, we had gathered sulfficient evidence to
suggest that the participating organization exhibited similar characteristics to other public
entities worldwide in terms of their potential to implement a holistic cybersecurity manage-
ment model. This encouraged us to believe that the solution we were developing for the
participating entity could also be beneficial to other organizations with similar profiles.

Finally, in the third phase, we employed the prior analysis as an input to a TOWS
matrix with the objective of translating the insights from Phase 1 and Phase 2 into actionable
strategies. The resulting strategies were:

e  Strengths and Opportunities (SO) strategies, commonly referred to as the “Maxi-Maxi
Strategy”, encompass the utilization of strengths to optimize opportunities. In a
TOWS analysis, this type of strategy is considered highly proactive and has a higher
likelihood of yielding success. In our case, the public organization could leverage its
expertise, skills, and capabilities in public procurement and outsourcing to effectively
utilize the available funding. By establishing public-private contracts, the organization
can transform itself into a resilient entity in the field of cybersecurity and provide
better and more secure public services;

e  Strengths and Threats (ST) strategies, commonly referred to as the “Maxi-Mini Strat-
egy”, involve leveraging strengths to mitigate threats. In our study, by leveraging the
growing allocation of funds for cybersecurity enhancements and the heightened focus
on modernizing and fortifying public entities and services, the public organization
can seize the opportunity to engage public sector companies. This strategic move aims
to facilitate the organization’s adaptation to the dynamic, challenging, and rapidly
evolving contexts of cybersecurity and cyber threats;

e Weakness and Opportunities (WO) strategies, commonly referred to as the “Mini-Maxi
Strategy”, encompass the approach of minimizing weaknesses by capitalizing on avail-
able opportunities. In our work, the growing allocation of funds for cybersecurity
enhancements, coupled with the heightened emphasis on modernizing and fortifying
public entities and services, presents an opportunity for the public organization to utilize
outsourced personnel, augment the cybersecurity skills and career progression of its
existing employees, and establish methodological foundations to foster true holism;

e  Weaknesses and Threats (WT) strategies, also recognized as the “Mini-Mini Strategy”,
are employed to minimize weaknesses and evade threats. Within a TOWS analysis,
this type of strategy is considered highly reactive/defensive and may not be as reliable
in generating success. Due to this rationale, this strategy is not deemed conducive to
steering the advancement of our proposal.

In summary, our objective in this research was to find a mechanism that would
facilitate the development of the described strategies, namely, the SO, ST, and WO strategies.
Essentially, this mechanism should be based on the outsourcing of services, leveraging
existing resources and the interest in cybersecurity within the context of public sector
entities. Its purpose would be to enhance the cybersecurity skills of various functional
areas within the organization, improve its talent retention capabilities, implement a holistic
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model, and establish a cybersecurity management context that seamlessly orchestrates all
these elements.

3.2. Stage 2: Model Development

The second stage of our research began with the inputs from stage 1, namely, the
strategies required for a model aiming to address the challenges of deploying holistic
cybersecurity by the cross-functional cybersecurity workforce in public sector organizations.
In this specific context, the strategies previously defined were adjusted to accommodate
the unique characteristics of public entities, ensuring that the resulting model would be
well-suited to their needs.

Throughout Phase 4, we formulated our proposal to execute the strategies delineated in
the preceding stage. Following thorough deliberations, we made the strategic choice to harness
the outsourcing capabilities of public sector entities and establish a novel type of outsourced
CyberSOC. This strategic decision was aimed at bolstering the cybersecurity proficiency of
the cross-functional workforce while aligning with the specific contextual considerations,
strengths, and weaknesses unique to public sector organizations. The outcome of this phase,
as detailed in the following sections, are the results of our research: a novel concept called the
“Wide-Scope CyberSOC” along with the essential documentation and procedural elements for
its easy and efficient implementation within public sector organizations.

As mentioned, our proposal involves the utilization of an outsourced CyberSOC
service, equipped with specialized capabilities that serve as the foundation for fostering a
holistic approach to cybersecurity management within the organization. We designated
this novel CyberSOC type as “Wide-Scope CyberSOC”.

In order to materialize this Wide-Scope CyberSOC, we deemed it imperative to con-
sider several pivotal aspects, as depicted in Figure 1:

Deploy a holism-friendly
management framework

Set a homogeneous set of
potential cross-functional
cybersecurity actions

Contract and manage the
outsourced Wide-Scope
CybersSOC

Wide-Scope
CyberSOC

Associate each cybersecurity
action to a specific functional
area within the organization

Identify requirements of
multidisciplinary knowledge

Identify general requirements for
a Wide-Scope CyberSOC

Figure 1. Key aspects to be taken into consideration to seamlessly integrate a Wide-Scope CyberSOC
into the organization, enabling a holistic management of cybersecurity.

e  The establishment of a cybersecurity management framework that can deliver the
necessary holism at lower organizational levels is imperative. Contracting a Wide-
Scope CyberSOC to assist the organization in overcoming silos and adopting a holistic
approach would be futile if the procedural foundations to support such an extended
CyberSOC have not been put in place. Consequently, based on the reasons outlined in
Section 2.2, we opted for the CyberTOMP framework.
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Since the Wide-Scope CyberSOC is intended to provide guidance and assistance in
designing and implementing multidisciplinary cybersecurity measures, it is essen-
tial to pre-identify the potential set of such cybersecurity actions. This enables us to
contractually demand support for each of these actions. As our proposal is based on
CyberTOMP, this set of actions is already identified within this framework. The Uni-
fied List of Expected Outcomes (ULEO) of CyberTOMP (Table 3) precisely represents a
compilation of potential cybersecurity actions. There, every unified expected outcome
is represented together with its corresponding function and category from the cyber-
security framework of National Institute of Standards and Technology (NIST). Each
expected outcome in the ULEO has its own identifier. Expected outcomes from [99] are
identified with the prefix “9D”, those from [100] are identified with the prefix “CSC”,
and the remainder are identified using the original terminology from [101]. Further-
more, the associated Implementation Groups (IGs), to which the unified expected
outcome should be applied, are determined. This enables the development of a pro-
portionate cybersecurity approach, as lower IGs define the unified expected outcomes
applicable to assets of lower criticality, while higher IGs pertain to assets with greater
criticality. Additionally, leveraging this list for our proposal allows us to utilize the
associated set of metrics concerning its implementation and the cybersecurity status
of each asset to which they are applied.

Table 3. A fragment of the ULEO, as defined in the CyberTOMP framework, included for informa-

tional purposes.

NIST Function NIST Category  Unified Expected Outcome IG1 I1G2 IG3
Protect PR.PT 9D-4 Vv Vv
Protect PR.PT CSC-4.12 v
Protect PR.PT PR.PT-5 Vv Vv Vv

It is also crucial to identify which functional area should be responsible for each of
these cybersecurity actions, ensuring that the contribution of each functional area to
overall cybersecurity enables genuine holistic cybersecurity. Furthermore, this allows
the Wide-Scope CyberSOC to focus its efforts on supporting each area in developing
specific cybersecurity actions from the perspective of its specialized field. During
our research efforts, we conducted a detailed analysis of the various functional areas
involved in cybersecurity, as defined in CyberTOMP (Table 4). We also examined the
specific scope of each cybersecurity action and established the association between
functional areas and corresponding actions in all cases, as described in [99,100,102].
The comprehensive results of our investigation can be found in Appendix A.

Table 4. Functional areas of the organization involved in holistic cybersecurity, as defined in the

reference framework used in our proposal.

Area ID Area’s Main Cybersecurity Responsibilities
FA1l In charge of the security of Internet of Things (IoT) devices.
FA2 Implementation of active defense measures, vulnerabilities management, threat hunting, Security
Information and Event Management (SIEM) operation, activities within a CyberSOC, and incident response.
FA3 Human resources preparation regarding cybersecurity threats through continuous training and its

reinforcement, as well as the design and execution of practical cybersecurity exercises
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Table 4. Cont.

Area ID

Area’s Main Cybersecurity Responsibilities

FA4

Analysis of internal and external threats, exchange of threat intelligence with third parties, and
preparation and incorporation of Indicators of Compromise (IoCs).

FA5

Surveillance of the applicable regulation and its incorporation into cybersecurity. Key Performance
Indicators (KPI) monitoring, establishment of strategies, policies, standards, processes, procedures, and
corporate instructions.

FA6

Risk treatment, business continuity management, crisis management, establishing the organization’s
position regarding cyber risks, insurance contracting, risk registration, auditing, definition of groups of
risk management, and definition of those responsible and owners of the processes and assets.

FA7

Cybersecurity risk analysis, vulnerability scanning, supply chain risk identification and analysis, asset
inventory, risk monitoring, penetration testing of infrastructure, people, or information systems.

FAS8

Leading the secure software development cycle, continuous integration and deployment, user experience
security, software quality, API security, identification of information flows in information systems,
management of the free software used and the static or dynamic analysis of the code.

FA9

Management, development, implementation, and verification of compliance with the standards and
regulations defined at the corporate level for cybersecurity: CIS controls [100], CIS Community Defense
Model [103], MITRE matrix [104,105], NIST framework [101] for the improvement of cybersecurity of
critical infrastructures or the family of standards ISO27000, CyberTOMP.

FA10

Management, definition, implementation, operation, prevention, etc., in relation to cryptography, key and
certificate management, encryption standards, security engineering, access controls with or without multiple
authentication factors, single sign-on, privileged access management, identity management, identity
federation, cloud security, container security, endpoint security, data protection and prevention of data leakage,
network design to prevent distributed denial of service attacks, development and secure configuration of
systems, patch and update management and the establishment of secure reference configurations.

FA11

Promote study, education and training, attendance at conferences and participation in related
professional groups, training, or certification.

FA12

Internal and external corporate communication, social networks management, marketing and the
establishment and maintenance of institutional relationship with interested third parties with whom the
organization maintains some type of contact.

e  Given that the Wide-Scope CyberSOC is going to be outsourced to third parties, it is
highly advisable to establish a set of general requirements that clearly distinguish what
is being contracted as a Wide-Scope CyberSOC and not merely a technologically focused
CyberSOC. This is important because many service providers tend to offer traditional,
technology-focused CyberSOC services by default. In the context of a public entity
that has outsourced some of its workforce and has an external CyberSOC, we define a
Wide-Scope CyberSOC as a CyberSOC with the following general requirements:

0  Must poses the necessary skills and capabilities to understand, design, prescribe,
advise, and monitor cybersecurity actions that can be executed by every functional
area within an organization that can contribute to the organization’s strategic
common effort, with a particular focus on those functional areas that fall outside
of the realm of computing or information technologies;

0  Must be capable of positioning itself within the context of each organization’s
functional areas, and from this vantage point, be able to understand the implica-
tions (including what, how, where, when, and who) of these areas of expertise
with regards to cybersecurity. In fact, a Wide-Scope CyberSOC must be an expert
in all fields of knowledge that are relevant to cybersecurity. Not only in the most
technological ones;

o  Must be aware that those functional areas that do not typically participate in cy-
bersecurity may not be conscious of the fact that they can significantly contribute
to improving the overall state of cybersecurity from within their own areas of
expertise. As such, a Wide-Scope CyberSOC must also act as a mentor to enhance
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the awareness of these functional areas and develop their cybersecurity skills
from the perspective of their areas of expertise;

0  Must be able to understand the organizational context and address circumstances
where the functional areas with which it engages in cybersecurity may be partially
outsourced and frequently renewed. Its mode of operation must be adapted to
this situation in a seamless manner.

Drawing upon the characteristics of public entities that we have identified, and sup-
ported by the body of research we have examined and presented in Table 1, we have
proposed the preceding paragraphs as general requirements for public entities when en-
gaging a service provider for CyberSOC outsourcing.

This approach allows us to leverage the existing presence of an outsourced, technology-
focused CyberSOC to offer a more comprehensive perspective on cybersecurity. Simulta-
neously, it enhances the awareness of the cybersecurity workforce regarding its potential
contributions to the overall cybersecurity posture of the organization. While there may be
alternative approaches, we believe that ours takes into account factors already prevalent in
public organizations, which we have directly and indirectly analyzed in previous phases.
These factors include the widespread adoption of outsourcing, the existence of mixed
operational teams comprising both in-house and outsourced personnel, the challenges
associated with acquiring cybersecurity talent, and the imperative need to augment cyber-
security skills to address the shortage in the cybersecurity workforce, among others. In
our conception of a Wide-Scope CyberSOC, it must be proficient enough to serve as the
cybersecurity reference unit within the organization and train cross-functional personnel
applying a learning-by-doing approach, as explained in [106] by Deng et al., and also
providing mentorship and coaching as needed, following the guidelines of [107-110] by
Hamburg, Burrel, Ndueso et al., and Corradini, respectively. It is also necessary that the
outsourced Wide-Scope CyberSOC has the ability of enhancing the cybersecurity awareness
of workers, as in [65,66]. It should serve as a facilitating element that enables the continu-
ous enhancement of cybersecurity capabilities and knowledge within each functional area
involved in corporate cybersecurity, rather than solely designing and implementing these
measures firsthand.

While it is not mandatory, it is advisable for the Wide-Scope CyberSOC to be viewed
as a collective asset of the entire cross-functional cybersecurity workforce. Given that
this new CyberSOC will be more deeply involved in the daily cybersecurity activities of
various functional areas, we recommend positioning it within the organization in a way
that minimizes the potential for any functional area to perceive conflicts of interest or biases,
something identified by Monzelo and Nunes [111] or Badhwar [112], as shown in Figure 2.

e  Asa preliminary step before contracting the Wide-Scope CyberSOC service, it is also
essential to turn the desired multidisciplinary capabilities, skills, and knowledge into
explicit requirements for the service that any potential service provider must meet.
These requirements will enable them to effectively mentor and provide the necessary
support to the various functional areas contributing to cybersecurity. As part of
our study, we have conducted this analysis and defined the necessary prerequisites,
which can be directly incorporated into the technical specifications of the Wide-Scope
CyberSOC. The specific knowledge requirements can be found in Appendix A;

e  Finally, after addressing all the relevant points explained in this section, the public
entity will be able to outsource the Wide-Scope CyberSOC service using its expertise
in public procurement. Once the service is contracted, it should be managed using the
existing procedures in the selected model, CyberTOMP. Figure 3 illustrates the specific
activities of the tactical-operational cybersecurity management process defined in
CyberTOMP, where the Wide-Scope CyberSOC should play a key role by contributing
its expertise and acting as a cohesive element among the various functional areas of
the organization. Furthermore, aside from the aforementioned aspect, which pertains
exclusively to the set of steps/tasks delineated in the CyberTOMP proposal, the
Wide-Scope CyberSOC must also undertake the activities typically associated with a
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traditional CyberSOC. These activities may encompass actions within the realms of
identify, protect, detect, respond, and recover approaches, as is customary.

| S L

A) One organization, Wide-Scope CyberSOC biased to the B) One organization, Wide-Scope CyberSOC not biased to
left fourth functional areas of the cybersecurity team any of functional areas of the cybersecurity team

|
)], L)
|
C) Two organizations, Wide-Scope CyberSOC not biased to D) Two organizations, Wide-Scope CyberS0OC biased to the
any of functional areas of the inter-organizational functional areas of the inter-organizational cybersecurity team
cybersecurity team that belongs to the organization in the left

Figure 2. Here are four examples of organizational structures. In (B,C), the Wide-Scope CyberSOC
(represented by a circle) is less likely to be perceived as biased, as every functional area involved in
cybersecurity (shown in gray) that makes up the multidisciplinary cybersecurity team (enclosed by a
dashed rectangle) has direct access to it, even if they belong to different organizations. Conversely,

this is not the case in scenarios (A,D).

IDENTIFY
REQUIREMENTS

IMPLEMENT
CYBERSECURITY
ACTIONS

BREAK DOWN ASSETS

Participation
of Wide-Scope
CyberSOC

IDENTIFY
CYBERSECURITY
ACTIONS

IDENTIFY INVOLVED
FUNCTIONAL AREAS

ANALYSE
CYBER-THREAT
CONTEXT

Figure 3. Tasks defined within the CyberTOMP framework in which the Wide-Scope CyberSOC can

assume a significant role.
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3.3. Assessing the Wide-Scope CyberSOC Effect on the Deployment of Holistic Cybersecurity

The core objective of our proposal is to ease the implementation of holistic cybersecu-
rity by enhancing the capabilities of the cross-functional cybersecurity workforce, which
includes individuals from both the public and private sectors. Our aim is to empower them
to better comprehend and apply their roles, leveraging their specific expertise to contribute
effectively to the overall organizational cybersecurity strategy.

To achieve this goal, we advocate for the adoption of the innovative Wide-Scope Cy-
berSOC. It is crucial to underscore that our ultimate objective is to fortify the cybersecurity
situational awareness of the personnel involved. To this end, we believe that evaluating
and measuring the situational awareness of the cybersecurity cross-functional team over
time, post-implementation of the Wide-Scope CyberSOC within the organization, serves as
a robust means of validating the effectiveness of the Wide-Scope CyberSOC in simplifying
the deployment of holistic cybersecurity.

To facilitate this measurement, we propose the utilization of structured questionnaires
tailored to assess personnel’s situational awareness skills across four key areas, in line with
the requirements we recommend imposing on the Wide-Scope CyberSOC:

1. Grasping the holistic nature of cybersecurity and the extensive spectrum of potential,
applicable cybersecurity actions;

2. Recognizing the responsibilities associated with each functional area and appreciating
the critical importance of collective engagement in achieving the highest cybersecurity
standards;

3. Understanding the imperative need for proportional cybersecurity measures, aligned
with the criticality of assets;

4. Acknowledging that various approaches can be employed to attain the same objectives,
thus enabling the distribution of cybersecurity efforts and resources throughout the
organization to foster collaborative equilibrium.

Given that situational awareness training is inherently an ongoing process, it may
take a substantial amount of time before conclusive results are obtained. Nevertheless,
successive measurements should exhibit an upward trend in these skills among the cross-
functional cybersecurity workforce.

4. Results and Discussion

The current research project addresses a genuine need of a Public Sector entity engaged
in defining and implementing a holistic cybersecurity management model: the necessity to
attain a comprehensive level of cybersecurity awareness among their personnel. With the
collaboration of this organization, we undertook this work with the intention of ensuring
that the outcomes, tools, and elements developed could also be applicable to other public
sector entities. Our motivation lies not only in a sense of public service but also in the
potential for collaboration and further evolution of the proposal.

To ensure this, we conducted our work adhering to the standard formal or semi-formal
methods as described: We conducted an analysis of a relevant set of research works found
in the current literature. Our goal was to identify requirements stemming from one of
our previous studies and the need emerging from its applicability to a public sector entity.
Subsequently, through interviews and work sessions, we assessed the entity’s situation
and specific characteristics regarding the adoption of a holistic model for cybersecurity
management. Concurrently, we indirectly gathered information on similar characteristics
in other public organizations from the same organization. We employed SWOT analysis
technique, to systematically organize and categorize these attributes, to confirm these
characteristics were similar to the common ones, we analyzed scrutinizing the international
literature. This was crucial to develop a proposal applicable to all public organizations,
not just the study participant. The outcome confirmed shared characteristics, and for that
reason, we assumed they share a common scenario and could benefit from our proposal.
Using a TOWS analysis technique, we identified successful strategies, guiding a coherent
approach in our proposal’s design. To implement the identified strategies, and taking into
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account the features of public sector organizations, we designed an extended-capabilities
CyberSOC that facilitates the adoption of the holistic model tactically and operationally by
increasing the holistic cybersecurity awareness level of the cybersecurity workforce.

To the best of our knowledge, and after extensive periods of research, we have not
encountered a study that addresses the development of holistic cybersecurity capabilities at
the lower levels of the organization while also considering the specificities of public sector
entities and their operational methods. Our proposal specifically targets this gap within
public organizations.

As a contribution resulting from this study, we coined the new concept, “Wide-Scope
CyberSOC”, which defines such a CyberSOC with extended capabilities. This CyberSOC
can be easily outsourced, thanks to our identification of a well-structured, common, and
multidisciplinary set of cybersecurity actions that has been also associated with each
organization’s functional area involved in cybersecurity. We then transformed this set into
directly applicable requirements when drafting technical specifications for the procurement
of such services. As a result of this process, the outsourced Wide-Scope CyberSOC is
managed and evaluated consistently, seamlessly integrated into a specific framework for
the holistic, tactical-operational management of cybersecurity. These contributions can be
found, summarized, and organized, in Appendix A.

The Wide-Scope CyberSOC will be capable of actively participating in and facilitating
the tactical-operational cybersecurity team in various activities. These activities include
identifying cybersecurity requirements, breaking down business assets, identifying func-
tional areas involved in their cybersecurity, analyzing the cyber threat landscape, and
adapting the organization accordingly. Additionally, the CyberSOC will be instrumental in
designing and implementing cross-functional cybersecurity measures. This empowered
CyberSOC will serve as a cornerstone, expediting the adoption of a multidisciplinary
approach to cybersecurity management within the public organization.

As part of our study, in cooperation with the participating public entity, we have designed
its first Wide-Scope CyberSOC. It underwent a public tender process, with various security
service providers submitting their offers. The organization has since implemented and is
currently managing its first Wide-Scope CyberSOC based on the guidelines outlined in this
study. In the meanwhile, we are assessing the effect of introducing the Wide-Scope CyberSOC
in this public sector organization following the method described in Section 3.3. Initial
measurements show promise, but further data collection and maturation are required before
presenting the results to the general public, which will take a considerable amount of time.

We devoted a substantial amount of effort to carefully plan our research approach,
ensuring that the results would not only be beneficial for the participating public organiza-
tion, but also applicable to other public sector organizations internationally. While we are
confident that it aligns well with the Spanish case study, we conducted and took the neces-
sary precautions to facilitate its applicability to a broader range of public organizations,
and we acknowledge that no research is immune to the possibility of unintentional biases
or errors. We have identified two potential areas where these unlikely events could occur:

e  The generalization process in our research was built upon the presence of common
features and circumstances identified in the global literature pertaining to public
sector organizations, along with the parallel existence of these same insights within
the public organization participating in our study. This alignment allowed us to
establish a connection that led us to recognize that the insights from our case study are
applicable to other public organizations worldwide. To ensure the reliability of our
approach, we deliberately selected a comprehensive array of research works for the
analysis of current literature concerning public sector organizations. This approach
was taken specifically to reduce the risk of selecting only a few sources that might not
accurately represent these public organizations. Nonetheless, despite our efforts, there
is a slight possibility that our selection of research works may have been influenced by
unconscious bias;
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e  On the other hand, we have introduced a method to evaluate the effectiveness of our
proposal, which we are currently applying to the participating organization in our
study. The initial results appear promising, but they require extended assessment
over time to thoroughly ascertain the model’s benefits. Furthermore, since this is a
generalization based on a single case study, the only application thus far has been the
one conducted as part of our research. Additional applications will offer valuable data
to refine our proposal if necessary.

While we have not identified any of the situations mentioned, and despite our vigilance
and awareness, we acknowledge that these could be two points where additional checks could
be beneficial to strengthen our work. Therefore, we encourage third parties to independently
analyze the generalization process we conducted and implement the model in other public
organizations to verify the results or propose enhancements that contribute to the body of
knowledge related to holistic cybersecurity management in public sector organizations.

5. Conclusions and Future Work

As highlighted in the introduction, organizations across various sectors, both public
and private, are becoming increasingly reliant on cyberspace, a realm beyond complete
control, rendering them susceptible to dynamic cyber threats. This vulnerability exposes
organizations to potential risks, including business disruptions and sensitive data breaches.
For public entities, such risks translate into an inability to deliver essential public services
and a failure to safeguard citizens’ data and privacy. To address this challenge effectively,
an enhanced cybersecurity awareness among the cybersecurity workforce is essential. We
have identified common characteristics among public sector organizations, enabling us to
propose a comprehensive solution that equips them to navigate cyberspace securely. Our
proposal introduces a novel outsourced CyberSOC, the Wide-Scope CyberSOC, designed to
facilitate the development of holistic cybersecurity skills within the workforce and stream-
line holistic cybersecurity management in public sector organizations. This work offers
a valuable framework applicable to any public entity, particularly those heavily engaged
in digital citizen services, where the exposure to the expanding cyber threats landscape
is significant. Additionally, we have outlined the comprehensive set of requirements that
public organizations should request from Wide-Scope CyberSOC service providers to en-
sure the fulfillment of necessary functionalities. As part of future work, we are exploring
the development of specific tools to simplify the operations of Wide-Scope CyberSOCs and
enhance the holistic cybersecurity awareness of cross-functional cybersecurity teams.
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Appendix A

Table Al. Knowledge Requirements to Contract Wide-Scope CyberSOC Services.

NIST NIST Unified Knowledge Requirement: “The Wide-Scope
Function Cateeo Expected IG1 I1G2 IG3 Main AreaID  CyberSOC must be Skilled to Help
gory Outcome Cross-Functional Teams in. ..”
Establishing and maintaining a detailed
Identify ID.AM CSC-1.1 Vv Vv Vv FA7 enterprise asset inventory with the potential to
store or process data.

. Establishing and maintaining
Identify ID.AM CSC-12.4 Vv Vv FA10 architecture diagrams.

Identify ID.AM CSC-14.1 N Y, N FA3 Establishing and maintaining a security
' ’ awareness program.

. Ensuring that only authorized, supported
Identify ID.AM CSC-22 Vv Vv Vv FAS8 software is used.

. Establishing and maintaining a process for
Identify ID.AM CSC-3.1 Vv v Vv FA5 data management
Identify ID.AM CSC-3.2 Vv Vv Vv FA10 Establishing and maintaining a data inventory.
Identify ID.AM CSC-3.6 N Y, N FA10 Identify'ing data. on end-user devices that has

encryption requirements.

. Establishing and maintaining a data
Identify ID.AM CSC-37 v v FA9 classification scheme

. Establishing and maintaining detailed
Identify ID.AM ID.AM-1 v v v FA7 inventory of physical devices and systems.

. g Inventorying all software platforms and
Identify ID.AM ID.AM-2 % v v FA8 applications within the organization.

. ~ Mapping organizational communication and
Identify ID.AM ID.AM-3 Vv Vv FA8 data flows.

. Analyzing the business environment to
Identify ID.BE oD-1 v v FA7 determine potential ways of deterring attacks.
Identif ID.BE ID.BE-1 N FA6 Identifying and communicating the

y ' ’ organization’s role in the supply chain.
Identifying and communicating the
Identify ID.BE ID.BE-2 Vv FA6 organization’s place in critical infrastructure
and its industry sector.
Establishing and communicating priorities
Identify ID.BE ID.BE-3 Vv FA5 for organizational mission, objectives,
and activities.

. Establishing dependencies and critical

Identify ID.BE ID.BE-4 v FAS functions for delivery of critical services.
Establishing resilience requirements to

Identify ID.BE ID.BE-5 V4 FA5 support delivery of critical services for all
operating states.

. Establishing, maintaining an incident
Identify ID.GV CSC-17.4 Vv V4 FA5 response Process.

. Establishing and communicating
Identify DGV DGV-1 v v v FAS organizational cybersecurity policy.

Coordinating and aligning cybersecurity roles
Identify ID.GV ID.GV-2 Vv Vv FA9 and responsibilities with internal roles and
external partners.
Understanding and managing legal
Identify ID.GV ID.GV-3 Vv FA5 and regulatory requirements

regarding cybersecurity.
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Table Al. Cont.

NIST
Function

NIST
Category

Unified
Expected
Outcome

1G1

IG2

1G3

Main Area ID

Knowledge Requirement: “The Wide-Scope
CyberSOC must be Skilled to Help
Cross-Functional Teams in. ..”

Identify

ID.GV

ID.GV-4

FA5

Ensuring governance and risk management
processes address cybersecurity risks.

Identify

ID.RA

9D-1

FA7

Ensuring that the organization understands
the risk of vulnerabilities and the necessity of
deterring their exploitation.

Identify

ID.RA

CSC-18.2

FA7

Conducting periodic external penetration tests in
order to enhance understanding of cyber risks.

Identify

ID.RA

CSC-18.5

FA7

Conducting periodic internal penetration tests in
order to enhance understanding of cyber risks.

Identify

ID.RA

CSC-3.7

FA9

Assessing the current validity of the data
classification scheme in relation to existing risks.

Identify

ID.RA

ID.RA-1

FA7

Identifying and documenting
assets vulnerabilities.

Identify

ID.RA

ID.RA-2

FA4

Ensuring cyber threat intelligence is received
from information sharing forums and sources.

Identify

ID.RA

ID.RA-3

FA4

Identifying and document threats, both
internal and external.

Identify

ID.RA

ID.RA-4

FA6

Identifying potential business impacts
and likelihoods.

Identify

ID.RA

ID.RA-6

FA6

Identifying and prioritizing risk responses.

Identify

ID.RM

9D-8

S NG SO N U U NG N S

FA2

Comprehending the potential risks that
necessitate redirecting attackers to
alternative targets.

Identify

ID.RM

ID.RM-1

FA6

Ensuring risk management processes are
established, managed, and agreed to by
organizational stakeholders.

Identify

ID.RM

ID.RM-2

FA6

Determining and clearly expressing
organizational risk tolerance.

Identify

ID.RM

ID.RM-3

FA6

Informing the organization’s risk tolerance by
its role in critical infrastructure and sector
specific risk analysis.

Identify

1ID.SC

ID.SC-1

FA5

Identifying, establishing, assessing, and
managing cyber supply chain risk
management processes.

Identify

ID.SC

ID.SC-2

FA5

Identifying, prioritizing, and assessing third
party partners of information systems,
components, and services, using a cybersecurity
supply chain risk assessment process.

Identify

ID.SC

ID.SC-3

FA9

Ensuring contracts with suppliers and
third-party are designed to meet the goals of
an organization’s cybersecurity program and
cybersecurity supply chain management plan.

Identify

1ID.SC

ID.SC-4

FA6

Auditing, testing, and evaluating suppliers
and third-party partners to confirm they are
meeting their contractual obligations.

Identify

ID.SC

ID.SC-5

FA9

Conducting response and recovery
planning and testing with suppliers and
third-party providers.

Protect

PR.AC

CSC-12.5

FA10

Centralizing network authentication,
authorization, and auditing.
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Table Al. Cont.

NIST NIST Unified Knowledge Requirement: “The Wide-Scope
. Expected IG1 1G2 I1G3 Main AreaID  CyberSOC must be Skilled to Help
Function Category . P
Outcome Cross-Functional Teams in. ..
Protect PRAC CSC-12.6 Y, N FA10 Employlr}g secure network management and
communication protocols.
Protect PRAC CSC-13.4 Y, N FA10 Conducting traffic filtering between
network segments
Managing default accounts on enterprise
Protect PR.AC CSC-4.7 Vv Vv Vv FA10 assets and software.
Protect PR.AC CSC-5.2 Vv Vv Vv FA10 Using unique passwords for all enterprise assets.
Protect PR.AC CSC-5.6 Vv Vv FA10 Centralizing account management.
Deploying and maintaining Role-Based Access
Protect PR.AC CSC-6.8 Vv FA10 Control (RBAC)
Ensuring identities and credentials are issued,
Protect PR.AC PR.AC-1 4 v V4 FA10 managed, verified, revoked, and audited for
authorized devices, users, and processes.
Ensuring physical access to assets is managed
Protect PR.AC PR.AC-2 vV FA7
and protected.
Protect PR.AC PR.AC-3 Vv Vv Vv FA10 Ensuring remote access is managed.
Ensuring access permissions and authorizations
Protect PR.AC PR.AC-4 Vv Vv Vv FA10 are managed, incorporating the principles of
least privilege and separation of duties.
Protect PR.AC PR.AC-5 Vv Vv Vv FA10 Ensuring network integrity is protected.
Protect PRAC PRAC-6 N FA10 Ensurmg3 identities are progfed anc? bound to
credentials and asserted in interactions.
Ensuring users, devices, and other assets are
Protect PR.AC PR.AC-7 Vv Vv V4 FA10 authenticated commensurate with the risk of
the transaction.
Conducting role-specific security awareness
Protect PR.AT CSC-14.9 Vv Vv FA3 . .
and skills training.
Ensuring service provider contracts include
Protect PR.AT CSC-15.4 Vv 4 FA5 . .
security requirements.
Protect PR.AT PR.AT-1 Vv Vv Vv FA3 Ensuring all users are informed and trained.
Protect PRAT PR AT-2 V. N FA3 Ensuring perlleg.ed. users understand their
roles and responsibilities.
’ Dispersing protective measures throughout
Protect PR.DS 9D-6 v FAS the payload to safeguard the data.
Enforcing data retention in accordance with
Protect PR.DS CSC-3.4 Vv Vv Vv FA10 the risk strategy.
Protect PR.DS PR.DS-1 Vv Vv FA10 Ensuring data-at-rest is protected.
Protect PR.DS PR.DS-2 Vv Vv FA10 Ensuring data-in-transit is protected.
Ensuring assets are formally managed
Protect PR.DS PR.DS-3 Vv V4 V4 FA10 throughout removal, transfers, and
disposition.
Protect PR.DS PR.DS-4 N FA10 .Ad]us.tlng capacity to ensure availability
is maintained.
Protect PR.DS PR.DS-5 J FA10 Ensgrmg protections against data leaks
are implemented.
Ensuring integrity checking mechanisms are
Protect PR.DS PR.DS-6 Vv Vv FA10 used to verify software, firmware, and

information integrity.
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Table Al. Cont.

NIST NIST Unified Knowledge Requirement: “The Wide-Scope
. Expected IG1 1G2 I1G3 Main AreaID  CyberSOC must be Skilled to Help
Function Category . P
Outcome Cross-Functional Teams in. ..
Ensuring the development and testing
Protect PR.DS PR.DS-7 v V4 FA10 environment(s) are separate from the
production environment.
Protect PR.DS PR.DS-8 N FA10 Ensuring integrity check}ng mgchamsms are
used to verify hardware integrity.
Enhancing the difficulty of accessing
Protect PR.IP 9D-3 Vv Vv FA2 the protected information beyond the
attacker’s skills.
Investigating the threat in depth in order to
Protect PR.IP 9D-5 Vv Vv FA2 prevent access to protected information using
a multi-layered approach.
Implementing measures to divert attackers in
Protect PRIP 9b-8 v % FA2 order to protect the information.
Implementing measures in depth that become
Protect PR.IP 9D-9 Vv Vv Vv FA2 increasingly challenging and less visible as
they approach the asset.
Protect PRIP CSC-11.1 N Y, N FA10 Establishing and maintaining a process for
data recovery.
Protect PRIP CSC-16.1 J N FA8 Estal')hs}}mg and maintaining a secure
application development process.
Protect PR.IP CSC-16.14 Vv FA4 Undertaking comprehensive threat modelling.
Validating the security measures deployed to
Protect PR.IP CSC-18.4 Vv FA7 protect information following each
penetration test.
Protect PRIP CSC-25 Y, N FA5 Creatmg an allow l.lst of aut.horlzed software
in order to protect information.
Protect PRIP CSC2.6 J N FA5 Creating an alloW list of a.uthorlzed libraries in
order to protect information.
Protect PRIP CSC27 N FAS Creating an alloYv list of a.uthorlzed scripts in
order to protect information.
Protect PRIP CSC-43 N Y, v FA10 Configuring automatic session locking on
’ ’ enterprise assets to protect the information.
Ensuring a baseline configuration of
Protect PRIP PRIP-1 N Y, N FAS information technology /industrial control
’ ' systems is created and maintained
incorporating security principles.
Protect PR.IP PR.IP-10 Vv Vv FA5 Ensuring response and recovery plans are tested.
. Incorporating cybersecurity into human
Protect PRIP PRIP-I1 % v v FALL resources practices for information handling.
Protect PRIP PRIP-12 Y, N FA7 Developing and implementing a vulnerability
management plan.
Protect PRIP PRIP-2 V. N FA10 Implementing a system development life cycle
to manage systems.
Protect PRIP PRIP-3 N EA5 Designing a configuration change
control process.
Ensuring backups of information are
Protect PR.IP PR.IP-4 v v v FAIL0 conducted, maintained, and tested.
Ensuring policy and regulations regarding the
Protect PR.IP PR.IP-5 V4 FA5 physical operating environment for

organizational assets are met.
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Table Al. Cont.

NIST NIST Unified Knowledge Requirement: “The Wide-Scope
. Xpecte ain Area er must be Skilled to He
Function Catego Expected IG1 1G2 I1G3 Main AreaID  CyberSOC be Skilled to Help
gory Outcome Cross-Functional Teams in. ..”
Protect PR.IP PR.IP-6 Vv Vv Vv FA10 Ensuring data is destroyed according to policy.
Protect PR.IP PR.IP-7 Vv Vv FA5 Ensuring protection processes are improved.
Protect PRIP PR.IP-8 N FA2 Ensuring effectiveness of protection
’ ’ technologies is shared.
g Ensuring response plans and recovery plans
Protect PR.IP PR.IP-9 Vv Vv Vv FA5 are in place and managed.
Conducting maintenance activities on all
Protect PRMA 9D-5 4 Vv FA2 layers of the asset.
Carrying out maintenance tasks to ensure
Protect PRMA 9D-9 Vv Vv FA2 depth of defense.
Protect PRMA CSC-12.1 N Y, v FA10 Carrying out maintenance to ensure the
; ’ network infrastructure is up to date.
Managing the network infrastructure with a
Protect PRMA CSC-12.3 Vv Vv FA10 security-oriented approach.
Carrying out maintenance actions to
Protect PRMA CSC-135 Ni J FA10 ensure assets remotely connecting to
’ ’ enterprise resources comply with the
organization’s requirements.
Protect PRMA CSC-16.13 N FA2 Performing root cause analysis on
’ ' security vulnerabilities.
Protect PRMA CSC-18.3 Vv Vv FA10 Remediating penetration test findings.
Carrying out tasks to securely configure the
Protect PRMA CSC-4.2 4 Vv Vv FA5 network infrastructure in accordance with
established processes.
~ Carrying out security maintenance tasks on
Protect PRMA CSC-46 v v v FAL0 enterprise assets and software.
Uninstalling or disabling unnecessary services
Protect PRMA CSC-48 v v FAL0 on enterprise assets and software.
Protect PRMA CSC-4.9 N, N FA10 Configuring trusted DNS servers on
' ’ enterprise assets.
Performing automated operating system
Protect PRMA CSC-7.3 Vv Vv Vv FA10 patch management.
Establishing and maintaining an audit log
Protect PRMA CSC-8.1 Vv Vv Vv FA5 management process.
Protect PRMA CSC-8.10 v 4 FA10 Retaining audit logs.
Protect PRMA CSC-8.3 Vv Vv Vv FA10 Ensuring adequate audit log storage.
Protect PRMA CSC-8.9 Vv Vv FA10 Centralizing audit log collection and retention.
Ensuring maintenance and repair of
Protect PRMA PR.MA-1 Vv FA10 organizational assets are performed and
logged, with approved and controlled tools.
Implementing differentiated protections to
Protect PRPT 9b-4 v % FA2 address each threat specifically.
Protect PR.PT 9D-7 Vv FA2 Employing decoys to distract attackers.
Separating enterprise workspaces on mobile
Protect PR.PT CSC-4.12 Vv FA10 end-user devices
Implementing and managing a firewall
Protect PRPT CSC-4.4 v v v FA10 P & ek

on servers
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Protect PRPT CSC-45 N N FA10 Implementmg and managing a firewall on
end-user devices
Protect PR.PT CSC-9.5 V4 FA10 Implementing DMARC.
Ensuring audit/log records are determined,
Protect PR.PT PR.PT-1 4 V4 FA10 documented, implemented, and reviewed in
accordance with policy.
Protect PRPT PRPT2 N N FA10 Ensurmg removable medla is Protected and its
use restricted according to policy.
Ensuring the principle of least functionality is
Protect PR.PT PR.PT-3 V4 FA10 incorporated by configuring systems to
provide only essential capabilities.
Protect PRPT PR PT-4 N FA10 Ensuring communications and control
networks are protected.
Ensuring mechanisms are implemented to
Protect PR.PT PR.PT-5 V4 V4 FA10 achieve resilience requirements in normal and
adverse situations.
Detect DA AE CSC-8.12 N FA10 Collecting service provider logs to
detect anomalies.
Establishing and maintaining a baseline of
Detect DA.AE DE.AE-1 Vv FA10 operations and expected data flows for users
and systems.
Analyzing detected events to understand
Detect DA.AE DE.AE-2 v FA2 attack targets and methods.
Detect DAAE DE.AE-3 N N FA2 Collecting and correl_atmg event data
correlated from multiple sources and sensors.
Detect DA.AE DE.AE-4 V4 FA2 Determining impact of events.
Detect DA.AE DE.AE-5 Vv FA2 Establishing incident alert thresholds.
Detect DE.CM CSC-13.1 V4 FA2 Centralizing security event alerting
Detect DE.CM CSC-135 N FA10 Momtor}ng access cor}trol for assets remotely
connecting to enterprise resources.
Detect DE.CM CSC-3.14 V4 FA10 Logging access to sensitive data.
Detect DE.CM DE.CM-1 N FA2 Ensurlpg the networ.k is monitored to detect
potential cybersecurity events.
. Ensuring the physical environment is monitored
Detect DECM DECM-2 v FAL to detect potential cybersecurity events.
Detect DE.CM DE.CM-3 J FA10 gnsurmg per§onnel acthlty is monitored to
etect potential cybersecurity events.
Detect DE.CM DE.CM-4 Vv vV FA2 Detecting malicious code.
Detect DE.CM DE.CM-5 Vv FA2 Detecting unauthorized mobile code.
Monitoring external service provider activity
Detect DECM DE.CM-6 v FA2 to detect potential cybersecurity events.
Monitoring for unauthorized personnel,
Detect DE.CM DE.CM-7 v v FA2 connections, devices, and software.
Detect DE.CM DE.CM-8 Vv FA7 Conducting periodic vulnerability scans
Detect DE.DP CSC-17.1 N N FA5 Designating personnel, including key and

backup, to manage incident handling.
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Detect DE.DP CSC-17 4 Y, V. FA5 Testing the incident response process to ensure
it includes awareness of anomalous events.
~ Assigning key cross-functional roles and
Detect DEDP CSC17.5 v v FAS responsibilities in relation to incident response.
Detect DE.DP DE.DP-2 N EAD Ensu.rmg detect}on activities comply with all
applicable requirements.
Detect DE.DP DE.DP-3 Vv FA10 Testing detection processes.
Detect DE.DP DE.DP-5 Vv FA5 Continuously improving detection processes.
Establishing and maintaining security incident
Respond RS.AN CSC17.9 v FAS thresholds to ensure effective response.
Respond RS.AN RS.AN-1 Y, v FA2 Ensgrmg potlflcatlons from detection systems
are investigated.
Respond RS.AN RS.AN-2 N EAD Ensurmg the impact of the incident
is understood.
Respond RS.AN RS.AN-3 V4 FA2 Ensuring forensics are performed.
Ensuring processes are established to receive,
analyze, and respond to vulnerabilities
Respond RS.AN RS.AN-5 v v FAS disclosed to the organization from internal
and external sources.
Respond RS.CO CSC-17.4 Vv FA5 Communicating the incident response process.
Respond RS.CO CSC-17.5 FA5 Communicating key cross-functional roles and
responsibilities in relation to incident response.
Ensuring voluntary information sharing
Respond RS.CO RS.CO-5 V4 FA4 occurs with external stakeholders to achieve
broader cybersecurity situational awareness.
Respond RSIM RSIM-1 Y. v FA5 Ensuring response plans incorporate
lessons learned.
Respond RS.IM RS.IM-2 Vv Vv FA5 Response strategies are updated.
: Ensuring that a process is in place to address
Respond RS.MI CSC-1.2 4 v 4 FA10 unauthorized assets.
Respond RS.MI CSC-4.10 Y, N FA10 Enforcing remote wipe capability on portable
end-user devices
Respond RS.MI CSC-7.7 J N FA10 Remediating detected vulnerabilities
and weakness.
Respond RS.MI RS.MI-1 Vv FA2 Containing incidents.
Respond RS.MI RS.MI-2 Vv FA2 Mitigating incidents.
g Mitigating newly identified vulnerabilities or
Respond RS.MI RSMI-3 v FA2 documenting them as accepted risks.
Respond RS.RP CSC-17.6 Y, N FA5 dDefllmng rr}echamsms for communicating
uring incident response.
Respond RS.RP RS.RP-1 N FA2 Ensuring a response plan is executed during
or after an incident.
Recover RC.CO RC.CO-1 Vv FA12 Managing public relations.
Recover RC.CO RC.CO-2 Vv FA12 Repairing the reputation after an incident.
Communicating recovery activities to internal
Recover RC.CO RC.CO-3 4 FA12 and external stakeholders as well as executive

and management teams.
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Recover RC.IM RCIM-1 N FAS }Ensuring recovery plans incorporate
essons learned.
Recover RC.IM RC.IM-2 Vv FA5 Ensuring recovery strategies are updated.
Recover RC.RP RC.RP-1 N FA2 Ensuring a recovery Plap ig executed during
or after a cybersecurity incident.

References

1.  Dominguez-Dorado, M.; Carmona-Murillo, J.; Cortés-Polo, D.; Rodriguez-Pérez, FJ. CyberTOMP: A Novel Systematic Framework
to Manage Asset-Focused Cybersecurity From Tactical and Operational Levels. IEEE Access 2022, 10, 122454-122485. [CrossRef]

2. von Solms, R.; van Niekerk, J. From information security to cyber security. Comput. Secur. 2013, 38, 97-102. [CrossRef]

3.  Reid, R.; van Niekerk, J. From information security to cyber security cultures. In Proceedings of the Information Security for
South Africa, Johannesburg, South Africa, 13-14 August 2014.

4. Furnell, S. The cybersecurity workforce and skills. Comput. Secur. 2012, 100, 102080. [CrossRef]

5. De Zan, T. Mitigating the Cyber Security Skills Shortage: The Influence of National Skills Competitions on Cyber Security Interest.
Ph.D. Thesis, Department of Education and Centre for Doctoral Training in Cyber Security, Linacre College, University of Oxford,
Oxford, UK, 2021.

6.  Reeder, F; Alan, P. What Works in Finding Elite Cybersecurity Talent: Promising Practices for Chief Information Officers; CIO.org:
Newport, UK, 2021.

7. DeCrosta, J. Bridging the Gap: An Exploration of the Quantitative and Qualitative Factors Influencing the Cybersecurity
Workforce Shortage. Ph.D. Thesis, Utica College, Utica, NY, USA, 2021.

8.  Shava, E.; Hofisi, C. Challenges and Opportunities for Public Administration in the Fourth Industrial Revolution. Afr. J. Public Aff.
2017, 9, 203-215.

9. Ngwenyama, O.; Henriksen, H.Z.; Hardt, D. Public management challenges in the digital risk society: A Critical Analysis of the
Public Debate on Implementation of the Danish NemlID. Eur. |. Inf. Syst. 2023, 32, 108-126. [CrossRef]

10.  Nizich, M. Preparing the Cybersecurity Workforce of Tomorrow. In The Cybersecurity Workforce of Tomorrow (The Future of Work);
Emerald Group Publishing Limited: Bingley, UK, 2023; pp. 117-146.

11. Lee, G.R;; Lee, S.; Malatesta, D.; Fernandez, S. Outsourcing and Organizational Performance: The Employee Perspective. Am. Rev.
Public Adm. 2019, 49, 973-986. [CrossRef]

12. Onwubiko, C.; Ouazzane, K. Challenges towards Building an effective Cyber Security Operations Centre. Int. |. Cyber Situational
Aware. 2019, 4, 11-39. [CrossRef]

13.  Schatz, D.; Bashroush, R.; Wall, ]. Towards a More Representative Defifinition of Cyber Security. J. Digit. Forensics Secur. Law 2017,
12, 53-74.

14.  Ghelani, D. Cyber Security, Cyber Threats, Implications and Future. Am. . Sci. Eng. Technol. 2022, 3, 12-19.

15.  Sulistyowati, D.; Handayani, F.; Suryanto, Y. Comparative Analysis and Design of Cybersecurity Maturity Assessment Methodol-
ogy Using NIST CSF, COBIT, ISO/IEC 27002 and PCI DSS. Int. |. Inform. Vis. 2020, 4, 225-230. [CrossRef]

16. Srinivas, J.; Das, A.K,; Kumar, N. Government regulations in cyber security: Framework, standards and recommendations. Future
Gener. Comput. Syst. 2019, 92, 178-188. [CrossRef]

17.  Soomro, Z.A.; Shah, M.H.; Ahmed, J. Information security management needs more holistic approach: A literature review. Int. |.
Inf. Manag. 2016, 36, 215-225. [CrossRef]

18. Atoum, L; Otoom, A.; Ali, A.A. A holistic cyber security implementation framework. Inf. Manag. Comput. Secur. 2014, 22, 251-264.
[CrossRef]

19. van Kranenburg, R.; Le Gars, G. The Cybersecurity Aspects of New Entities Need a Cybernetic, Holistic Perspective. Int. J. Cyber
Forensic Adv. Threat Investig. 2021, 1, 2. [CrossRef]

20. Del-Real, C.; Diaz-Fernandez, A.M. Understanding the plural landscape of cybersecurity governance in Spain: A matter of capital
exchange. Int. Cybersecur. Law Rev. 2022, 3, 313-343. [CrossRef]

21.  Oruj, Z. Cyber security: Contemporary cyber threats and national strategies. Distance Educ. Ukr. Innov. Norm.-Leg. Pedagog. Asp.
2023, 1, 100-116.

22.  Sharikov, P. Contemporary Cybersecurity Challenges. In The Implications of Emerging Technologies in the Euro-Atlantic Space;
Palgrave Macmillan: Cham, Switzerland; Basel, Switzerland, 2023; pp. 143-157.

23. Cavelty, M.D.; Smeets, M. Regulatory cybersecurity governance in the making: The formation of ENISA and its struggle for
epistemic authority. J. Eur. Public Policy 2023, 30, 1330-1352. [CrossRef]

24. Kosseff, ]. Upgrading Cybersecurity Law. Houst. Law Rev. Forthcom. 2023, 1-33. [CrossRef]



Information 2023, 14, 586 29 of 31

25.
26.
27.
28.
29.
30.

31.
32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.
49.

50.

51.

52.

53.

54.

Creemers, R. The Chinese Conception of Cybersecurity: A Conceptual, Institutional and Regulatory Genealogy. |. Contemp. China
2023, 1-16. [CrossRef]

Mijwil, M.M_; Filali, Y.; Aljanabi, M.; Bounabi, M.; Al-Shahwani, H. The Purpose of Cybersecurity Governance in the Digital
Transformation of Public Services and Protecting the Digital Environment. Mesopotamian ]. Cybersecur. 2023, 2023, 1-6.

Abazi, B. Establishing the National Cybersecurity (Resilience) Ecosystem. IFAC-PapersOnLine 2022, 55, 42-47. [CrossRef]
ENISA. ENISA Threat Landscape 2022; European Union Agency for Cybersecurity: Heraclion, Greece, 2022.

Hinkley, S. Technology in the Public Sector and the Future of Government Work; UC Berkeley Labor Center: Berkeley, CA, USA, 2022.
Norris, D.F.; Mateczun, L.K.; Forno, R.F. What the Literature Says About Local Government Cybersecurity. In Cybersecurity and
Local Government; Wiley Data and Cybersecurity: Hoboken, NJ, USA, 2022; pp. 47-66.

CCN-CERT. Ciberamenazas y Tendencias: Eidicion 2022; Centro Criptolégico Nacional: Madrid, Spain, 2022.

Farrand, B.; Carrapico, H. Digital sovereignty and taking back control: From regulatory capitalism to regulatory mercantilism in
EU cybersecurity. Eur. Sefcurity 2022, 31, 435-453. [CrossRef]

Al Mebhairi, A.; Zgheib, R.; Abdellatif, T.M.; Conchon, E. Cyber Security Strategies While Safeguarding Information Systems in
Public/Private Sectors. In Electronic Governance with Emerging Technologies, Proceedings of the EGETC 2022, Tampico, Mexico, 12-14
September 2022; Communications in Computer and Information Science; Springer: Cham, Switzerland, 2022; pp. 49-63.
Blondin, D.; Boin, A. Cooperation in the Face of Transboundary Crisis: A Framework for Analysis. Perspect. Public Manag. Gov.
2020, 3, 197-209. [CrossRef]

Dominguez-Dorado, M.; Cortés-Polo, D.; Carmona-Murillo, ].; Rodriguez-Pérez, FJ.; Galeano-Brajones, J. Fast, Lightweight, and
Efficient Cybersecurity Optimization for Tactical-Operational Management. Appl. Sci. 2023, 13, 6327. [CrossRef]

Quinn, S.; Ivy, N.; Barrett, M.; Feldman, L.; Topper, D.; Witte, G.; Gardner, R.K. Using Business Impact Analysis to Inform Risk
Prioritization and Response; NIST Interagency Report NIST IR 8286D; NIST: Gaithersburg, MD, USA, 2022.

Ozkan, B.Y,; van Lingen, S.; Spruit, M. The Cybersecurity Focus Area Maturity (CYSFAM) Model. . Cybersecur. Priv. 2021, 1,
119-139. [CrossRef]

Rajan, R.; Rana, N.P,; Parameswar, N.; Dhir, S.; Sushil; Dwivedi, Y.K.K. Developing a modified total interpretive structural model
(M-TISM) for organizational strategic cybersecurity management. Technol. Forecast. Soc. Change 2021, 170, 120872. [CrossRef]
Axon, L.; Erola, A.; van Rensburg, A.J.; Nurse, ].R.C.; Goldsmith, M.; Creese, S. Practitioners” Views on Cybersecurity Control
Adoption and Effectiveness. In Proceedings of the ARES 2021: The 16th International Conference on Availability, Reliability and
Security, Vienna, Austria, 17-20 August 2021; ACM ICPS. ACM: New York, NY, USA, 2021; pp. 1-10.

Antunes, M.; Maximiano, M.; Gomes, R.; Pinto, D. Information Security and Cybersecurity Management: A Case Study with
SME:s in Portugal. J. Cybersecur. Priv. 2021, 1, 219-238. [CrossRef]

Preis, B.; Susskind, L. Municipal Cybersecurity: More Work Needs to be Done. Urban Aff. Rev. 2020, 58, 614—629. [CrossRef]
Clark, M.; Espinosa, J.; Delone, W. Defending Organizational Assets: A Preliminary Framework for Cybersecurity Success and
Knowledge Alignment. In Proceedings of the 53rd Hawaii International Conference on System Sciences, Maui, HI, USA, 7-10
January 2020; pp. 4283-4292.

Phillips, R.; Tanner, B. Breaking down silos between business continuity and cyber security. J. Bus. Contin. Emerg. Plan. 2019, 12,
224-232.

Kure, H.I; Islam, S. Assets focus risk management framework for critical infrastructure cybersecurity risk management. IET
Cyber-Phys. Syst. Theory Appl. 2019, 4, 332-340. [CrossRef]

Rothrock, R.A.; Kaplan, J.; Van Der Oord, F. The Board’s Role in Managing Cybersecurity Risks. MIT Sloan Manag. Rev. 2018, 59,
12-15.

Limba, T.; Pléta, T.; Agafonov, K.; Damkus, M. Cyber security management model for critical infrastructure. Entrep. Sustain. Issues
2017, 4, 559-573. [CrossRef]

Breier, J.; Hudec, L. On Selecting Critical Security Controls. In Proceedings of the 2013 International Conference on Availability,
Reliability and Security, Regensburg, Germany, 2-6 September 2013; IEEE: New York, NY, USA, 2013; pp. 1-7.

Almoughem, K.A.B.M. The Future of Cybersecurity Workforce Development. Acad. ]. Res. Sci. Publ. 2023, 4, 37-48. [CrossRef]
Shah, A.; Ganesan, R; Jajodia, S.; Cam, H.; Hutchinson, S. A Novel Team Formation Framework based on Performance in a
Cybersecurity Operations Center. IEEE Trans. Serv. Comput. Early Access 2023, 16, 2359-2371. [CrossRef]

Adetoye, B.; Fong, R.C.-W. Building a Resilient Cybersecurity Workforce: A Multidisciplinary Solution to the Problem of High
Turnover of Cybersecurity Analysts. In Cybersecurity in the Age of Smart Societies; Springer: Cham, Switzerland, 2023; pp. 61-87.
Balon, T.; Baggili, I. Cybercompetitions: A survey of competitions, tools, and systems to support cybersecurity education. Educ.
Inf. Technol. 2023, 28, 11759-11791. [CrossRef]

Nadua, E-D.-L.; Escandor, L.; Bangayan, M.; Vigonte, F; Abante, M.V. Identifying Incentives to Address Attrition in the
Government Cybersecurity Workforce. 2023; pp. 1-21. Available online: https://ssrn.com/abstract=4382110 (accessed on 16
October 2023).

Fisk, N.; Kelly, N.M.; Liebrock, L. Cybersecurity Communities of Practice: Strategies for Creating Gateways to Participation.
Comput. Secur. 2023, 132, 103188. [CrossRef]

Ashley, T.D.; Kwon, R.; Gourisetti, 5.N.G.; Katsis, C.; Bonebrake, C.A.; Boyd, P.A. Gamification of Cybersecurity for Workforce
Development in Critical Infrastructure. IEEE Access 2022, 10, 112487-112501. [CrossRef]



Information 2023, 14, 586 30 of 31

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

Justice, C.; Sample, C.; Loo, S.M.; Ball, A.; Hampton, C. Future Needs of the Cybersecurity Workforce. In Proceedings of the
17th International Conference on Cyber Warfare and Security, Albany, NY, USA, 17-18 March 2022; Academic Conferences
International Limited: South Oxfordshire, UK, 2022; Volume 17, pp. 81-91.

Ahmad, N.; Laplante, P.A.; DeFranco, ].F.; Kassab, M. A Cybersecurity Educated Community. IEEE Trans. Emerg. Top. Comput.
2022, 10, 1456-1463. [CrossRef]

Chowdhury, N.; Gkioulos, V. Cyber security training for critical infrastructure protection: A literature review. Comput. Sci. Rev.
2021, 40, 100361. [CrossRef]

Noche, E.B. A Literature Review of Empirical Studies on Cyber Security Workforce Development. Asian |. Multidiscip. Stud. 2021,
4, 65-73.

Hulatt, D.; Stavrou, E. The Development of a Multidisciplinary CybersecurityWorkforce: An Investigation. In Human Aspects of
Information Security and Assurance, Proceedings of the 15th IFIP WG 11.12 International Symposium, HAISA 2021; Virtual, 7-9 July
2021, Springer: Cham, Switzerland, 2021; pp. 138-147.

Kévrestad, J.; Nohlberg, M. Evaluation Strategies for Cybersecurity Training Methods: A Literature Review. In Human Aspects of
Information Security and Assurance, Proceedings of the 15th IFIP WG 11.12 International Symposium, HAISA 2021; Virtual, 7-9 July
2021, Springer: Cham, Switzerland, 2021; pp. 102-112.

Maurer, C.; Summer, M.; Mazzola, D.; Pearlson, K.; Jacks, T. The Cybersecurity Skills Survey: Response to the 2020 SIM IT Trends
Study. In Proceedings of the SIGMIS-CPR"21: 2021 on Computers and People Research Conference, Virtual, 30 June 2021; ACM:
Hamburg, Germany, 2021; pp. 35-37.

Ahmad, K.C.A.; Desouza, S.B.; Manyard, H.N.; Baskerville, R.L. How integration of cyber security management and incident
response enables organizational learning. J. Assoc. Inf. Sci. Technol. 2020, 71, 939-953. [CrossRef]

McNulty, M.; Kettani, H. On Cybersecurity Education for Non-technical Learners. In Proceedings of the 2020 3rd International
Conference on Information and Computer Technologies (ICICT), San Jose, CA, USA, 9-12 March 2020; IEEE: New York, NY, USA,
2020; pp. 413-416.

Dahlstrom, C.; Nistotskaya, M.; Tyrberg, M. Outsourcing, bureaucratic personnel quality and citizen satisfaction with public
services. Public Adm. 2018, 96, 218-233. [CrossRef]

Affan, Y.; Lin, L.; Rubia, F; Wang, J. Improving software security awareness using a serious game. IET Softw. Spec. Issue
Gamification Persuas. Games Softw. 2019, 13, 159-169.

Rubia, F; Affan, Y,; Lin, L.; Wang, ]. Strategies for counteracting social engineering attacks. Comput. Fraud. Secur. 2022, 2022,
15-19. [CrossRef]

Aragao, ].P.S.; Fontana, M.E. Guidelines for public sector managers on assessing the impact of outsourcing on business continuity
strategies: A Brazilian case. |. Glob. Oper. Strateg. Sourc. 2023, 16, 118-141. [CrossRef]

Gowun, P; Brunjes, B.M. Engaging Citizens in Government Contracting: A Theoretical Approach for the Role of Social Service
Nonprofits. Perspect. Public Manag. Gov. 2022, 5, 317-329.

Heikkilg, J.; Cordon, C. Outsourcing: A core or non-core strategic management decision? Brief. Entrep. Financ. 2022, 11, 183-193.
[CrossRef]

Pavelko, O.; Lazaryshyna, I.; Dukhnovska, L.; Sharova, S.; Oliinyk, T.; Donenko, I. Construction Development and Its Impact on
the Construction Enterprises Financial Results. Stud. Appl. Econ. 2021, 39, 1-11. [CrossRef]

Aragao, ].P.S.; Fontana, M.E. Outsourcing Strategies in Public Services under Budgetary Constraints: Analysing Perceptions of
Public Managers. Public Organ. Rev. 2021, 22, 61-77. [CrossRef]

Latif, M.N.A.; Aziz, N.A.A.; Hussin, N.S.N.; Aziz, Z.A. Cyber security in supply chain management: A systematic review.
LogForum 2021, 17, 49-57. [CrossRef]

Repetto, M.; Carrega, A.; Rapuzzi, R. An architecture to manage security operations for digital service chains. Future Gener.
Comput. Syst. 2021, 115, 251-266. [CrossRef]

Marco-Simo, ].M.; Pastor-Collado, J.A. IT Outsourcing in the Public Sector: A Descriptive Framework from a Literature Review.
J. Glob. Inf. Technol. Manag. 2020, 23, 25-52. [CrossRef]

van der Wal, Z. Being a Public Manager in Times of Crisis: The Art of Managing Stakeholders, Political Masters, and Collaborative
Networks. Public Adm. Rev. 2020, 80, 759-764. [CrossRef] [PubMed]

Rizwan, H.; Bhatti, S.N. Impacts of Outsourcing on Quality: A Case Study of an Electronics Sector. Bahria Univ. |. Manag. Technol.
2020, 2, 16-23.

Bogoviz, A.V.; Berezhnoi, A.V.; Mezhov, 1.S.S; Titova, O.V.; Kryukova, O.G. Decision Making in Modern Business Systems by the
Principles of Outsourcing. In Specifics of Decision Making in Modern Business Systems; Emerald Publishing Limited: Leeds, UK,
2019; pp. 141-148.

Bloomfield, K.; Williams, T.; Bovis, C.; Merali, Y. Systemic risk in major public contracts. Int. . Forecast. 2019, 35, 667-676.
[CrossRef]

Proscovia, S. The impact of new public management through outsourcing on the management of government information: The
case of Sweden. Rec. Manag. J. 2019, 29, 134-151.

Andersson, E; Jordahl, H.; Josephson, J. Outsourcing Public Services: Contractibility, Cost, and Quality. CESifo Econ. Stud. 2019,
65, 349-372. [CrossRef]

Solifio, A.S. Sustainability of Public Services: Is Outsourcing the Answer? Sustainability 2019, 11, 7231. [CrossRef]



Information 2023, 14, 586 31 of 31

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.
99.

100.
101.

102.

103.

104.

105.

106.

107.

108.

109.

110.

111.

112.

Lobao, L.; Gray, M.; Cox, K.; Kitson, M. The shrinking state? Understanding the assault on the public sector. Camb. J. Reg. Econ.
Soc. 2018, 11, 389-408. [CrossRef]

Aswini, K. Advantages and Disadvantages of Outsourcing. Shanlax Int. |. Commer. 2018, 6, 7-9.

Pupion, P.-C. Research on Public Strategic Management requiring a new theoretical framework. Gest. Manag. Public 2018, 6, 6-13.
Kekez, A.; Howlett, M.; Ramesh, M. Varieties of collaboration in public service delivery. Policy Des. Pract. 2018, 1, 243-252.
[CrossRef]

Johansson, T.; Siverbo, S. The relationship between supplier control and competition in public sector outsourcing. Financ. Account.
Manag. Gov. Public Serv. Charities 2018, 34, 268-287. [CrossRef]

Burnes, B.; Anastasiadis, A. Outsourcing: A public-private sector comparison. Supply Chain Manag. Int. ]. 2016, 8, 355-366.
[CrossRef]

Tayauova, G. Advantages and disadvantages of outsourcing: Analysis of outsourcing practices of Kazakhstan banks. Procedia-Soc.
Behav. Sci. 2012, 41, 188-195. [CrossRef]

Schmid, A.U.; Knudsen, S.; Niehoff, T.; Schwietz, K. Planning Distributed Security Operations Centers in Multi-Cloud Landscapes
A Systematic Approach, Generalized from A Case Study. Res. Sq. 2023, 1-18. [CrossRef]

Saraiva, M.; Mateus-Coelho, N. CyberSoc Framework a Systematic Review of the State-of-Art. Procedia Comput. Sci. 2022, 204,
961-972. [CrossRef]

Shutock, M.; Dietrich, G. Security Operations Centers: A Holistic View on Problems and Solutions. In Proceedings of the 55th
Hawaii International Conference on System Sciences, Virtual, 4-7 January 2022.

Georgiadou, A.; Mouzakitis, S.; Bounas, K.; Askounis, D. A Cyber-Security Culture Framework for Assessing Organization
Readiness. J. Comput. Inf. Syst. 2022, 62, 452-462. [CrossRef]

Dun, Y.T.; Razak, M.F.A ; Zolkiplib, M.E,; Bee, T.F; Firdaus, A. Grasp on next generation security operation centre (NGSOC):
Comparative study. Int. J. Nonlinear Anal. Appl. 2022, 12, 869-895.

Nugraha, I. A Review on the Role of Modern SOC in Cybersecurity Operations. Int. J. Curr. Sci. Res. Rev. 2021, 4, 408-414.
[CrossRef]

Kokulu, EB.; Soneji, A.; Bao, T.; Shoshitaishvili, Y.; Zhao, Z.; Doupé, A.; Ahn, G. Matched and Mismatched SOCs: A Qualitative
Study on Security Operations Center Issues. In Proceedings of the CCS "19: 2019 ACM SIGSAC Conference on Computer and
Communications Security, London, UK, 11-15 November 2019; ACM: New York, NY, USA, 2019; pp. 1955-1970.

Benzaghta, M.A; Elwalda, A.; Mousa, M.M.; Erkan, I.; Rahman, M. SWOT analysis applications: An integrative literature review.
J. Glob. Bus. Insights 2021, 6, 55-73. [CrossRef]

Pasaribu, R.D.; Shalsabila, D.; Djatmiko, T. Revamping business strategy using Business Model Canvas (BMC), SWOT analysis,
and TOWS matrix. Herit. Sustain. Dev. 2023, 5, 1-18. [CrossRef]

Hattangadi, V. SWOT & TOWS are Effective Tools for Strategic Formulation. Eur. Econ. Lett. 2023, 13, 977-981.

Wilson, K.S.; Kiy, M.A. Some Fundamental Cybersecurity Concepts. IEEE Access 2014, 2, 116-124. [CrossRef]

CIS. CIS Critical Controls (R); Center for Internet Security: New York, NY, USA, 2021.

NIST. Framework for Improving Critical Infrastructure Cybersecurity v1.1; National Institute of Standards and Technology: Gaithers-
burg, MD, USA, 2018.

NIST. Security and Privacy Controls for Information Systems and Organizations; SP 800-53 Rev. 5; NIST: Gaithersburg, MD, USA, 2020.
Center for Internet Security. CIS Community Defense Model v2.0; Center for Internet Security: New York, NY, USA, 2021.

Strom, B.E.; Applebaum, A.; Miller, D.P,; Nickels, K.C.; Pennington, A.G.; Thomas, C.B. MITRE ATT and CK(C): Design and
Philosophy; Defense Technical Information Center: Fort Belvoir, VA, USA, 2018.

Kwon, R.; Ashley, T.; Castleberry, J.; Mckenzie, P.; Gourisetti, S.N.G. Cyber Threat Dictionary Using MITRE ATT&CK Matrix and
NIST Cybersecurity Framework Mapping. In Proceedings of the 2020 Resilience Week (RWS), Salt Lake City, UT, USA, 19-23
October 2020; IEEE: New York, NY, USA, 2020; pp. 106-112.

Deng, S.; Guan, X.; Xu, J. The coopetition effect of learning-by-doing in outsourcing. Int. J. Prod. Res. 2021, 59, 516-541. [CrossRef]
Hamburg, I. Interdisciplinary Training and Mentoring for Cyber Security in Companies. In Handbook of Research on Cyber Crime
and Information Privacy; IGI Global: Hershey, PA, USA, 2021; pp. 356-371.

Burrel, D.N. Assessing the value of executive leadership coaches for cybersecurity project managers. Int. |. Hum. Cap. Inf. Technol.
Prof. 2019, 10, 20-32. [CrossRef]

John, S.N.; Noma-Osaghae, E.; Oajide, F.; Okokpujie, K. Cybersecurity Education: The Skills Gap, Hurdle! In Innovations in
Cybersecurity Education; Springer: Cham, Switzerland, 2020; pp. 361-376.

Corradini, I. Training Methods. In Building a Cybersecurity Culture in Organizations; Studies in Systems, Decision and Control;
Springer: Cham, Switzerland, 2020; Volume 284, pp. 115-133.

Monzelo, P; Nunes, S. The Role of the Chief Information Security Officer (CISO) in Organizations. In CAPSI 2019 Proceedings;
CAPSI: Toronto, ON, Canada, 2019; pp. 1-14.

Badhwar, R. See Something, Do Something! In The CISO’s Transformation; Springer: Cham, Switzerland, 2021; pp. 45-53.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.






DETECCION Y MITIGACION DE
CIBERAMENAZAS USANDO VNFS
EN SDNS

En esta seccion se presenta un articulo derivado de la participacion del autor en el
proyecto "SmartNet5G: Desarrollo de nuevos mecanismos de gestion en redes
programables de proxima generacion" (IB18003). Dentro de las lineas de trabajo del
proyecto, se exploraron las posibilidades y técnicas aplicables mediante la Virtualizacion
de Funciones de Red (NFV) sobre Redes Definidas por Software (SDN) en la gestion
de redes de comunicaciones. El articulo describe el desarrollo de un algoritmo para
detectar y mitigar ataques de denegacion de servicio a nivel de red. El algoritmo se basa
en la caracterizacion del trafico mediante el andlisis estadistico de la entropia de los
datagramas, identificando patrones anomalos que puedan representar una amenaza. Ante
un ataque detectado, el elemento de red redirige el trafico malicioso a una funcion de red
virtualizada encargada de su filtrado. Para la investigacion, se creé un entorno
experimental con proyectos de software libre para simular una red SDNINFV, emular un
ataque y detectarlo. Los resultados demostraron la capacidad del sistema para
discriminar 'y mitigar el trdfico de ataques de denegacion de servicio, evidenciando la
viabilidad de aplicar légica de ciberseguridad en arquitecturas SDNINFV.

Este resultado de investigacion contribuye al objetivo de la tesis O3, definido en el
apartado 1, Objetivos y metodologia de investigacion.
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Abstract: The evolution of interconnected systems and the evolving demands in service requirements
have led to data centers integrating multiple heterogeneous technologies that must coexist. Conse-
quently, the resource management and the security of the infrastructure are becoming more complex
than in traditional scenarios. In this context, technologies such as Software-Defined Networking
(SDN) or Network Function Virtualization (NFV) are being embraced as mechanisms that facilitate
communication management. The integration of both technologies into a single framework, termed
Software-Defined NFV (SDNFV) introduces a multitude of tools for managing the security of the
data center’s resources. This work delineates the primary characteristics of the evolution of these
communication networks and their application to information security and communications within a
data center. It presents an illustrative use case demonstrating the application of these next-generation
technologies to detect and mitigate a security issue through virtualized network functions deployed

in containers.

Keywords: NFV; SDN; security threats; detection; mitigation; dockers

1. Introduction

The service provision landscape has undergone a paradigm shift in recent years,
driven by technological advancements and evolving user demands. Legacy networks,
designed for a simpler era, are ill-equipped to address the emerging networking challenges
associated with this transformation. The ubiquitous adoption of cloud computing, server
virtualization, BYOD (Bring Your Own Device) environments, and the exponential growth
of big data and Artificial Intelligence (AI) exemplify the new paradigms necessitating
advanced network capabilities [1].

Implementing any change in conventional networks, such as adding, relocating, or
removing a network device, necessitates an overhaul of the entire network configuration.
Networks comprise multiple devices (switches, routers, firewalls, load balancers, etc.),
often from diverse vendors, resulting in intricate configurations that demand extensive
time for implementation. The evolving needs of businesses demand enhanced networking
capabilities, such as increased bandwidth, Quality of Service (QoS) control, and the conver-
gence of voice, data, and video traffic. Legacy networks lack the dynamic agility necessary
to effectively manage these demands [2].

Furthermore, scalability is a major hurdle for legacy networks. Networks typically
expand to accommodate new users and their data demands, but this growth often outpaces
the capacity of legacy architectures. This results in a network that is increasingly overloaded
and unreliable. The need for a new abstraction layer is evident, one that enables the
seamless addition of new devices while minimizing the burden on network administrators.
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Another significant challenge is the inability to establish consistent policies across the
network. Maintaining security or QoS policies within legacy networks is an arduous task.
Every network alteration requires the manual configuration of numerous devices, making
it prone to errors and inconsistencies. In BYOD environments, where employees use
personal mobile devices, policy enforcement becomes even more challenging, increasing
the vulnerability of the corporate network to security breaches. The surge in mobile devices
and users, combined with the intricacy of traditional networking, has created a perfect
storm that hinders the consistent application of policy compliance mechanisms.

Therefore, a fundamental shift in network architecture is necessary to overcome the
limitations of legacy infrastructure. There is a need for a more adaptable, scalable, and
secure network architecture that can seamlessly integrate with the evolving landscape of
service provision [3].

Thus, Software-Defined Networking (SDN) [4] and Network Functions Virtualization
(NFV) [5] architectures bring numerous benefits to this new computing paradigm. Their
integration under a single framework, termed Software-Defined NFV (SDNFV) [6], is an
active area of research and industry focus. This unified framework capitalizes on the
control inherited from SDN and the flexibility gained from NFV’s virtualized functions,
allowing significant improvements in security issue detection and mitigation through
SDNEFV. Also, they are essential tools for managing security in this paradigm [7] because
they are usually complementary technologies. In general, SDNFV-based networks combine
SDN’s network management with NFV’s virtualization of network node functions, as well
as the simplification of resource and service utilization within the network.

Due to the integration of diverse technologies and protocols in network orchestration,
security assumes a pivotal role in enhancing communication security through the deploy-
ment of innovative mechanisms. Traditional security measures like Intrusion Detection
Systems (IDS), firewalls, and others are traditionally stationed at the network periphery to
fend off external threats. However, the advent of new network architectures necessitates
novel security mechanisms to fortify services and networks, such as those employed in
traditional deployments [8].

Network security has become a prominent theme for both industry and academia,
with a surge of interest in its implementation within SDN [8] and NFV [9] architectures.
Some of these implementations take advantage of the programmability of the network by
applying solutions based on machine learning to detect anomaly flows [10] or implement
a softwarized IDS in the SDN network [11] or develop NFV functions as firewalls to be
deployed at the edge [12].

SDNFV technologies embody a novel and sophisticated paradigm to address security
issues linked with new service deployments. Varied applications can be devised to manage
security concerns of services or applications within the network using the benefits of
SDNFYV architecture.

In this work, a threat detection and mitigation algorithm is presented that takes the
advantages provided by SNDFV-based networks. The algorithm employed leverages
information entropy, a fundamental concept introduced by Shannon [13], to quantify uncer-
tainty within network traffic patterns. Information entropy has demonstrated its efficacy
in characterizing information content across a multitude of domains and applications like
big data, fuzzy logic, or medicine [14-17]. To measure uncertainty within the network,
the algorithm calculates the entropy of four key packet parameters: source IP address,
destination IP address, source port, and destination port. These entropy values subse-
quently serve as the foundation for initiating appropriate mitigation techniques within the
network infrastructure.

The remainder of this article is organized as follows: Section 2 introduces Network
Function Virtualization, Software-Defined Networks, and their relationship. Section 3
details the SDNFV network architecture used in this work, along with its design and
protocol development. Section 4 presents threat detection and mitigation in an SDNFV-
based network, describing the algorithm for detecting potential security issues and the
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mechanisms to mitigate them using virtualized network functions in a real scenario. Finally,
Section 5 provides the concluding remarks of this study.

2. Enabling Technologies in Next-Generation Network Communications: SDN and NFV

SDN technology has emerged as a new network paradigm, characterized by separating
the data plane from the control plane, aiming to simplify the management and config-
uration of traditional networks [18]. This shift in control, previously tightly integrated
into individual network devices, allows the underlying infrastructure to be abstracted for
applications and network services, treating the network as a logical or virtual entity.

Figure 1 illustrates the basic architecture of SDN from a logical perspective. As depicted,
the SDN architecture is divided into three layers: application, control, and infrastructure.

*  Applications Layer: These software programs execute specific tasks within an SDN
environment, supplanting and expanding functions traditionally embedded in hard-
ware devices of a conventional network. Examples of SDN applications include load
balancing, security, or traffic engineering.

¢  Control Layer: Serving as the core intelligence of an SDN network, the SDN controller
receives instructions and requirements from the application layer. It translates and
relays these instructions to network devices in the infrastructure layer. Centralized
network management through automated SDN applications facilitates the deployment
and modification of network services, making it quicker and more straightforward.

¢ Infrastructure Layer: This layer is composed of the devices, which are network com-
ponents that implement open standards (e.g., OpenFlow), enabling them to control
forwarding and data processing capabilities within the network.

The control plane and data plane are distinct layers resulting from the separation of
control and forwarding functions, providing applications with more network state infor-
mation compared with protocols used in traditional networks. This enhanced information
dissemination is facilitated by the presence of the network controller proposed by SDN.

Application f
Layer . L
Business Application
Northbound API I I I
Control SDN rr
Layer Controller
{ Network Services
Southbound API I I I
Infrastructure
Layer Network

Devices

Figure 1. SDN functional architecture.

This technology provides agility, enabling dynamic flow management and optimizing
resources for the changing needs of applications run by users in the cluster, which may
have varying requirements in terms of features and QoS [19].

Communication and interaction between SDN components occur through APIs (Appli-
cation Programming Interfaces). The API between defined SDN applications and the SDN
controller is commonly referred to as the northbound API. Conversely, the API defined
between the SDN controller and SDN network devices is known as the southbound API.
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The SDN technology provides a series of important benefits that are outlined below:

¢ Improved automation and management.

®  Deliver new network services quickly and easily.
¢  Implement a wide range of network policies.

¢ Reduced costs.

* Increased agility.

¢ Improved security.

On the other hand, NFV offers significant advantages in provisioning services in
next-generation networks. This paradigm’s primary goal is to decouple network functions
from the physical devices on which they run.

Moreover, NFV has the potential to facilitate and enhance the deployment of new
services with greater agility [20], allowing for meeting the low latency and high-reliability
requirements needed by applications [21]. Typically, deploying new sophisticated network
services like firewalling, load balancing, IPS (Intrusion Prevention System), IDS, routing,
or WAN optimization demands the acquisition of specialized and costly hardware-based
appliances by enterprises. This process also involves the installation of new equipment,
which requires physical space, increases energy costs, demands specialized knowledge, and
occasionally presents integration challenges. NFV seeks to revolutionize the architecture of
network operators by leveraging standard virtualization technology. This transformation
aims to consolidate various types of network equipment onto standard high-volume servers,
switches, and storage solutions prevalent in data centers, network nodes, and end-user
premises. NFV entails implementing network functions in software capable of operating
on diverse industry-standard server hardware. These functions can be flexibly moved or
instantiated at different locations within the network as needed, eliminating the necessity
for new equipment installations.

The principal attributes of NFV encompass the following:

*  Flexibility: NFV architecture facilitates the swift and straightforward deployment,
installation, and provisioning of novel network services, thereby expediting Time-to-
Market to meet the demands of businesses and users.

*  Cost-effectiveness: NFV eliminates the requirement for costly hardware-based ap-
pliances by allowing the emulation of these devices via virtualization on standard
high-volume servers, which are notably more economical.

®  Scalability: NFV enables the deployment of new services or machines across multiple
servers, obviating the necessity for additional physical space and simplifying network
scalability to align with business requirements.

*  Security: Network operators can administer and oversee the network while permit-
ting their customers to securely manage their own virtual space and firewall within
the network.

e Ubiquity: NFV facilitates the deployment of network services worldwide through
virtualization, ensuring global availability.

Frequently, IT experts place SDN and NFV together because they share common
objectives, as depicted in Figure 2. The primary aim of both SDN and NFV is to logically
manage the network using software, reducing manual interaction with network devices.
Hence, SDN and NFV paradigms are closely related [5], and with the efficient integration
of both, significant cost savings and greater flexibility in service provisioning could be
achieved. The integration of these paradigms into a single environment is known as an
SDNFV network.

Finally, although both solutions are complementary, they are not mutually dependent
and can be implemented separately, allowing for the deployment of SDN, NFV, or a
combination of both. According to the NFV white paper [22], the objective of virtualizing
network functions is to enable their use without applying SDN mechanisms, relying on
the techniques currently prevalent in most data centers. However, approaches based
on the separation of the control and forwarding planes, as proposed by SDN, improve
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performance, simplify compatibility with existing deployments, and facilitate management
and maintenance protocols.

Speeds up time

to market
Enables faster
innovation
Reduces space CapEX & OpEx
consumption Agility
Flexibility

Reduces

Reduces power complexity

consumption

Figure 2. Relationship between SDN and NFV.

3. Security in SDNFV

Information security has perennially been a critical concern in the digital era due to
the paramount value of information and the imperative need for its protection. Information
security encompasses preventive and responsive measures taken by individuals, organiza-
tions, and technological systems to safeguard and preserve the confidentiality, integrity,
and availability of information, often referred to as the CIA triad. This triad serves as a
foundational model guiding information security policies within organizations, as outlined
in ISO/IEC 27000:2018 [23]:

*  Confidentiality: Ensures that information is not disclosed to unauthorized individuals,
entities, or processes.

¢ Integrity: Ensures the accuracy and completeness of information.

* Availability: Ensures information is accessible and usable upon demand by auth-
orized entities.

While the CIA triad represents fundamental properties in information security, addi-
tional properties like authenticity, accountability, nonrepudiation, and reliability can also
be critical.

Networks play a key role in information systems, facilitating the exchange of infor-
mation among various computers and resource distribution. A secure information system
necessitates a secure network. The advent of novel network architectures has accommo-
dated new business requisites; however, it has concurrently introduced fresh threats and
vulnerabilities to the CIA triad that necessitate attention. For this reason, it is important to
analyze vulnerabilities and threats associated with SDN and NFV architectures.

3.1. SDN Security Issues

As discussed in the previous section, the primary objective of SDN architecture is the
separation of data and control planes. Consequently, the SDN architecture (refer to Figure 1)
comprises three layers: the application layer, the control layer, and the infrastructure layer,
each containing specific subcomponents:

*  Network elements (NE) situated in the infrastructure layer.
¢ SDN controllers located in the control layer.
*  SDN-enabled applications situated in the application layer.

While legacy networks possess a single type of component (network devices), the
SDN architecture encompasses multiple elements (NE, SDN controllers, SDN applications,
and northbound and southbound interfaces). Therefore, there is a need to protect not only
network devices but also controllers, applications, and their communications.
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Prior works [24] have analyzed each component of the SDN architecture using the Mi-
crosoft STRIDE methodology and identified potential threats to which they are vulnerable.
Table 1 summarizes the potential threats.

Table 1. SDN Risks Analysis.

Security
Attack Type Property SDN NE SDN Controller SDN App.
Spoofing Authentication Vulnerable Vulnerable Vulnerable
Tampering Integrity Vulnerable Vulnerable Vulnerable
Repudiation Nonrepudiation - Vulnerable -
Inf.ormatlon Confidentiality Vulnerable Vulnerable Vulnerable
Disclosure
Denial of Availabilit Vulnerable Vulnerable Vulnerable
Service (DoS) y
Elevation of Authorization Vulnerable Vulnerable -

Privileges

The northbound interface (NBI) presents a significant attack vector due to the multi-
plicity of APIs employed by SDN controllers. These APIs leverage diverse technologies
and languages, such as Python, Java, C, REST, XML, JSON, FTP, LDAP, and others. Ex-
ploiting vulnerabilities in any of these technologies or programming languages could
grant an attacker control over the SDN network through the compromised controller. For
instance, a compromised NBI could enable an attacker to create malicious SDN policies
and manipulate the network environment.

Similarly, the southbound interface (SBI) constitutes a potential attack vector. Nu-
merous APIs and protocols facilitate communication between the controller and network
elements. These protocols include OpenFlow, Simple Network Management Protocol
(SNMP), Secure Shell (SSH), NETCONF, OVSDB (Open vSwitch Database Management
Protocol), OF-Config (OpenFlow Management and Configuration Protocol), etc. While each
protocol utilizes its security methods, their relative novelty and potential implementation
flaws leave them vulnerable. An attacker could exploit these vulnerabilities to modify or
create malicious flows within a device’s flow table, enabling the introduction of illegal
traffic or the manipulation of routing for malicious purposes, such as Man-in-the-Middle
(MITM) attacks.

The relative novelty of SDN and its software-based infrastructure presents a distinct
challenge in terms of security. The lack of a historical record of security incidents hinders
our ability to anticipate and proactively address potential attack vectors. This necessitates
a proactive approach to network hardening, emphasizing robust security measures across
all interfaces and protocols within the SDN architecture.

To improve the security of SDN networks, several measures can be implemented.
A strategy is to secure the controller, which is considered the network’s core. So, if this
component is compromised, the overall functioning of the network is affected [25]. An-
other measure is to address the communication bottleneck between the controller and the
switches, which can be exploited by attackers [26].

3.2. NFV Security Issues

In the actual networking landscape, the deployment of Virtual Network Functions
(VNFs) must ensure that the robust security features inherent in legacy networks are
preserved. While NFV offers numerous benefits, it also introduces new security concerns
related to orchestrator and hypervisor protection, ubiquitous virtual appliances, third-party
access, shared virtual machines and storage, and more.
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VNFs, as network functions running on virtual machines, are susceptible to three
categories of security threats:

*  Generic virtualization threats: These include memory leakage, interrupt isolation, and
other vulnerabilities inherent in virtualized environments.

¢  Threats specific to legacy network functions: These encompass existing threats pre-
viously targeted at physical network functions, such as flooding attacks and routing
security vulnerabilities.

¢ New threats arising from the combination of virtualization and networking tech-
nologies: These threats are specific to NFV environments and exploit the unique
characteristics of virtualized network functions.

The NFV security problem statement outlines these potential threats, including both
novel threats and existing threats that manifest in new ways. To address these concerns, a
security expert group designated by the European Telecommunications Standards Institute
(ETSI) has provided comprehensive guidelines for securing NFV deployments [27]. These
guidelines focus on the following key security areas:

e Topology validation and enforcement: Ensuring the network topology adheres to
security policies and preventing unauthorized modifications.

¢ Availability of management support infrastructure: Guaranteeing the availability and
integrity of critical infrastructure supporting NFV management.

*  Secured boot: Implementing mechanisms that ensure only verified software is loaded
during the boot process.

*  Secure crash: Protecting system memory and state information in the event of a
system crash.

¢  Performance isolation: Preventing resource starvation and ensuring fair resource
allocation among VINFs.

e User/tenant authentication, authorization, and accounting (AAA): Implementing
robust user and tenant authentication, authorization, and accounting mechanisms.

¢ Authenticated time service: Providing a reliable and tamper-proof time service for VNFs.

*  Private keys within cloned limages: Protecting private keys used for encryption and
authentication within cloned virtual machine images.

*  Backdoors via virtualized test and monitoring functions: Preventing the introduction
of unauthorized backdoors through virtualized testing and monitoring functions.

*  Multiadministrator isolation: Ensuring the isolation of different administrative do-
mains to prevent unauthorized access and privilege escalation.

By implementing these security measures and adhering to best practices outlined
by ETSI, network operators can leverage the benefits of NFV while mitigating potential
security risks and ensuring a secure and reliable network environment.

4. Implementation of Security Mechanisms into SDNFV-Based Networks

As previously discussed, while SDN and NFV offer significant benefits for modern
network architectures, they also present security challenges for the network and its data.
Integrating both approaches within a unified framework, known as an SDNFV-based
network, offers improved mechanisms for detecting and mitigating security threats.

Due to the combined control and flexibility advantages inherited from SDN and NFV,
respectively, SDNFV has become a hot topic in both research and industry. Several tech-
nologies have emerged to implement SDNFV frameworks due to the inherent complexity
of its architecture and the relationship between the two approaches.

An SDNFV-based network defines complex network services that can operate on
general-purpose hardware, replacing traditional dedicated hardware designed for specific
functions [28]. This integration between NFV and SDN hardware is partially achieved
through the decoupled control plane and data plane in SDN. The controller managing
the network’s control plane orchestrates the deployment of services, selecting the optimal
location for each virtualized function.
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While the controller’s primary function in a pure SDN architecture remains managing
the control plane and directing network flows, an SDNFV-based network requires addi-
tional functionality for orchestrating network resources, deploying virtualized functions,
and managing their life cycle.

From a security perspective, the controller/orchestrator plays a vital role in handling
key services for attack detection and mitigation, allocating network resources for black hole
creation, and analyzing traffic flows, sources, and sinks.

Figure 3 illustrates the architecture and how both paradigms interconnect through the
controller/orchestrator deployed in the network. As observed in the figure, the architecture
is divided into different types of interconnected nodes. There are two types of SDN switches
in the proposed SDNFV network architecture.

i
i
i
! - OVS Switch

S

! - CPqD Switch with BEBA
| support

i

i

i

i

\

- Docker Server

Network Controller/Orchestrator.

Attacker Node

Victim Node

Figure 3. Proposed SDNFV network.

The first is built upon CPqD/ofsoftswitch13, which is an OpenFlow 1.3 Software
Switch version executed in user space and implementing all standard functionalities. This
switch has been modified by the BEhavioural-BAsed forwarding (BEBA) project workgroup
to introduce an extended set of actions and primitives designed to monitor network traffic
and enhance communication security[29]. The BEBA approach is an open-source imple-
mentation of an OpenState controller and switch, which is available at [30]. The second
type of switch utilized within this setup is the Open vSwitch (OVS), functioning as a kernel
module supporting OpenFlow, effectively replacing the Linux bridge implementation.

Another integral component is the RYU OpenFlow controller, managing the control
plane of both switch types to facilitate intelligent routing within the SDNFV network. For
the sake of simplicity, this controller also assumes the role of an orchestrator, overseeing the
management of resources within the network function virtualization infrastructure (NFVI).
These functions can be split into two entities in the network to separate the controller and
orchestrator functionalities.

In this architecture, the infrastructure for deploying network functions virtualized utilizes
a Docker infrastructure, operating within a Docker cluster. These Docker servers are integrated
into the network as nodes, accessible through various routes. All virtualized functionalities
are deployed within these servers, requiring the controller to adapt routes to incorporate NFV
functionalities within the network and manage interactions with the network flows.

4.1. SDN Network

As highlighted in the preceding section, the SDN network incorporates two distinct
switch types. OVS switches, functioning as nonintelligent switches, primarily operate
by following packet switching rules established by the controller. They are also inte-
grated into the Docker cluster to facilitate the deployment of Dockers that implement the
NFV architecture.
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The CPqD switches, designed with BEBA support, embody the proposal known as
OpenState [31,32]. OpenState extends the core functionalities of OpenFlow, enabling the
application of diverse match—action rules based on various states detected within the SDN
flow tables of the switch.

This enhanced functionality empowers the switch to respond to packet-level events
by analyzing the flows being switched. If the analysis aligns with the predefined rules in
the flow tables, the switch can act following those rules.

OpenState operates as an extension of OpenFlow, integrating a traditional match/action
flow table with an additional state table containing flow states. BEBA-enabled switches
initially match packets with states from the state table before executing the flow table to
determine the subsequent actions to take. Figure 4 illustrates the architecture of OpenState.

State Table Flow Table

Packet Key S | THeeis Packet Headers
Headers ~ and State

Packet Headers
and Actions

Match Actions | Timeouts

packet

A.r'wlv Default m.]a

Packet Headers, next state and
timeouts

Figure 4. OpenState architecture.
4.2. NFV Architecture

The NFV architecture is implemented through the utilization of Dockers within a
cluster. For effective orchestration and deployment of virtualized functionalities, the
network controller necessitates comprehensive information about the cluster, encompassing
hardware details and server IPs to establish the NFVI. With these data, the controller can
efficiently allocate resources and deploy virtualized functionalities.

Within this ecosystem, network functions are encapsulated within lightweight Docker
containers. This containerized approach ensures the independence of function deploy-
ment from the underlying platform. Figure 5 illustrates the NFVI architecture and the
virtualization of functions within this framework.

OvS Domain. The the
Open vSwitch
pNIC
veth1 veth2 veth3 veth4
if1 if2 if3 if4
Bridge M1l Bridge

Virtualized Function Virtualized Function

Docker domain: docker daemon manage the containers

Network Infrastructure

Figure 5. NFVI architecture.

The NFVI establishes connectivity with the SDNFV network via the physical net-
work interfaces (pNIC). These interfaces facilitate packet exchange between the virtualized
network functions and the SDN network. Each encapsulated virtual function within a con-
tainer is equipped with two virtual network interfaces interconnected via a bridge (enabling
dynamic virtual network configuration among containers using physical switch functions
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for NFV infrastructure). This framework allows a small cluster to deploy numerous in-
stances, configuring network connections and interfaces while facilitating communication
between containers. Dockers implement container functionality through a file termed Dock-
erfile, containing instructions for automatic environment setup within a Docker image. This
image, when instantiated within the NFVI, executes functions within the SDNFV network.
Secure communication between the controller/orchestrator and the NFVI is ensured by
encryption, facilitating the transmission of virtualized function configurations, the creation
of Dockerfiles, and the deployment commands essential for NFV infrastructure.

4.3. SDNFV Controller/Orchestration

The architecture incorporates a RYU-based controller, which is a component-based
SDN controller, featuring a set of predefined components essential for its functionality.
These components are customizable within the controller application to adapt its behavior
to specific problem requirements.

To support fundamental BEBA functionalities, various new messages, actions, and
match fields must be integrated. The BEBA-supported controller extends the basic controller
implementation, enabling the parsing of user-defined applications. It utilizes experimental
messages to construct the application’s logical model and a user-defined payload to convey
essential information for traffic switching, flow decisions, or network rule execution.

The BEBA implementation has been adapted to incorporate the NFV orchestrator.
It acquires information from the NFVI (in this scenario, the Docker cluster), deploys
virtualized functions, and redirects traffic to the NFV. Figure 6 illustrates the comprehensive
architecture of the controller/orchestrator.

SDN app

Secured channel
NFV orchestration,

Docker management
and attack mitigation

Flow analysis and attack
detection

Docker server

Predefined Applications: L2 switch, tenant isolation, etc... Experimenter Extension

Libraries: OF REST, topology discovery, etc...

OF protacols parser / serializer OF1.3

Openflow Openflow +
BEBA primitives

@

Openflow Switch Openflow Switch with
BEBA support

Figure 6. Architecture of the controller/orchestrator.

The RYU SDN framework is expanded through BEBA implementation utilizing
the OpenFlow 1.3 protocol [33] and external libraries integrated into the original frame-
work [34]. Notably, the SDNFV network is heterogeneous, demanding the controller to
manage switches and implement a switching protocol for flow routing. OpenFlow switches
with BEBA support execute normal applications (like predefined L2 switches).

The developed application built upon this framework leverages BEBA implementation
to analyze flows and detect suspicious ones. Subsequently, the NFV orchestration module
selects the optimal Docker server to deploy the container housing the NFV functionality.
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It establishes a secure channel, executes deployment commands for the NFV, and upon
successful deployment, reconfigures the flow tables to divert the identified flow to the NFV
container, thus mitigating the attack.

5. Results
5.1. Detection and Mitigation

As described in the previous section, the controller/orchestrator integrates two modules
designed for attack detection and mitigation. These modules are interlinked as the mitigation
process necessitates detailed flow information, including source IP, source port, destination
IP, destination port, and the attacking protocol. The detection module operates as a thread,
routinely issuing requests to the OpenFlow switch to gather statistical information.

To obtain a response from the switch, an event handler was created to capture the
messages containing the statistics’” reply. These statistics undergo analysis to extract the
packet’s source and destination address, as well as the TCP or UDP source and destination
port, to tally the different analyzed flows. Upon completing the flow analysis, entropy
calculation ensues. Entropy is utilized for detecting Denial of Service (DoS) attacks by
assessing statistical attributes within the packet header. Specifically, the analysis relies
on comparing entropy across successive packet samples to identify an attack and can be
defined as Equation (1):

n
E=—Y pilogpi )
i-1

where E is the entropy, n is the number of elements detected in the flow analysis, and
pi is the probability of finding the i-th element in the conjunction of elements detected
in the analysis. The application of entropy allows for the analysis of multiple variables
within a flow by calculating the probability that the next packets encountered have similar
information that the others processed previously. The attack performed in this experiment
is a UDP flood attack by the malicious node, as a result of which the entropy of the flow
sent by that node will be significantly reduced once packets of the same type start to be
sent to the victim over the network. Once the entropy is calculated, the detection algorithm
is executed. The algorithm is based on Equations (2) to (4).

lower — lim = X, — precision * 0y (2)
upper — lim = X, + precision * oy 3
. i < v < 7
Attack — {false if lower—lim < X < upper lim @)
true otherwise

where X, is the mean value of the analyzed elements, and precision is the value used to
define the precision in the detection algorithm. In this case, the values used for precision
are 68% for low precision, 95% for medium precision, and 99.7% for high precision. Finally,
0p is the standard deviation.

If an attack is detected, the controller/orchestrator searches a database containing
information about the Docker cluster to select the server capable of efficiently implementing
the NFV function. Once the server is chosen, the controller opens a secure channel to
deploy the NFV in a Docker container. The deployment is carried out using the Dockerfile
descriptor. This file describes the NFV function and the Docker’s behavior. Algorithm 1
shows an example of a Dockerfile.

The Dockerfile defines the rules with which the Docker will be launched. Once
the Docker container is built, the interfaces are created and the bridge between them is
established. All of this is deployed on the chosen server from the Docker cluster. The
controller, after completing the deployment phase, modifies the forwarding tables of the
switches involved in the DoS attack communication to mitigate it. With this mechanism,
the switches receiving the attack only need to forward the packets to the output port, and
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the attack is mitigated using a server designed to absorb it without causing a DoS on the
target node chosen by the attacker. In this case, the destination is the firewall deployed
as an NFV function, a software implementation of a firewall with relevant rules to filter
malicious traffic.

Algorithm 1 Example Dockerfile

# Firewall allowing traffic

# from port 80

FROM base

ENTRYPOINT ifinit && \

brinit && \

iptables -A FORWARD -p tcp && \
—dport 80 -j ACCEPT && \

iptables -A FORWARD -j DROP && \
/bin/bash

5.2. Testbed and Results

The scenario used is presented in Figure 7, and it is built on the top of Containernet
and Docker servers infrastructure. As depicted in the figure, each infrastructure is deployed
in a physical server interconnected by an Ethernet network.

Network Controller/Orchestrator

Virtualized Infrastructure

Victim Node

|
% 10000 =0 10000 =0
5]
=]
g 1+—=0)
e
E NE o)
1] |
%
£ |
i = docker
Containernet Server Docker Server

Figure 7. Scenario used to the experimental results.

The network was deployed in Containernet because it offers a fully virtualized en-
vironment based on Docker containers. These containers utilize sophisticated isolation
features (e.g., Mount, UTS, IPC, PID, Network) to achieve a superior degree of sandbox-
ing. This enhanced isolation capability is crucial to measure the resources used by the
analyzed scenario.

Containernet is a fork of the widely recognized network emulator Mininet. While
Mininet efficiently emulates specific use cases, its inherent limitations due to it not fully
isolating emulated hosts have been a crucial issue for election.

In the scenario, a real trace with legitimate network traffic is inserted to the scenario to
generate background traffic and make it difficult for the detection module of the algorithm.
At around fifteen seconds, the attack is produced, and the attacker starts to generate
illegitimate network traffic and send it to the victim. As can be observed in Figure 8a, the
throughput is increased very quickly.
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In this scenario, a real network traffic trace, obtained from project BEBA, is introduced
to the environment to generate background traffic. This will complicate the algorithm’s
detection process and validate the process of attack mitigation. Around fifteen seconds
after the beginning of the scenario, the attacker starts to generate illegitimate network traffic
and send it to the victim. As depicted in Figure 8a, there is a rapid surge in throughput
observed when the attack is started. In this scenario, the network does not implement any
mechanism to mitigate the attack; hence, the throughput sent to the network is maintained
during the experiment. As can be observed, the experiment was repeated 15 times to
avoid random events in the scenario. Compared with the experiment with a mitigation
mechanism based on the entropy analysis of the flows, the average throughput reached in
the network is reduced by around 8%, and the attack is mitigated in less than 5 s, as can
be observed in Figure 8b. At around the eighteenth second, the traffic starts to decrease in
the network.
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Figure 8. Network throughput: (a) scenario without any mitigation and (b) scenario with the
proposed mitigation mechanism.

The entropy analysis, shown in Figure 9, studies the information stored in the controller
and demonstrates the evolution of the entropy parameter in the source and destination
IP address, which are the source and destination port of the attacking flow. As can be
seen, when the attack is launched, the entropy level drops below the minimum, and the
controller triggers the mitigation by redirecting the traffic over the network to the deployed
Docker with the firewall service, which filters the packets belonging to the attack and leaves
the rest of the packets that are sent and are legitimate.

Once the invalid traffic is filtered (around the twentieth second), the entropy returns
to normal levels as the amount of packets sent to the victim has decreased.
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Figure 9. Entropy for each analyzed parameter.
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Another of the most important parameters evaluated in this article is the average
amount of CPU used in attacks, as shown in Figure 10a,b. The first shows the average CPU
usage without mitigation, which is a continuous use throughout the experiment due to the
need for the devices to receive the sent packets, process them, and forward them to the next
hop, or attend to requests in case of a victim node. On the contrary, when the mitigation
mechanism is active, it can be observed that it never reaches 100%, and the maximum CPU
usage is achieved within seconds of the attack until it is detected. Additionally, it can be
observed that the average CPU usage decreases once the network traffic is redirected to the
virtualized NFV function.

As can be seen, the attacks analyzed in the scenario impact the network bandwidth as
well as the CPU of the attacked devices. Thanks to the simplicity of the detection algorithm,
it can be deployed on a controller with limited resources without impacting its normal
operation. Additionally, as shown, this algorithm can detect and mitigate an attack in
approximately 5 s, which is a short enough time not to saturate the CPU of the device, as
shown in Figure 10.

This simple scenario allows for much greater development, where the implementation
of new algorithms in the controller can analyze packets using much more complex and
deep techniques, such as deep learning algorithms.
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Figure 10. CPU usage: (a) without any mitigation mechanism and (b) with the proposed mitigation

mechanism.

6. Conclusions

This paper introduces a novel architecture that takes advantage of the benefits intro-
duced by SDNFV-based architecture, and it allows the detection and mitigation of DoS
attacks by utilizing virtualized functions within a Docker cluster. The presented architecture
represents a straightforward and cost-efficient SDN-based network that scrutinizes flows
and identifies attacks through an entropy mechanism developed within the controller. This
mechanism demonstrates heightened capabilities in detection and mitigation by specifically
targeting the flow involved in the attack. Moreover, it can discriminate among various
attributes such as IP addresses, ports, or protocols.

The framework enables the deployment of diverse virtualized functionalities, which
are contingent on the application running atop the RYU controller. While this work focuses
on the presentation of the firewall virtualized function, the framework’s versatility allows
for the deployment of other functions, such as traffic conformation, packet deep inspection,
sFlow collectors, and analyzers.

The potential of the framework lies in ensuring a transparent implementation of net-
work functionalities for end-users. Moreover, the control plane is managed by the con-
troller / orchestrator, efficiently handling network resources to enhance overall performance.

In future works, the algorithm used to detect and mitigate the DoS attack can be
extended to detect other threats, as explained in Table 1. By leveraging the network’s
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programmability, the advantages offered by the OpenState framework, and the adaptability
of virtualized functions, numerous other scenarios can be examined utilizing this innovative
architecture. Additionally, the impact in more complex scenarios will be studied in depth
in future work, where a greater number of nodes will be used to deploy the infrastructure
to analyze the performance of the scenarios in detail.
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CONCLUSIONES Y TRABAJO
FUTURO

En este ultimo capitulo se resumen los hallazgos y resultados de la investigacion realizada
en la tesis y se detallan las nuevas dareas de investigacion identificadas para futuros
estudios. En cuanto a los resultados, se destaca la complejidad y diversas limitaciones
para adoptar un enfoque holistico de gestion y evaluacion de la ciberseguridad en las
entidades publicas. Se muestra como la solucion propuesta en la tesis, centrada
principalmente en aspectos metodolégicos y procedimentales, pero también respaldada
por soluciones tecnoldgicas, facilita la implementacion de este enfoque en el Sector
Publico, mejorando su postura de ciberseguridad y aumentando el control y la
concienciacion sobre la proteccion de sus activos de negocio. En cuanto a las posibles
investigaciones futuras, se identifican dos dreas de mejora significativa: el entrenamiento
de la conciencia situacional en ciberseguridad de la organizacion para gestionar
cibercrisis, y la aplicacion del concepto de gemelo digital para simular escenarios de
riesgo cibernético y detectar y predecir el estado de preparacion de la organizacion ante
ellos. Este capitulo no solo concluye la investigacion de la tesis, sino que también abre
nuevas posibilidades para expandir el modelo y hacerlo mas completo.
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7.1

Conclusiones

A lo largo de la tesis, se puede inferir que el disefio de un modelo de gestion y
evaluacion de la ciberseguridad holistica, que se enfoque en los niveles tacticos y
operativos y que utilice el activo de negocio como punto de referencia para aplicar
medidas de ciberseguridad, es una herramienta esencial para que las entidades del
Sector Publico puedan abordar de manera efectiva la ciberproteccion de sus
operaciones. Este modelo permite una coordinacion y estructuracion adecuadas tanto
dentro de la organizacion, en términos horizontales y verticales, como también en
relacion con las entidades de su cadena de suministro.

Partiendo de los objetivos especificos detallados en la seccidon “Objetivos y
metodologia de investigacion”, se enumeran los resultados obtenidos en los siguientes
parrafos:

R1. Referido al objetivo O1 - Disefio de un marco de trabajo para la gestion y
evaluacion de la ciberseguridad en el Sector Pablico. En respuesta a este objetivo
de la tesis, se realizo un minucioso analisis de los factores que dificultan la
adopcion de un enfoque integral de ciberseguridad, junto con una exhaustiva
revision de los estandares, normativas y literatura existente para evaluar como
abordan estas dificultades los modelos actuales. El propio analisis de este
ecosistema constituye por si mismo un resultado interesante de la tesis por
cuanto contribuye a ampliar el cuerpo de conocimiento de la ciberseguridad
holistica en el contexto de las organizaciones en general y de las entidades
publicas en particular. Con sustento en este analisis, se desarrollo una base de
conocimiento compartida sobre ciberseguridad holistica, unificando los
conceptos que deben usarse entre diferentes areas de la organizacion y su
cadena de suministro. Se definieron los procesos y estructuras necesarias para
aplicar la ciberseguridad holistica centrada en el activo de negocio, desde los
niveles tacticos y operativos, involucrando a la cadena de suministro y
manteniendo la coherencia con las necesidades estratégicas de ciberseguridad.
Como parte de los trabajos, también se desarrollaron un conjunto de métricas
de ciberseguridad holistica que permitiesen evaluar los niveles de
ciberseguridad y seguir el progreso hacia los objetivos estratégicos, siendo
aplicables estas también a las entidades de la cadena de suministro como parte
de la ciberseguridad general de la organizacion. Este modelo se aplico de forma
practica en una entidad del Sector Publico con resultados satisfactorios y a dia
de hoy contintia siendo el modelo seguido por dicha organizaciéon para la
gestion holistica de la ciberseguridad. Este resultado fue refrendado por la
comunidad cientifica en la publicacion asociada, como se detalla en el capitulo
2.

R2. Referido al objetivo O2 - Desarrollo de soluciones algoritmicas para la
optimizacion. Atendiendo a lo requerido por este objetivo de la tesis, durante
los trabajos de investigacion se exploran las aplicaciones potenciales de los
algoritmos evolutivos para la optimizacion de la ciberseguridad. Se realizé un
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R3.

R4.

analisis exhaustivo de la literatura existente sobre estos algoritmos, asi como
de sus variantes y aplicaciones especificas en el ambito de la gestion de la
ciberseguridad. A partir de esta esta revision, se desarrolld6 un algoritmo
genético de optimizacion multicriterio disehado para integrarse
completamente en el modelo previamente desarrollado. Este algoritmo
permite una seleccion eficaz y rapida de acciones de ciberseguridad que se
alinean con los objetivos estratégicos de la ciberseguridad holistica,
considerando los controles de seguridad ya implementados para permitir una
aplicacion gradual de medidas de ciberseguridad en la organizacién. Sin la
aplicacion de este algoritmo, el modelo desarrollado, dependiendo del
conjunto de objetivos a optimizar y de las restricciones impuestas por las
personas que deben aplicarlo, puede requerir un tiempo inasumible para
encontrar y acordar un conjunto factible de actuaciones de ciberseguridad que
permitan la consecucion de los objetivos estratégicos, dado que puede haber
multiples combinaciones para ello. Las evidencias empiricas generadas
durante la fase de pruebas de dicho algoritmo en la que se realizaron miles de
gjecuciones, permiten afirmar que este tiempo se reduce a segundos,
demostrando que la aplicacion de los algoritmos evolutivos optimiza la
aplicacion del modelo de gestion propuesto. Este resultado fue validado por la
comunidad cientifica en la publicacion asociada, como se detalla en el capitulo
3.

Referido al objetivo O3 - Analisis y desarrollo de soluciones tecnologicas para
facilitar la implantacion practica del modelo. Para abordar este objetivo de la
tesis se realizaron dos desarrollos en los cuales se encapsuld el algoritmo
genético de optimizacion multicriterio desarrollado. Estas soluciones
consistieron en una libreria disefiada para su integracion en software de
terceros y una aplicacion grafica destinada al uso directo por parte de
organizaciones que hayan implementado el marco de gestion propuesto en esta
tesis. Este software simplifica el proceso de toma de decisiones al evaluar el
estado actual de ciberseguridad de los activos de negocio, establecer los
objetivos estratégicos deseados y utilizar el algoritmo desarrollado para
identificar conjuntos de controles de ciberseguridad necesarios para lograr
dichos objetivos. Como parte de estos trabajos ambos desarrollos fueron
probados en la practica en dos organizaciones voluntarias: una perteneciente
al Sector Publico y otra perteneciente al sector privado del campo de la
automocioén, con resultados satisfactorios en ambos casos. La aplicacion de
estas soluciones software permiti® no so6lo una mayor eficiencia a estas
organizaciones en la eleccion de controles especificos de ciberseguridad, sino
que también minimizo6 la aparicién de conflictos durante dicho proceso. La
eleccion de uno u otro conjunto de actuaciones de ciberseguridad puede
significar una mayor carga de trabajo o gasto de presupuesto para algunas
areas en relacion con otras. En lugar de entrar en conflictos improductivos, el
algoritmo permite hallar diversos conjuntos, de forma eficiente, sobre los que
poder analizar ventajas e inconvenientes. Este resultado fue validado por la
comunidad cientifica en la publicacion asociada, como se detalla en el capitulo
4. El trabajo detallado en el capitulo 6, fruto de la colaboracién paralela en un
proyecto de investigacion, también contribuye a este resultado.

Referido al objetivo O4 - Disefio de extensiones metodoldgicas para abordar la
ciberseguridad de la cadena de suministro. Para afrontar el ultimo de los
objetivos de la tesis, se llevd a cabo una revision detallada de la literatura
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relacionada con la gestion de la ciberseguridad en el contexto de las entidades
publicas. Se examinaron varios aspectos, como los fundamentos de la
ciberseguridad holistica, la gestion del personal operativo de ciberseguridad,
el desarrollo y retencion del talento en ciberseguridad, la subcontratacion y
externalizacion de servicios de ciberseguridad en el sector publico. De nuevo,
este analisis en si mismo constituye un resultado interesante al aflorar toda la
problematica especifica de las entidades publicas en relacidon con la gestion de
la ciberseguridad. El objeto de estos trabajos de investigacion consistido en
realizar un analisis profundo del caso especifico de una entidad publica
colaboradora relacionada con el impulso de la transformacion digital, realizar
un analisis del estado del arte, como se ha comentado, y analizar de forma
metodica si en dicho estado del arte se reflejaban las mismas casuisticas que en
la organizaciéon analizada, buscando puntos comunes que permitieran una
generalizacion a todo el Sector Publico partiendo del caso de estudio. Esta
generalizacion, de nuevo, constituye un resultado en si mismo y puede ser
utilizada por otros investigadores como base para sus estudios. Finalmente,
tras este trabajo, se desarrollaron estrategias para maximizar las capacidades
de las entidades publicas en ciberseguridad holistica explotando sus fortalezas
en subcontratacion. Se disefiaron elementos metodologicos para permitir a las
entidades publicas la identificacion de capacidades y habilidades requeridas
para una ciberseguridad efectiva en alineacion con el modelo de gestion
propuesto en esta tesis y la traslacion con garantias a su cadena de suministros,
bien en forma de centro de operaciones de ciberseguridad externalizado, bien
como requisitos de ciberseguridad para otros contratos externalizados no
directamente relacionados con la ciberseguridad. Los resultados de este
estudio fueron utilizados por la entidad publica que colabord en los trabajos,
permitiendo de forma satisfactoria, segun las valoraciones realizadas, la
identificacion de requisitos de ciberseguridad y su transferencia, en modalidad
de subcontratacion, a su cadena de suministro. Este resultado fue refrendado
por la comunidad cientifica en la publicacion asociada, como se detalla en el
capitulo 5.

7.2

Trabajo futuro

Tras la elaboracion de esta tesis, se han detectado nuevas necesidades que aun no han
sido abordadas en la literatura actual en el contexto del objetivo de este trabajo. Esto
ha llevado a la identificacién de diversas areas de investigacion futura, las cuales se
describen a continuacion:

TF1. Entrenamiento de conciencia situacional en ciberseguridad. Los resultados de la
tesis permiten a las entidades publicas identificar claramente las
responsabilidades en ciberseguridad para todos los dominios funcionales de la
misma, de forma que cada area funcional, formada, por personal interno o
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TF2.

TF3.

como parte de su cadena de suministro, sepa cual es su contribucién a la
ciberseguridad global de la organizacion. Sin embargo, en la aplicacion
practica del modelo, como se describe en la publicacion del capitulo 5, se ha
identificado la necesidad de que los equipos multidisciplinares, mixtos
(publico-privados), no so6lo sepan qué les corresponde hacer para la
ciberseguridad desde su campo de especializacién, sino que conozcan el
conjunto de factores que pueden hacer mas efectiva dicha contribucion. Por
ejemplo, el concepto proporcionalidad en la ciberseguridad, el conocimiento
de la contribucion que otras areas funcionales hacen, a su vez, a la
ciberseguridad holistica de la organizacion, las distintas facetas o dimensiones
de la ciberseguridad o el hecho de que el nivel de ciberseguridad de un activo
de negocio pueda variar simplemente porque cambie el contexto de
ciberamenazas, de forma que este estado es siempre dinamico y
potencialmente volatil. Esto es especialmente necesario cuando la
organizacion afronta un escenario de cibercrisis en el cual existe mucha
presidn, poco tiempo, poca informacion y se deben adoptar decisiones rapidas
y acertadas. En este contexto el equipo multidisciplinar encargado de abordar
la ciberseguridad tiene que ser capaz de interpretar el entorno, el contexto y
anticipar el efecto de sus acciones no sélo respecto a la cibercrisis, sino también
respecto al resto de miembros que participan desde otras areas funcionales en
el establecimiento de una ciberseguridad efectiva. Por ello, se ha identificado
como una linea relevante de trabajo futuro la profundizacion, en el contexto
del modelo propuesto en esta tesis, en el entrenamiento de las capacidades de
conciencia situacional en ciberseguridad para todas las personas de la
organizacion participantes en la misma.

Monitorizacion continua de postura de ciberseguridad de la organizacion
respecto a riesgos concretos potenciales. Alcanzado un nivel de madurez
determinado en la organizacidn, ésta esta capacitada para autoevaluarse en
cuanto a ciberseguridad con un grano muy fino, con la implantacion del
modelo propuesto y seguimiento de las métricas desarrolladas en la tesis. Este
estado de ciberseguridad, centrado en el activo de negocio, puede ser
alcanzado con la implementacion de multiples combinaciones de controles y
actuaciones de ciberseguridad. También es habitual que surjan de forma
continuada actores maliciosos y ciberamenazas cuyas tacticas, técnicas y
procedimientos sean conocidos. Como parte de una futura mejora del modelo
propuesto se ha identificado como relevante la posibilidad de que el modelo
permita a la organizacion, no solo la monitorizacion del estado de
ciberseguridad de sus activos, sino ir un paso mas alla y permitir conocer el
grado de preparacion frente a potenciales actores maliciosos o ciberamenazas
concretas y, ademas, la identificacion de qué controles holisticos seria
necesario implementar para que la organizacion estuviese en condiciones de
afrontar la materializacion de dicha amenaza concreta sobre alguno de sus
activos. Especialmente, es relevante profundizar en las posibilidades de
aplicacion del concepto de gemelo digital que permitiese mantener una version
virtual sincronizada de la organizacion, en términos de ciberseguridad, sobre
la que poder contrastar diversos escenarios de materializacion de
ciberamenazas.

Predicciones sobre la aplicacion del marco. La tesis desarrolla un conjunto de
exhaustivo de métricas que permiten conocer el efecto de las actuaciones de
ciberseguridad implantadas sobre la consecucion de los objetivos de
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estratégicos de ciberseguridad. No obstante, como parte de la mejora del
marco, se ha detectado la necesidad de desarrollar un conjunto ampliado de
indicadores y métricas que permitan realizar predicciones y proyecciones sobre
si los objetivos estratégicos de ciberseguridad de la organizacion podran ser
alcanzados en el plazo esperado, atendiendo a diversos factores como la
evolucion en la implantacion de las distintas actuaciones de ciberseguridad, la
evolucion del contexto de ciberamenazas o los distintos hechos sobrevenidos
(pérdida de personal especializado, cambio de prioridades organizacionales,
falta de presupuesto, etcétera). Con ello, la organizacion seria capaz no soélo
de saber en todo momento cuan cerca o lejos se encuentra de lograr los
objetivos definidos, sino la probabilidad de conseguirlos en el plazo esperado,
facilitando la toma de decisiones encaminadas a la correccion proactiva y
temprana.
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