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Resumen

La Internet de las Cosas (IoT) esta cada vez més presente en nuestro dia a
dia. La IoT es una red de dispositivos con conectividad de red que pueden
intercambiar informacion entre si. Gracias a la evolucion de las tecnologias,
el nimero de estos dispositivos es cada vez mayor. Son muchos los do-
minios donde se encuentran estos dispositivos, como el hogar inteligente
(ldmparas, humidificadores, aires acondicionados, etc.), el cuidado de la
salud (oximetros, medidores de ritmo cardiaco, monitorizacién de la glu-
cosa en sangre, etc.), el transporte (coches inteligentes, seméforos, calcu-
ladores de rutas, etc.), la industria (sensores de monitorizacién, maquinas
de proceso en serie, dispositivos de prevencién de riesgos laborales, etc.)
o la ciudad inteligente (monitorizacién de la calidad del aire, alumbrado
inteligente de calles, tratamiento de la congestion del trafico, etc.).

Para obtener el mayor rendimiento de los dispositivos, estos deben ser
configurados manualmente. Esto puede suponer un problema, primero, de-
bido al gran niimero de dispositivos que tenemos alrededor y al tiempo que
supone configurarlos, y, segundo, a que esta configuracién necesita de unos
conocimientos minimos para ser llevada a cabo. El paradigma Situational-
Context que se presenta en esta Tesis persigue contrarrestar estos proble-
mas. Por lo tanto, en esta tesis se abordan los siguientes desafios:

e Favorecer la creacién de entornos heterogéneos, permitiendo la inte-
gracion de dispositivos independientemente del fabricante y el proto-
colo de comunicacion.

e Describir de manera unificada la informaciéon de las personas indi-
cando sus preferencias, y que sera utilizada para adaptar el compor-
tamiento de los dispositivos al entorno.
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e Identificar en tiempo real y a partir de estas preferencias las necesi-
dades de las personas y localizar algin dispositivo del entorno que
pueda solventarla.

e Modificar automaticamente el estado del entorno adaptando el com-
portamiento de los dispositivos a las necesidades detectadas.

Para abordar estos desafios se ha desarrollado una arquitectura que per-
mite conectar personas y dispositivos independientemente del fabricante,
y que es capaz de reconocer las preferencias de las personas para adaptar
el entorno. Finalmente, esta arquitectura ha sido validada a través del de-
sarrollo de un caso de estudio basado en una oficina inteligente, en el que
se ha comprobado la viabilidad y eficacia.

Con el desarrollo del Situational-Context se consigue adaptar el com-
portamiento de los dispositivos IoT a las necesidades de las personas de
forma automatica, sencilla, colaborativa y facilmente aplicable a cualquier
dominio.



Abstract

The Internet of Things (IoT) is increasingly present in our daily lives. The
IoT is a network of devices with network connectivity that can exchange
information with each other. Thanks to the evolution of technologies, the
number of these devices is increasing. There are many domains where these
devices can be found, such as the smart home (lamps, humidifiers, air condi-
tioners, etc.), healthcare (oximeters, heart rate meters, blood glucose mon-
itoring, etc.), transportation (smart cars, traffic lights, route calculators,
etc. ), industry (monitoring sensors, serial processing machines, occupa-
tional risk prevention devices, etc.) or smart cities (air quality monitoring,
smart street lighting, traffic congestion management, etc.).

To obtain the maximum benefit from these devices, they must be con-
figured manually. However, this can be a problem. First, because of the
large number of devices around us and the time, it would take to config-
ure them, and second, because this configuration requires minimal techni-
cal knowledge. The Situational-Context paradigm presented in this thesis
seeks to counteract these two problems. Therefore, the following challenges
are addressed in this Thesis:

e To favor the creation of heterogeneous environments, allowing the
integration of devices regardless of the manufacturer and the com-
munication protocol.

e To describe in a unified way the information of people indicating their
preferences, which will be used to adapt the behavior of the devices
to the environment.

e To identify in real-time and from these preferences the needs of people
and locate any device in the environment that can solve them.
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e To modify automatically the state of the environment adapting the
behavior of the devices to the detected needs.

To address these challenges, an architecture has been developed that
facilitates the connection between people and devices regardless of manu-
facturer. Also, the architecture offers support to recognize people’s pref-
erences to adapt to the environment. Finally, this architecture has been
validated by developing a case study based on a smart office, in which the
feasibility and effectiveness have been tested.

With Situational-Context, the behavior of IoT devices can be adapted
to people’s preferences automatically and without user intervention. Fur-
thermore, this solution can be easily applied to any IoT domain, as it
facilitates the creation of heterogeneous environments regardless of manu-
facturers and communication protocols. This allows users to create their
smart environments affordably and with all types of devices.
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Chapter 1

Introduction

“Somewhere, something incredible is waiting to be known.”

Carl Sagan
Contents
1.1 Thesis Origins . . .. ... ... ..., 1
1.2 Research Context .................. 4
1.3 Problem Statement ... ... ........... 7
1.4 Thesis Objectives . ... ... ... .. ...... 10
1.5 Thesis Contributions ... ... .......... 12
1.6 ThesisImpact . ................... 12
1.6.1 Research Projects . ... ... ... ... ... 12
1.6.2 Summary of Publications . . . . .. ... .. .. 14
1.6.3 Collaborations . . . ... .. ... ........ 15
1.7 Thesis Structure . . . ... ... .......... 16

1.1 Thesis Origins

The Quercus Software Engineering ! group addresses different lines of re-
search among which is social and pervasive computing, whose responsibility

"https://quercusseg.unex.es



1.1. THESIS ORIGINS

falls on the Spilab 2 (Social and Pervasive Innovation Lab) laboratory. This
line focuses on the development of applications where social interactions
and people are the protagonists. Interactions produce a large amount of
data that can be used for different purposes, such as statistical studies,
personalizing services, or offering customized content. These interactions
are also conditioned in many cases by different contextual elements such as
spatial-temporal conditions, weather, other people nearby, smart devices,
or any other element that may influence them. In this sense, within the
Spilab work team was born the concern to combine the interactions of peo-
ple with the context in which they are. The first works were focused on
proposing the PeaaS (People as a Service) paradigm, a model for offering
information about people as services to create more personalized applica-
tions. This information is variable depending on where it is applied but
can be location, personal preferences, or even interactions with other peo-
ple. From this idea, the IoP (Internet of People) was born, where due
to the great importance that people were gaining in smart environments,
the idea of considering people as a central element in the development of
applications was arising. The IoP considers people as the main elements
of intelligent environments and everything revolves around them. At this
point, smart devices are the ones that must modify their behavior to meet
people’s preferences. Thus, the idea of social environments formed by peo-
ple and devices grew more and more. From this was born the idea of the
Situational-Context, as a paradigm to adapt intelligent environments to the
situations where people are involved, taking into account the conditions of
the context.

Situational-Context was defined as a theoretical framework in (Berrocal,
Garcia-Alonso, Canal, & Murillo, 2016), where the fundamental elements
of people, intelligent devices, and context information were identified. In
addition, some theoretical examples of the functioning of the paradigm
were proposed as a proof of concept to detect the need for its use. These
examples allowed, first, to detect what information was necessary to ob-
tain from people and smart devices to be used in the adaptation of the
environments, second, what contextual information is relevant to perform
a personalized adaptation, and, third, to define an action strategy to carry

Zhttps:/ /spilab.es



CHAPTER 1. INTRODUCTION

out this adaptation. A simple example is that of adapting the temperature
of a room taking into account the preferences of each person. For this, it
is necessary to obtain information about each person, what temperature
he/she prefers, what air conditioning devices exist in the room, where they
are located, and how they should be used. Analyzing all this, we came to
the problem that intelligent environments are very heterogeneous and that
the information obtained can come in different formats or through different
protocols. This heterogeneity limited, in many cases, the intelligent envi-
ronments to be created, where only certain devices or certain functionalities
were available to ensure compatibility between them. As a consequence, the
environments were subject to a specific vendor to ensure compatibility and
achieve a more complete adaptation. In environments with devices from
different manufacturers, this compatibility was more complex or even non-
existent, and therefore adaptation was very limited. On the other hand, we
identified the problem of performing this adaptation manually. Tradition-
ally, people are in charge of manipulating the devices to obtain the desired
performance. Continuing with the example, it would be to manipulate the
air conditioner to adapt to the temperature of the room. This poses sev-
eral problems. First, there is the time involved in configuring the devices
to achieve the desired performance. Second, the need to have a minimum
knowledge of the operation of the device to use it. Thirdly, the operation
of the device does not always have to be the same to adapt to the environ-
ment, it will depend on the environmental conditions, people involved, etc.
And fourth, the greatest complexity arises when there are several devices
that must adapt to several people, for example, an air conditioner and a
humidifier to regulate the temperature and adapt to the preferences of sev-
eral people. In view of all this, the creation of collaborative and proactive
environments arises.

Many solutions address these problems in one way or another. How-
ever, these solutions focus on achieving more effective adaptation to en-
vironments and not that it happens automatically or by taking people’s
information into account. Although the context is considered in many
current solutions, it is not taken into account in terms of people’s infor-
mation, which is continuously changing and on which the operation of
the devices must depend. Therefore, we find that these problems are not
addressed jointly in the current works, which led the Spilab team to out-
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1.2. RESEARCH CONTEXT

line the Situational-Context and which has motivated its full development
through this doctoral thesis. In this thesis, we address the problem of cre-
ating smart environments, paying particular attention to the heterogeneity
of devices, the collaboration among devices and people, and the automatic
adaptation to the environment.

1.2 Research Context

Since the arrival of the Internet into our lives, it has evolved rapidly and
overwhelmingly, from those rudimentary 56 Kbps modems to today’s very
fast and efficient fiber optic lines. The evolution of the Internet has been
accompanied by the development of devices that, thanks to this connection,
can consult millions of databases and exchange information. Today, we
can connect to the Internet on our mobile phones, printers, smart TVs, IP
cameras, GPS and a multitude of electronic devices that have this interface,
but: have we reached the limit or is it just the beginning of a new
era of the Internet?

In recent years, we began to talk about the Internet of Things (IoT) as
a promising bet for the future and which nowadays is beginning to become
an absolute reality (Li, Xu, & Zhao, 2015). The IoT is made up of millions
of smart devices connected to the Internet. The purpose of these devices is
to make people’s lives easier, simplifying tasks or making them automatic.

The evolution of the IoT allows developers to design increasingly smart
devices and truly useful services that a few years ago were unthinkable,
such as lighting or temperature controller, devices checking blood pres-
sure, or detecting and notifying emergency situations. Thus, companies
can offer services linked to a product or a specific product, so that the
value of the business can be derived from the exploitation of these services,
thus achieving an additional income to the sale of the product in question.
These services make it possible to consult information or perform actions
of practically any type and from any device.

However, to get the maximum benefit from them, they must collabo-
rate with each other to perform complex tasks (Atzori, Iera, & Morabito,
2010). This collaboration will make it possible to offer more personalized
and powerful services by combining several services to perform a given ac-
tion. So, the next evolution of the IoT is to ensure that smart devices can
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CHAPTER 1. INTRODUCTION

proactively collaborate (Yafei, Guanyu, & Hui, 2016; Al-Fugaha, Guizani,
Mohammadi, Aledhari, & Ayyash, 2015a), as it is also pursued in the pro-
grammable world (Taivalsaari & Mikkonen, 2017).

Unfortunately, the possibility of collaboration among smart devices is
still far from being achieved. Indeed, manufacturers develop their own
protocols so that their devices are endogamic from a collaboration point
of view, meaning that they can interact but can not be integrated with
devices from other manufacturers. This allows manufacturers to save their
market share. Therefore, this practice not only limits the ability of devices
from different manufacturers to collaborate but also inevitably leads to
the well-known wvendor lock-in problem (Roman, Zhou, & Lopez, 2013).
This phenomenon implies that if one wants to obtain the maximum benefit
from the IoT, (s)he must purchase devices from the same manufacturer
to ensure maximum compatibility. Consequently, the user experience is
limited to the interests of manufacturers.

The collaboration should not be random or fortuitous, it should be
driven by the context of the device and the users. For example, in a room
with elevated temperature, a humidifier and an air conditioner could modify
their state through the invocation of services to regulate the temperature.
In this way, the preferences of the people in the room would be solved. The
context in which the devices are located is important and provides valuable
information about other devices, people’s data, weather factors, date and
time, etc. Continuing with the example, people’s temperature preference
will vary depending on whether they are at home, at work, shopping, etc.,
or whether they are with friends, or alone. Therefore, the behavior of
devices must take into account the characteristics of the context if we want
to achieve the most accurate adaptation to people’s needs.

The development of context-sensitive software has been successful (Perera,
Zaslavsky, Christen, & Georgakopoulos, 2014). IoT devices are becoming
more and more intelligent thanks to the information gathered from the
context in which they are located. A still very present problem is that
the interaction of people with IoT devices is still too manual (Shrestha,
Kubler, & Framling, 2014; J. Kim et al., 2016), who often do not have
the necessary technical skills, with the consequent investment of time and
frustration that this can cause. Nowadays, when we buy a new device, we
have to spend some time configuring it to behave the way we want it to.
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In addition to this, in many cases, we must have a minimum of knowledge
to perform this configuration properly. Continuing with the previous ex-
ample, if a person acquires a new air conditioner, you have to spend time
configuring the hours in which you want it to work, or that only turns on
when the ambient temperature is higher than desired, etc., and all this,
following the manufacturer’s instructions. In this sense, to minimize the
interaction of people with the devices, this communication must arise from
the context. That the air conditioner learns when to operate, or under
what specific circumstances, without the person, must configure anything.

These drawbacks can be addressed by developing software capable of
adapting its behavior to the people’s needs (Perera et al., 2014; Taivalsaari
& Mikkonen, 2017). In addition, several research areas can contribute to
solving them, namely Context-Oriented Programming (COP), Ambient In-
telligent (Aml), Semantic Web (SW) and Machine Learning (ML). Each
of these paradigms can make interesting contributions. COP allows the
development of applications whose operation depends on contextual con-
ditions and therefore allows dynamic behavior. Aml pursues the creation
of intelligent environments that are sensitive to people, and therefore the
behavior of the environments revolves around them. SW makes it possible
to describe the information of the environments in a more or less standard
way and also to establish a series of relationships between devices and peo-
ple, facilitating their collaboration. And finally, ML is a paradigm that has
been on the rise in recent years and allows devices and applications to be
able to learn or predict certain behaviors. Most of these paradigms allow
us to define behaviors for different scenarios at the time the systems are
designed, so the adaptation of the devices is limited to situations that de-
velopers have been able to identify, making it impossible to adapt to other
situations that may arise from the context.

The aim of this thesis is to develop a methodology to achieve the collab-
oration of smart devices regardless of the manufacturer by using semantic
web techniques, to satisfy people’s needs according to the context they are
in. The main objective of the semantic web is to improve the Internet by ex-
tending interoperability between computer systems using smart agents and
applications that seek information without human intervention (Barnaghi,
Wang, Henson, & Taylor, 2012b). The semantic web is a widely used re-
source to achieve semantic interoperability between services and devices.
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CHAPTER 1. INTRODUCTION

We achieve this interoperability by providing smart devices with goals and
skills. These goals and skills are defined in semantic web terms and related
by semantic reasoners and query languages. In an environment, nearby
devices are related in what we call a situation. A situation is defined by
the information derived from the context such as the present devices or
people, the date, or the location. The parameters that influence a situa-
tion are very numerous, and therefore, the situations that can occur are
innumerable. Thanks to relationships between goals and skills, different
strategies can emerge to solve the detected goals with the available skills,
creating a collaborative environment. Therefore, the possibility of collab-
oration between devices is allowed while maintaining the independence of
the manufacturer, without forcing any device or manufacturer to use any
specific technology, in a simple way, at a low cost and effectiveness. The
feasibility of this proposal is evidenced by different case studies is detailed
in the next sections.

Therefore, in this thesis, we develop the paradigm Situational-Context,
in which the main objective is to achieve the highest level of comfort in a
given situation by adapting smart devices’ behavior to people’s preferences
automatically.

1.3 Problem Statement

IoT is a novel paradigm that is rapidly gaining ground in people’s lives. The
basic idea of this concept is the widespread presence that surrounds us of a
variety of internet-connected things, such as RFID tags, sensors, actuators,
mobile phones, etc., which, through unique addressing schemes, are capable
of interacting with each other and cooperating with their neighbors to
achieve common goals. (Atzori et al., 2010). IoT allows physical devices to
see, hear, think and work by making them collaborate, share information
and take coordinated decisions.

A growing number of physical objects are being connected to the Inter-
net at an unprecedented rate realizing the idea of the IoT, as we can see
in Figure 1.1. Recent estimates state that in the next few years we will
have about 25.4 billion smart devices connected to the Internet (Howarth,
2022). IoT applications are seen in several domains and this reflects the
significance of IoT. These domains include multiple types of devices dedi-
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cated to transportation, healthcare, industrial automation, and emergency
response to natural or man-made disasters where human decision-making
is difficult, among others (Al-Fugaha et al., 2015a).

The Internet of Things (IoT) Market 2019-2030

24.1 billion  $1.5 trillion

IoT connected devices in 2030 (z.6bn2019), | IoT revenue in 2030 s4656m 2019)

China
26%

North America

W% |
/

Europe
23%

TRANSFORMA 76K
[INSIGHTS =5
B v [l

, @transformatweet 2010 T 66% services 34% hardware
Private notworks $1.0 trillion $520 billion

Figure 1.1: The IoT Market 2019-2030 (Insights, 2020)

However, the fact remains that there are many challenges and issues
related to the use of IoT, and they cannot be ignored (Zhou, Cao, Dong, &
Vasilakos, 2017; Chiang & Zhang, 2016; Van Kranenburg & Bassi, 2012).
Some of these challenges are:

1. Big scale: The price and optimization can only come by the large
scale, in the same way, that the opportunities for growth of the
medium and small business are severely curtailed with pilots, tests,
and trials. A closed circle that we have to try to break on either side.

2. Cybersecurity: Using traditional technologies lightly can bring these
risks. The new native IoT technologies have a much safer approach,
but we do not know what threats we will encounter in the coming
years and we should be preparing for them now and planning miti-
gation for possible future attacks.

3. Unified technologies: There are several technologies to develop IoT
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applications. This takes us to a heterogeneous environment where
communication can be difficult. We must be able to respond to con-
nectivity in a cheap and universal way in the IoT.

4. Business intelligence oriented to services development: We
must create services, but also the tools on which we will create them
must understand the business and apply Big Data and machine learn-
ing to give added value, until now non-existent. Services, not devices,
products, not platforms.

Apart from these challenges, the IoT has, as every technology, a number
of advantages and disadvantages (Saxena, 2016; RedAlkemi, 2018). Talking
about the advantages that the IoT brings to our lives, the most important
ones are:

e Access information: easy access to data and information that is
sitting far from the location. Access to data must be guaranteed to
provide appropriate and personalized services. Due to the constant
changes in intelligent environments, this access must be in real-time.

e Communication: better communication is possible over a network
of interconnected devices, making the communication of devices more
transparent, which reduces inefficiencies. Processes, where machines
have to communicate with each other, are made more efficient and
produce better, faster results.

e Cost-effective: as mentioned in the point above, communication
between electronic devices is made easier because of IoT. This helps
people in daily tasks. Transferring data packets over a connected
network save time and money.

e Automation: automation is the need of the hour to manage ev-
eryday tasks without human intervention. Automating tasks in a
business helps boost the quality of services and reduce the level of
human intervention.

Unfortunately, the IoT does not just bring good things into our lives,
there are also some disadvantages that we have to consider:
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e Compatibility: as of now, there is no standard for tagging and mon-
itoring with sensors. A uniform concept like the USB or Bluetooth
is required which should not be that difficult to do.

e Complexity: a diverse network that connects various devices is what
we call IoT. A single loophole can affect the entire system. This
is by far the most complicated aspect of the IoT that can have a
tremendous effect.

e Lesser jobs: with every task being automated, the need for hu-
man labor will reduce drastically. This will have a direct impact on
employability.

e Dependability. we may not notice it, but we are witnessing a major
shift in technology and its implementation in everyday life. There
is no doubt that technology is dominating our lifestyle, reflecting a
human’s dependability on technology.

The Internet of Things allows us to do a lot of interesting things, thanks
to the potential of the smart devices we have today, as all its advantages
show. However, as mentioned above, there are many drawbacks and chal-
lenges as it is still a new technology and needs to be further investigated
to take advantage of its full potential. This is a major problem for the
evolution of IoT and may condition its development.

For this reason, the aim of this thesis is to solve, as far as possible,
the disadvantages shown above. Specifically, by favoring compatibility be-
tween different types of devices, ensuring that they can easily exchange
information and that the environments make use of them to modify their
state automatically. By addressing these challenges, we can take a further
step towards a more autonomous, people-centric IoT, which will offer more
powerful possibilities and even require less attention from people.

1.4 Thesis Objectives

The main hypothesis of this thesis is the following: To achieve a dynamic
interaction of IoT devices, where the behavior and strategies to
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follow will emerge from the context stored in smartphones, ori-
enting their operation to people’s needs.

In addition, it is intended to achieve better integration of people with
the IoT by making devices learn about their owners. This thesis has the
following specific objectives:

1. To analyze the conditions necessary to achieve a run-time
collaboration in IoT environments. This analysis must enable
the integration of devices with different characteristics to create het-
erogeneous environments, to subsequently identify the levels of collab-
oration among devices and people in IoT environments, from initial
connectivity, through information exchange, to situation identifica-
tion.

2. To establish a data model to define interactions. This model
must allow both people and devices to be able to record a history of
interactions with other entities in the environment to identify situa-
tions and take actions to adapt to the environment.

3. To design an architecture where people and devices are rep-
resented. The architecture must support the identification of people
and devices present in a situation, their connections, and the auto-
matic management of device behavior according to people’s prefer-
ences.

4. To propose a model for learning about people’s preferences.
This model must be hosted on smartphones and, therefore, must
comply with the resource constraints of these devices. It will be
provided as a service from the smartphones to the architecture to
learn the preferences of all the people involved.

5. To evaluate the developed system. This evaluation must ensure
that each of the developed aspects fulfills its function and that the
system meets the challenges addressed. In addition, efficiency and
performance tests should be performed to detect technical require-
ments and limitations.
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1.5 Thesis Contributions

The objectives stated for this thesis were addressed throughout the design
and implementation of the Situational-Context. As a result, this thesis
provides a series of contributions to analyze, model, and adapt IoT envi-
ronments. The main contributions derived from this thesis are detailed
below:

1. An analysis that lies in the inclusion of a new level of collaboration
that allows the detection and creation of situations in real-time from
the contextual information of these environments.

2. The definition of a model allows describing the necessary proper-
ties of smart devices and people to favor their integration and rela-
tionship in smart ecosystems.

3. The develop of an infrastructure that can contribute to the def-
inition of a standard for connecting people to devices regardless of
the manufacturer.

4. The adaptation of machine learning algorithms to be executed
on smartphones and prepared to handle a significant and larger vol-
ume of data.

1.6 Thesis Impact

This section details the impact of the thesis concerning different research
projects in which it has been involved, the scientific publications it has
generated, and the collaborations established with other universities and
researchers.

1.6.1 Research Projects

The different research projects in which the author of this thesis has been
involved during the development of this thesis are the following:

e People as a Service: Habilitando los dispositivos méviles
como proveedores de servicio en sistemas ciber-fisicos (TIN
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2015-69957-R). A national project whose objective was to enable
people to be able to offer and consume services through their mobile
devices and that this was not only limited to smart devices. The con-
tribution of this thesis to the project was to use the PeaaS paradigm
to define how people can offer services in addition to consuming them.
In this way, it was possible to validate PeaaS and prove that it was
viable in real case studies.

e Instituto Internacional de Investigacién e Innovacién del En-
vejecimiento (41E) (0499 4IE_PLUS_4_E). Cross-border project
(Spain-Portugal) aimed at bringing technology closer to the elderly
to improve their quality of life and make their daily lives easier, es-
pecially in rural areas where depopulation is a real problem. Among
others, the main contribution of this thesis to the project has been the
development of a case study based on a nursing home where the envi-
ronment is adapted to the needs of the elderly through the installed
devices. This thesis contributed with numerous papers in workshops
where the Situational-Context is integrated into rural areas.

e Contexto-Situacional: Una arquitectura de gestién de la in-
formacion personal para una mejor integraciéon personatec-
nologia (RTI2018-094591-BI00). A national project where the
foundations of the Situational-Context were laid, starting with the
requirements of the architecture to its subsequent design and imple-
mentation in a real case study. This project is closely related to
this thesis. The main contribution has been to develop the architec-
ture for the Situational-Context, defining a common description for
devices and people in order to achieve proactive collaboration.

e Contexto-Situacional: Arquitectura tecnolégica para autom-
atizar la conexién de las personas a los dispositivos inteligen-
tes (IB18030). Regional scope project whose objective was to en-
able the interconnection between smart devices and people to favor
the automation of tasks in IoT smart environments. This project
is also closely related to this thesis. The contribution of this thesis
was to define the necessary components for the architecture and to
establish the information flow between them to solve the detected
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problems.

e Subcontrata de la Universidad de Extremadura por la em-
presa GAMMA SOLUTIONS, S.L.U. para el desarrollo del
caso de uso “Formaciéon y Experiencia Turistica mediante
realidad mixta” dentro del proyecto “Piloto 5G- Caceres”.
Scope project Article 83. whose objective is the implementation of
5G technology in the city of Céceres to improve the connection of
smart devices to the Internet. The contribution of this thesis in the
project was to improve the integration of devices through different
communication protocols, including 5G.

¢ QSALUD — Ingenieria del software para computacion cuanti-
ca aplicada al envejecimiento y la farmacogenética. Scope
project Article 83. which aims to improve the lives of the elderly
through the study of the relationship between several variables such
as the genetic profile of the individual or their medical history through
quantum services that allow predicting how a person will respond to
a particular drug. For this project, the main contribution was to
leverage the description defined for individuals to store their medical
history, among other data.

1.6.2 Summary of Publications

Table 1.1 shows a summary of the forums in which the main papers of this
thesis have been published, the scope, the number of publications in each
forum, and their importance. The details on these publications can be
found in Section 6.2. The importance of conferences (CLASS) is obtained
from the GII-GRIN-SCIE (GGS) Conference Rating 3, and the importance
of journals is obtained from the Journal Citation Report (JCR) 4.

As can be seen in Table 1.1, a total of 22 papers have been published,
of which 7 are national and 15 are international. 18 of these papers were
published in congresses/workshops, of which 3 were accepted in congresses
indexed in the CLASS ranking. The other four papers were published in

3https://scie.lcc.uma.es:8443/gii-grin-scie-rating
‘https://jcr.clarivate.com
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JCR indexed journals, with an impact factor of 4.231 (Q1), 2.420 (Q2),
1.819 (Q3), and 0.617 (Q4).

Table 1.1: Summary of main publications

Forum Kind Scope Num CLASS JCR
International Conference on
Service-Oriented Computing | Conference Int 1 - -
(ICSOC)
International Workshop on
Gerontechnology (IWoG) Workshop Int 4 ) )
International Conference on
Pervasive Computing and | Workshop Int 2 - -
Communications (PerCom)
International Conference on
Web Engineering (ICWE) Conference Int 2 3 )
Jornadas de Ingenieria del
Software y Bases de Datos | Conference Nat 2 - -
(JISBD)
IEEE Internet Computing Journal Int 1 - 4.231 (Q1)
Future of Information and
Communication Conference | Conference Int 1 - -
(FICC)
Wireless Communications
and Mobile Computing Journal Int 1 - 1.819 (Q3)
Journal of Web Engineering
(JWE) Journal Int 1 - 0.617 (Q4)
Symposium on Computers
and Communication (ISCC) Conference Int ! 3 )
Jornadas de Ciencia e Inge-
nierfa de Servicios (JCIS) Conference Nat 5 B B
Computing Journal Int 1 - 2.420 (Q2)

12 Conf.
Total papers 6 Works. LRSS 22 3 4

7 Nat.
4 Jour.

1.6.3 Collaborations

During the development of this thesis, both national and international
relationships have been established. We have worked jointly with Profes-
sor Carlos Canal, from the University of Mélaga (Spain), with Professors
Tommi Mikkonen and Niko Mékitalo from the University of Helsinki (Fin-
land), with Professor Luca Foschini, from the University of Bologna (Italy),
and with Professor César Fonseca from the University of Evora (Portugal).
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As a result of these collaborations, Professor Carlos Canal’s experience
in the field of service-oriented computing provided me with a solid basis
for defining the basic services to be provided by the Situational-Context.
This was because part of his research was focused on using Digital Avatars
to compose people-oriented services. Professor Tommi Mikkonen and Dr.
Niko Makitalo developed a human data model that was adapted to the
architecture defined for Situational-Context and thanks to which people’s
preferences can be defined. In addition, the experience of Dr. Luca Foschini
in the treatment of contextual data and recommender systems favored the
development of a model for the intelligent selection of services in IoT envi-
ronments. Finally, Professor César Fonseca’s experience in the healthcare
field allowed the application of Situational-Context in IoT environments
focused on elderly people and facilitating their daily tasks.

Finally, two international stays were conducted, the first one at the
University of Helsinki with a duration of 2 months under the supervision
of Professor Tommi Mikkonen, and the other one at the University of Evora
with a duration of 2 months under the supervision of Professor César Fon-
seca.

1.7 Thesis Structure

The rest of the thesis is structured as follows:

e Chapter 1: Introduction. In this chapter, the work to be done in
this thesis has been put into context and some fundamental concepts
have been described. It has also shown the main motivations that led
to its development, as well as the objectives set to solve the problems
detected. Finally, the impact of this thesis has been detailed, both
at the level of research projects in which it has been involved, as well
as in collaborations with other universities and researchers, and at a
personal level in terms of scientific publications.

e Chapter 2: State of the Art. This chapter delves into the current
state of the IoT by reviewing the most relevant technologies for intelli-
gent environment adaptation and context identification. In addition,
a detailed literature review is provided on the main problem to be
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covered in this thesis: the interoperability and collaboration of IoT
devices. This review details the objectives pursued in this review, the
research method followed, the search criteria used, the classification
taxonomy performed and a summary of the results obtained. All this
is intended to further motivate the detected problem and to discover
the gap where this thesis can make a real contribution.

e Chapter 3: Situational-Context: Introduction and Devel-
oped Architecture. This chapter details the concept of Situational-
Context and the contributions it can have on IoT environments. It
also details the proposed architecture to support the interoperability
and collaboration of devices and people in intelligent environments.
For this architecture, all its components are explained and a real
implementation is conducted.

e Chapter 4: Situational-Context: Learning Model. This chap-
ter takes a step further on the proposed architecture and realizes a
learning model for people’s routines and habits and their interaction
with smart devices. For this purpose, several frameworks applied to
the Situational-Context are described and the basis for designing ap-
plications that allow people to be both consumers and providers of
services in intelligent environments are detailed.

e Chapter 5: Verification and Validation. This chapter validates
the architecture and learning model developed. For this purpose,
two case studies are conducted on which the Situational-Context is
applied and a series of tests are performed to check the viability
and efficiency of the system. In a complementary way, simulations
for larger environments are developed to check the scalability of the
system as well as some of its limitations.

e Chapter 6: Conclusions and Future Work. Finally, this chapter
details the conclusions and future work of this thesis. In addition,
there is a discussion of the work conducted with the contributions
and limitations detected, and a personal reflection on the work as a
whole. Finally, the publications derived from the thesis are detailed.
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Chapter 2

State of the Art

“El que lee mucho y anda mucho, ve mucho y sabe mucho.”
Miguel de Cervantes
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2.1. INTRODUCTION

2.1 Introduction

The development of the Situational-Context allows collaboration among
people and devices to promote social environments requires analyzing dif-
ferent aspects. First, it is necessary to review the current technologies that
enable the development of applications according to the characteristics of
the context in which they are deployed. Second, it is also necessary to
analyze the possibilities that exist for integrating people into smart envi-
ronments so that, in addition to consuming services, they can provide them.
In this way, a fully collaborative environment is achieved where both smart
devices and people can consume and provide services. Third, mechanisms
are also needed to specify information from devices and people in a unified
way. This is particularly delicate due to the enormous number of different
formats that can be used, so it is necessary to explore the currently avail-
able paths and assess which is the most appropriate. This information can
be stored and processed in different ways, so it is also necessary to analyze
which methodology is the most appropriate for our development.

In this section, we review the areas related to the objectives of this thesis
to identify different situations in intelligent environments. These areas are
related to the analysis of the environmental conditions to deploy ambient
intelligence. In addition, these areas provide the necessary background to
establish mechanisms that favor the identification of situations and then
proactively promote collaboration among devices. Once the different areas
are analyzed, a review of the most relevant works in them is conducted, to
detect the gap where this thesis finds its contribution.

Thus, in this chapter, we first review the interoperability levels neces-
sary to get collaboration among devices in Section 2.2. Secondly, review
the areas related in Section 2.3. And thirdly, once these aspects have been
reviewed, Section 2.4 details the systematic review of the literature carried
out in this thesis, which encompasses, in addition to the three previous
aspects, the characteristics necessary to manage situations dynamically.

2.2 The Collaboration in IoT Environments

Different levels of interoperability are suggested by the current literature to
obtain an ideal IoT ecosystem. Achieving these levels will ensure full col-
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laboration between devices in heterogeneous environments. Some of these
levels are (Patel, Patel, et al., 2016): technical, syntactical, semantical and
organisational; (Noura, Atiquzzaman, & Gaedke, 2019a): devices, network,
syntactical, semantic and platform; (Miori, Russo, & Ferrucci, 2019): ba-
sic connectivity, network and syntactic; (Elkhodr, Shahrestani, & Cheung,
2016): technical, semantic, syntactic, and cross-domain. These levels gen-
erally overlap although with different nomenclatures.

In this sense, we proposed in (Flores-Martin, Berrocal, Garcia-Alonso,
& Murillo, 2022) the levels that should be addressed to obtain full inter-
operability, and also provide support for the situations that occur in the
environments. These levels are illustrated in Figure 2.1 and are described
as follows:

Smart Mobility Smart Home

Figure 2.1: Interoperability levels
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. Technology: the diversity of manufacturers makes communication
between devices from different manufacturers difficult because each
manufacturer develops its own communication mechanisms, proto-
cols, and technologies. This layer improves interoperability through
communication protocols.

. Semantic: once the communication is established, it is necessary
to know the semantic description of the devices. This must specify
in a clear and understandable way what information, services, or
parameters they have. Smart devices can have similar characteristics
or provide similar services. However, we still must get all their details
to know how to interact with them.

. Domain: devices designed for a specific domain should be reused to
perform other complementary tasks and to interact with devices from
different IoT domains. To improve this interaction, the benefits of the
semantic layer are considered, such as the definition of device schemes
or the use of query or reasoning languages to establish relationships.

. Situation: detecting a particular situation of the environment and
its characteristics are key to detailing how devices should collaborate
to achieve environmental goals. Even when we know the services
provided by a specific device, its domain, and its semantics, each
situation requires these services to work in a specific way. Hence, it
is necessary to be aware of the context and its attributes that define
different situations. These factors can be people in the environment,
IoT devices, when and where the situation occurs, or what objectives
are being pursued.

The first three levels of interoperability have been widely addressed by

the scientific community. In technological interoperability, solutions such as
(Morabito, Petrolo, Loscri, & Mitton, 2018; Yacchirema, Palau, & Esteve,
2017) are developed to allow devices to be interconnected. These solutions
are usually dedicated gateways to facilitate the connection through the in-
vocation of services or microservices. There are also standards defined, for
instance, by the IEEE (IEEE, 2022) which are being introduced to facilitate
the connection and exchange of data among devices. Also, semantic inter-
operability is being increasingly addressed in (Kaebisch, Kamiya, McCool,
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& Charpenay, 2019; Maarala, Su, & Riekki, 2017) through technologies
such as the Semantic Web and the use of ontologies and semantic reason-
ers. As for the domain interoperability, there have been some works to
allow devices belonging to different domains to connect with each other
(J. Kim et al., 2016; Gyrard, Datta, Bonnet, & Boudaoud, 2015a). This
is achieved through a complete description of the devices and the use of
techniques such as the Semantic Web to establish a coherent relationship
between them.

While these levels improve loT interoperability, the management of
different situations has not yet been fully addressed. This is why the
Situational-Context has been developed with these levels of interoperabil-
ity in mind to provide the highest possible interoperability in IoT environ-
ments.

2.3 The Pillars

The main pillar on which this thesis revolves is to achieve the adaptation
of intelligent environments based on people’s information and with mini-
mum interaction with the devices depending on the context. To achieve
this, we based on the identification of situations that contain the neces-
sary information to adapt the behavior of the devices. There are differ-
ent dimensions that make an important contribution to the development
of Situational-Context. These dimensions range from the development of
lower-level applications to the selection of the necessary services to adapt to
the environment, including the necessary mechanisms to favor communica-
tion and interaction among devices and people. Within these dimensions,
we highlight the most representative aspects that we believe can help with
the development of Situational-Context. We find COP as a technique for
the development of context-oriented applications, which means obtaining
the necessary knowledge to know how these applications behave and how
they should be developed. We also have the Semantic Web, which allows
identifying in a more or less standard way the devices in smart environ-
ments to establish communication and promote collaboration. Interaction
based on people is studied through the People as a Service paradigm, which
makes it possible to send and receive information from people through per-
sonalized services. And finally, the management of intelligent environments
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is analyzed through the Ambient Intelligence paradigm, which provides us
with a global vision of the management of people and devices that must
be done in intelligent environments.

Context-Oriented Semantic People as Ambient
Programming Web a Service Intelligence
K% = g
| | o | |

Situational-Context

Figure 2.2: Related areas

We consider these four areas as the pillars of the development of this
thesis (Figure 2.2). Therefore, these concepts, Context-Oriented Program-
ming, Semantic Web, People as a Service, and Ambient Intelligence, will
be introduced below in Section 2.3.1, Section 2.3.2, Section 2.3.3, and Sec-
tion 2.3.4, respectively. With these concepts, the reader is provided with
the necessary background on the importance of context in intelligent envi-
ronments.

2.3.1 Context-Oriented Programming

The automatic adaptation of applications depends on the context in which
they are located. To do this, it is necessary to interpret what is happen-
ing in the environment to adapt its operation. COP is a programming
paradigm that allows the dynamic adaptation of software according to the
execution context. Context is defined as any computationally accessible in-
formation. However, most of the time context is considered as information
detected from the environment by sensors (location, brightness, tempera-
ture, etc.), actuators (light bulbs, air conditioner, plugs, etc.), or internal
system changes (resource consumption, energy consumption, bandwidth,
etc.).

One of the most important and pioneering works is the one developed
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by Hirschfeld et al. in (Hirschfeld, Costanza, & Nierstrasz, 2008). It states
that one of the main concepts in COP are behavioral variations that express
partial definitions of the basic behavior of systems. In other words, they
can be interpreted as portions of code that will be activated at runtime to
reflect changes in context.

Behavioral variations are often cross-cutting concerns that are scat-
tered throughout the code base. COP addresses this by providing a layer
for grouping related behavioral variations so that they can be modular-
ized. This eases the development and maintenance phases of applications.
However, these behaviors must be specified at design time (Keays & Rako-
tonirainy, 2003). Behavior depends on users’ needs and preferences, as well
as changes over time. For this reason, it can be difficult and inefficient, to
try to anticipate all possible behaviors at design time. Given this, the pos-
sibilities of adaptation of the software would be limited to a certain number
of predefined contexts in the source code.

There are different techniques proposed for the activation of variations,
which also deal with behavioral consistency since the activation of differ-
ent variations can lead to conflicts in system behaviors. Currently, COP
consists of a family of languages developed specifically to support context-
aware adaptation, with some widely adopted design solutions and many
different variants (Salvaneschi, Ghezzi, & Pradella, 2012). Some research
in this field is devoted to realizing the COP paradigm by integrating COP
constructs into an existing language, e.g. ContextJ (COP + java), Con-
textL, (COP + Lisp) , ContextR (Ruby), ContextS, ContextLua, PyCon-
text, etc (Appeltauer, Hirschfeld, Haupt, Lincke, & Perscheid, 2009). The
main characteristics of COP are:

e COP is independent of how source code is organized into textual
modules.

e Layers as named first-class entities that can be referred to explicitly
at runtime, and whose composition can be dynamically controlled

on-demand.

e It can be beneficial to activate/deactivate layers from anywhere in
the code.
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Thanks to COP, the foundations were laid for a new paradigm that
would allow us to adapt the software to the context, and today, the smart
devices to the characteristics of the context. COP facilitates the devel-
opment of the Situational-Context due to it offers a vision of how the
context-dependent software should be implemented and, therefore, this
same methodology is applied to define the behavior of the devices in IoT
environments.

2.3.2 Semantic Web

Describing information about people and devices in a common way facili-
tates their interaction. One of the most relevant technologies to favor the
communication heterogeneous in IoT environments is the Semantic Web.
This concept was coined by Tim Berners-Lee (Berners-Lee, Hendler, &
Lassila, 2001). The Semantic Web is a mesh of data that is associated in
such a way that it can be easily processed by machines rather than by hu-
man operators. It can be conceived as an extended version of the current
World Wide Web and represents an effective means of representing data
in the form of a globally linked database (Techopedia, 2017). Figure 2.3
represents the Semantic Web stack, where each layer uses the capabilities
of the lower layers. It also shows how different technologies are organized
to enable the Semantic Web. Similarly, technologies from the bottom of
the stack to OWL (Figure 2.3) are currently standardized and accepted for
building Semantic Web applications. To achieve a complete view of the
Semantic Web in a system, all layers of the stack must be implemented.
The Semantic Web is powered by the World Wide Web Consortium
(W3C). It is based on the Resource Description Framework (RDF) of the
W3C and is usually designed with syntax using Uniform Resource Identi-
fiers (URI) to represent data. These syntaxes are known as RDF syntax.
The inclusion of data in RDF files allows software or web spiders to search,
discover, collect, evaluate, and process data on the web. The key objec-
tive of the Semantic Web is to trigger the evolution of the existing Web
to allow users to search, discover, share, and merge information with less
effort. Humans can use the Web to perform multiple tasks, such as booking
tickets online, searching for different information, using online dictionaries,
and so on. Even so, machines cannot perform any of these tasks without
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Figure 2.3: Semantic Web stack (Berners-Lee, 2000)

human intervention because web pages are made to be read by humans,
not by machines. The Semantic Web can be considered a vision of the fu-
ture in which data can be quickly interpreted by machines, allowing them
to perform numerous and tedious tasks related to the discovery, mixing,
and action of the information available on the Web. The Semantic Web
research community has developed different languages for knowledge rep-
resentation and reasoners for inferring its data. Some of the most popular
languages are RDF/RDF-Schema (RDF-S), DARPA Agent Mark-up Lan-
guage (DAML)/DAML-Service (DAML-S), or Web Ontology Languages
(OWL)/OWL-Schema (OWL-S). Also, some of the most used semantic
reasoners are: DLP, FaCT, RACER, Pellet, HermiT, or JENA. Each rea-
soner has its own characteristics, such as the inference algorithm involved,
the supporting logic, the degree of completeness of the reasoning, or the
implementation language used. Semantic Web languages can also be char-
acterized by their expressive power, their ability to represent semantics,
the constructs for knowledge representation, the underlying logic, and so
n (Mishra & Kumar, 2011).

Therefore, the Semantic Web is a process that allows machines to un-
derstand and react quickly to complicated human demands based on their
meaning. This understanding requires appropriate information sources to
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be semantically structured, which is a difficult task (Techopedia, 2017).

Semantic Web techniques have a great utility to relate devices that,
having common characteristics, are located in different sources of data.
Recent research is making a great effort to improve the relationship and
communication between intelligent devices of the IoT. Klush et al. (Klusch,
Kapahnke, Schulte, Lecue, & Bernstein, 2016) reviewed the state of the
art where the importance of the Semantic Web in terms of search and
device discovery is revealed, as well as the relationship between them.
In (Gyrard, Datta, Bonnet, & Boudaoud, 2015b), some of the most im-
portant challenges of IoT, in semantic terms, are addressed: integrating
semantic technologies, providing device interoperability, interpreting data,
and facilitating the development of IoT applications. Besides, (Ruta, Scios-
cia, Loseto, & Di Sciascio, 2017) is inspired by social interactions to achieve
greater self-configuration and self-orchestration for an intelligent building.
The Semantic Web allows devices and subsystems to be able to deter-
mine a situation or discover other devices for data exchange. Semantic
reasoners and algorithms are also vitally important within the Semantic
Web. Scioscia et al. (Scioscia et al., 2014) developed a mobile inference
engine, Mini-ME, which aims to discover resources and services in mobile
and ubiquitous contexts. Also of special attention is the work done by Luiz
H. Nunes et al. which proposes an algorithm for the search and discovery
of heterogeneous resources in large-scale environments for reuse by other
applications (Nunes, Estrella, Perera, Reiff-Marganiec, & Delbem, 2018).

As we can see, the Semantic Web takes on special relevance within the
IoT and its use is widespread in this field. For this thesis, from the stack
of layers shown above the ones we are most interested in to cope with data
representation and data processing are ontologies and semantic reasoners.
These elements allow for defining and storing information, and inferring
knowledge from it, respectively, and contribute to the development of the
Situational-Context. These two elements are introduced in the following
sections.

2.3.2.1 Ontologies

The elements that define an ontology, such as its specification or stored
data, are crucial for the understanding of the information by machine lan-
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guage. Ontologies are represented as metadata schemas that, through a
previously defined vocabulary, can process and reason about the infor-
mation to be used later by machine language. Ontologies are useful in a
multitude of application domains and help people and machines to commu-
nicate concisely and provide semantic content to the information exchanged
to facilitate its understanding. This is why the success and evolution of
the Semantic Web depend to a large extent on the good usability and
reusability applied to each domain of action (Maedche & Staab, 2001).

In terms of specification, ontologies can be formalized in different lan-
guages. The most popular language adopted by the community is the
Web Ontology Language (OWL) standard of the W3C (World Wide Web
Consortium). To use such languages, data needs to be labeled concerning
an ontology specification to be shared between different parts of a system
(machine language and people) in a way that preserves meaning and allows
efficient queries.

Technically, an ontology consists of a set of concepts or classes that
represent a domain of action. In addition, a set of defined relationships
can be established over these concepts to extend knowledge and perform
queries. These relations can be taxonomic and non-taxonomic (Maedche &
Staab, 2001). On the one hand, taxonomic relations establish a hierarchical
order between concepts or classes, which is semantically defined through the
inclusion in the set of individuals of the class itself. On the other hand, non-
taxonomic relations do not serve to order concepts hierarchically. Different
tools are classified based on their features, editing, annotation, or querying,
such as Protégé, Neon, WebOnto, Ontolingua, etc (Khamparia & Pandey,
2017).

Ontologies can be used in different application domains such as smart
homes, transportation, energy efficiency, healthcare, or any other. One
of the most important classifications is the one made by Uschold and
Gruninger in (Uschold & Gruninger, 1996), where the following categories
are established:

¢ Communication between people and organizations: They spec-
ify properties where different people must have a shared understand-
ing of the system and its goals. Thanks to ontologies, a normative
model of the system can be defined, which allows specifying seman-
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tics for the system and an extensible model that can be refined later.
This classification also states that ontologies can be used to create a
network of relationships, keep track of what is linked, and explore and
navigate this network of data. Also, one of the most important func-
tions of ontology in communication is that it provides unambiguous
definitions of terms used in a software system.

Interoperability between systems: This classification is of spe-
cial interest since one of the objectives addressed in this thesis is the
problem of interoperability between systems. One of the objectives
of ontologies is to favor the creation of easily integrated environments
for different software tools and people. IT-dependent environments
must use integrated business models that encompass domain-specific
activities, resources, products, and services. These integrated busi-
ness models are useful as a common repository that can be accessed
by different types of systems. In addition to systems and repositories,
several distinctions can be made. First, the nature of the relation-
ships between users sharing tools and data must be considered. It
is vital that ontologies and tools used by different agents or organi-
zations within the same enterprise be shareable and reusable among
these multiple organizations.

Systems engineering to specify data, reuse components and
improve reliability: The role played by ontologies varies according
to the degree of formality and automation within the methodology
used for system design. In this regard, we differentiate between in-
formal and formal approaches. In an informal approach, ontologies
facilitate the process of identifying system requirements and under-
standing the relationships between its components. This is essential
from the point of view of systems involving teams of people from dif-
ferent domains. In a formal approach, ontology provides a declarative
specification of a software system. This allows reasoning about what
the system is designed to do, rather than how the system supports
this functionality. One of the most important aspects of ontologies
is reusability. Ontologies should also enable reuse so that developers
or users can easily import and export modules between different sys-
tems. However, when software tools are applied to new domains, it

30



CHAPTER 2. STATE OF THE ART

is common that they do not work as expected, since they are based
on systems for which they were originally designed, but not on the
new ones. To achieve a high degree of reusability, domain classes and
tasks within these domains are characterized. In this way, ontologies
provide a framework for determining which aspects of an ontology
are reusable between different performance domains.

Therefore, the use of ontologies to favor the integration of systems and
people data has many advantages, thanks to the vocabulary by which they
are formed and the relationships that allow efficient searches. Moreover,
they provide an easily interpretable way to represent and share knowledge
using a common vocabulary, through a knowledge exchange format, and
allow knowledge reuse. This is why ontologies are a very interesting option
to consider for integrating different systems with people, and they consist
of covering the semantic and syntactic gaps between different data sources
to favor communication.

The use of ontologies is an aspect that will be present throughout the
development conducted during this thesis. Thanks to them it is possible
to define the information of people and devices. This definition also helps
us to store the information in order to be able to infer knowledge when
identifying situations in the Situational-Context.

2.3.2.2 Semantic Reasoners

Typically, systems developed for the Semantic Web require some kind of
reasoning capability. It was discussed that for knowledge representation,
ontologies and their correctness play an important role. To ensure the
quality of the information described from ontologies, it is necessary to ad-
dress the potential problems of information inconsistency, and uncertainty
of data from real-world information sources. Because of this, results cannot
be correctly represented and interpreted, leading information systems to in-
correct semantic understanding and representation. Semantic reasoners, in
this case ontology-oriented, reduce data redundancy and information error
in the knowledge base and also detect possible content conflicts. Moreover,
they can infer knowledge based on the information described by the on-
tology, thus enriching the represented information (Khamparia & Pandey,
2017).
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Thus, a semantic reasoner is a tool that infers logical consequences
from facts, assertions, and axioms that provides support for automated
reasoning (Khamparia & Pandey, 2017). There are currently numerous se-
mantic reasoners such as Pellet, FaCT, HermiT, CEL, Cerebra, or JENA.
These reasoners are distinguished based on their features and construction
methods. Usually, when selecting a reasoner, the methodology, robust-
ness, completeness, support of inferences, type of reasoning obtained, and
implementation performed are studied (Khamparia & Pandey, 2017).

The use of semantic reasoners in the Situational-Context allows us to
infer the knowledge necessary to identify situations in smart environments.
This knowledge is based on the information provided by people and devices,
the processing of which is crucial to identify what situation is occurring at
a given time. In addition, reasoners help in predicting possible future
situations in order to facilitate the adaptation of devices more quickly.

2.3.3 People as a Service

The above paradigms have helped us understand that smart environments
must be people-centric and devices must meet their preferences. In this
sense, we find the People as a Service (PeaaS) paradigm (Guillen et al.,
2013), which aims to take advantage of the potential of mobile devices
to store users’ sociological profiles and to offer them as services to other
devices. PeaaS is characterized by maintaining the integrity of user data
captured from the environment through their mobile devices and using it
to adapt to the environment. Specifically, PeaaS is a mobile-centric model
to detect and infer the context of smartphone owners and generate their
sociological profiles. These profiles collect valuable information to identify
moods, trends, or health habits, creating digital projections of their owners,
and are stored and shared from the owners’ mobile devices. In addition,
profile owners can decide with whom and for what purpose to share their
sociological profiles, ensuring that privacy is fully in their hands. Many
applications with human data typically require much more complicated
calculations to determine specific actions, while applications based on the
PeaaS architecture typically rely on a smaller set of data and associated
calculations. Therefore, Peaa$S is a sufficiently relevant solution to establish
a design pattern to facilitate its implementation.
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Therefore, PeaaS is based on four fundamental pillars to secure user
data and to be able to offer it as a service:

e Mobile devices as interfaces for people: these devices connect
users with the outside world, being able to be used to express emo-
tions, thoughts, or concerns.

e Sociological virtual profiles: people’s behavior in certain situa-
tions can be detected and analyzed. This information is stored in the
virtual profile of the device owner, together with contextual informa-
tion captured by device sensors and interactions with other people
and devices.

e Sociological profiles as a service: once a person’s sociological
profile is generated, it can be offered as a service. According to the
PeaaS philosophy, sociological profiles should be offered as a service to
those devices and people who wish to access this information, always
bearing in mind that it is the owner of the profile who decides to
whom to give access and to what data.

e User privacy: it is guaranteed that a person’s sociological profile is
always kept on his or her device. All-access to a profile is visible and
controllable by the owners of the device, allowing its monitoring and
controlling who accesses the information, when, and where.

The authors designed a reference architecture to ensure compliance with
the above 4 pillars (Figure 2.4). This architecture is based on people’s
mobile devices, which contain the necessary components to comply with
the PeaaS model. Although initially proposed as an architecture on the
application layer, the approach could be exploited by a development closer
to the operating system or hardware, where the information exchange is
performed through the capabilities of the mobile device.

The first pillar (mobile devices as interfaces for people) is met through
the development of an inference engine that relates people as interfaces to
their mobile devices, to facilitate interaction with external entities. For
these interactions the model evaluates whether the owner of the device
meets a set of criteria, such as gender, age, or interests, to determine
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Figure 2.4: PeaaS reference architecture (Guillen et al., 2013)

whether incoming interactions are eligible or not. This ensures active and
interactive communication with the device owner.

For the second pillar (sociological virtual profiles), users have a soci-
ological profile where all their information is stored as a virtual identity.
This profile should monitor the capabilities of the device to which it is
associated and the interactions of its owner, store all information securely
and locally, and allow it to be used to generate and add new information.

Next, the third pillar (sociological profiles as a service) allows services to
be deployed from the owner’s own mobile device and allows external entities
to consume these services. These services are born from the sociological
profile of their owners and aim to encourage interactions between entities
in the environment. To do this, the authors propose that the services be
provided using standard communication protocols such as REST or SOAP.

Finally, for the fourth pillar (user privacy) a component is proposed
that contains the privacy and security policies of the device and, therefore,
of its owner. This addresses what services can be deployed, under what
conditions, or who can consume them. Therefore, it is the profile owners
who store their own information and decide with whom to share it through
different types of services.

PeaaS paradigm is being widely used by the scientific community, either
to develop architectures, IoT applications or to emphasize the importance
of treating people as service providers (Miranda et al., 2015; Berrocal,
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Garcia-Alonso, Murillo, & Canal, 2017; Pérez-Vereda & Canal, 2017; Laso,
Berrocal, Garcia-Alonso, Canal, & Manuel Murillo, 2021).

The management proposed by PeaaS to offer people’s information as a
service is an interesting aspect in the development of Situational-Context.
Situational-Context considers that both people and smart devices can offer
services. Therefore, the methodology proposed by PeaaS around its funda-
mental pillars helps us to define how the services offered by people should
be defined and what information is necessary to make this possible.

2.3.4 Ambient Intelligence

The analysis of the environment has also been the subject of study so that
devices can adapt to people’s needs. Aml paradigm seeks to make every-
day environments responsive and adaptive to people. In this paradigm,
the word ambient refers to the integration of technology in a non-intrusive
way into everyday devices and environments, while the word intelligence
indicates that digital environments present specific characteristics for social
interaction. That is, environments can recognize people, identify their pref-
erences, and adapt to them while in the environment. Aml environments
are sensitive to the needs of their users. This helps anticipate people’s
preferences and behaviors. In addition to being aware of this, these en-
vironments can interact with people in a friendly way and even recognize
and respond to emotions or certain stimuli.

In terms of device distribution, an Aml environment is based on minia-
turized, low-cost hardware, which provides complex networks of heteroge-
neous information appliances or smart artifacts. These, either individually
or collaboratively, enable people’s daily tasks to be simplified or automated.
Thus, energy consumption can be reduced by controlling lights and blinds
automatically, a higher level of security can be achieved by having devices
that send alerts in emergencies, or simply improving the quality of life and
the level of comfort with devices created especially for this purpose.

There are many settings in which Aml can greatly impact our lives.
Sample areas of AmI application were extracted from (Cook, Augusto, &
Jakkula, 2009).

e Smarthome: Several artifacts and items in a house can be enriched
with sensors to gather information about their use and in some cases
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even to act independently without human intervention. Some exam-
ples of such devices are appliances (e.g., cooker and fridge), household
items (e.g., taps, bed, and sofa), and temperature handling devices
(e.g., air conditioning and radiators).

Health monitoring and assistance: With the maturing of sup-
porting technologies, at-home automated assistance can allow people
with mental and physical challenges to lead independent lives in their
own homes and reduce the physical and emotional toll that is taken
on caregivers. Some of these technologies focus on assurance or mak-
ing sure our friends and loved ones are safe and healthy at home.
Aml techniques can be used to provide reminders of normal tasks or
the sequence of steps that comprise these tasks

Hospitals: Applications of Aml in hospitals can vary from enhanc-
ing safety for patients and professionals to following the evolution of
patients after surgical intervention. Many of the Aml technologies
found in smart homes can be adapted for use in specific rooms or
areas of a hospital. E.g, Patients are entertained and helped by Aml
during their examination sessions or services by monitoring patients’
health and progress through analysis of activities in their rooms.

Transportation: Transport means are also valuable settings for
Aml technologies. Train stations, buses, and cars can be equipped
with technology that can provide fundamental knowledge about how
the system is performing at each moment. Public transport can bene-
fit from Aml technology including GPS-based spatial location, vehicle
identification, and image processing to make transport more fluent
and hence more efficient and safe.

Education: Education-related institutions can use technology to
track students’ progression on their tasks and the frequency of their
attendance at key events. E.g., human-computer interfaces through
devices such as an interactive whiteboard that stores content in a
database, or a smart classroom where the experience is enhanced by
video and microphones that recognize a set of gestures, motions, and
speech that can be used to retrieve information or focus attention on
appropriate displays and material.
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e Workplaces: The design of intelligent workspaces, conference rooms,
and kiosks that use a variety of mechanisms such as gaze-aware inter-
faces and multi-modal sketching that the full meaning of a discussion
between co-workers through enhancing the performance of the em-
ployees at work.

As we can see there are multiple areas of application where Aml has
great interest. The goal of Aml is not only to provide such active and
intelligent technologies but to weave them seamlessly into the fabric of ev-
eryday lives and settings and to tailor them to each individual’s specific
needs. This aspect is closely related to one of the objectives of this thesis,
which aims to achieve the resolution of people’s needs through smart de-
vices. However, Aml needs prior knowledge of user preferences to establish
when a device should act. This is a complex problem when the needs of
several people have to be analyzed, especially when their presence was not
originally foreseen in the system.

Aml is a paradigm that has been with us for many years and is still
being studied today to develop new smart ecosystems and also serves as an
inspiration for the development of others, such as the Internet of Things.
That is why in this thesis, the Aml paradigm was one of the first to
be explored to have the fundamentals of how smart environments work,
what characteristics they usually have, and how smart devices can sat-
isfy people’s needs, which suppose a great contribution to developing the
Situational-Context.

The analysis of these areas related to the pillars of the Situational-
Context and identified the contributions they can make to its development,
we consider it necessary to review the most relevant work in these areas.
This review will be based on identifying what works exist in the literature
on the integration of devices, identification of situations, and adaptation
of IoT environments to the context. This is done in the following section
by developing a systematic literature review.

2.4 Systematic Literature Review

As we have seen, there are numerous areas related to the development of
Situational-Context. In the previous section, these areas were introduced
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to provide the necessary background on how they relate to the objectives
of this thesis. Once the necessary knowledge is available, the next step is
to search for the current work in the literature on these areas. For this
purpose, a Systematic Literature Review (SLR) was performed.

A SLR is a type of scientific research whose objective is to objectively
and systematically integrate the results of empirical studies on a given re-
search problem (Kitchenham & Charters, 2007). There are several method-
ologies to follow to conduct a SLR. For this thesis, the methodology de-
fined by Kitchenham et al. in (Kitchenham & Charters, 2007) was selected,
where a series of steps must be conducted to achieve the proposed objec-
tive, from the initial identification of related works to the exhaustive review
of the most relevant and related to the analyzed area. Each of these steps
will be described in the following sections.

2.4.1 Objectives

We start from the premise that a smart environment is made up of people
and devices of all kinds, and that through collaboration between them,
proactive behaviors are produced that allow adapting the environment to
the needs of people.

Thus, the objective of this SLR is to identify the works that, first,
address the IoT as a smart ecosystem, second, favor communication be-
tween devices with different characteristics, third, refer to context-aware
systems, fourth, propose solutions based on the development of architec-
tures, platforms, or specific systems, and, fifth, that these developments
favor adaptation to the needs of people.

2.4.2 Research Method

According to Kitchenham et al. (Kitchenham & Charters, 2007), the re-
search method to conduct an SLR consists of three main activities: protocol
planning, SLR execution, and results reporting. Protocol planning consists
of drawing up a work plan that allows each of the necessary steps to be
carried out in an orderly manner. The execution of the SLR is the main
activity that consists of searching, analyzing the work, and extracting the
necessary and relevant data for the study. The results report provides the
results of the study in the form of tables, graphs, or any other medium that
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allows the results obtained throughout the study to be appreciated simply
and clearly.

Phases ! Main process ! Simplified process followed in this thesis

| 1. Specify Research Questions |

0 | 1. Background |
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Figure 2.5: SLR process followed

Figure 2.5 shows each of these phases. For the development of this
methodology, some of the sub-activities were unified in this thesis to sim-
plify the process. The most relevant phases for SLR are shown below, and
the whole process is shown in Appendix I.

2.4.3 Research Questions

The research questions are one of the most crucial parts of SLR develop-
ment. They must be specified correctly since they condition the rest of the
work. Therefore, it is necessary to establish the right questions to solve
the detected needs. Table 2.1 specifies the research questions posed for this
SLR.
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Table 2.1: SLR Research Questions

Research v Related
# Question pletizaticn to Need
Know the existing applications or frameworks
. that allow connecting IoT devices to interact
:}Yiitfgfcr};zif%fs with the environment. There are platforms that
RQ1 ging allow installing devices that, through a previous N1
IoT/WoT smart . .
. configuration, can automate routines or make
environments? . . .
changes in the environment. For example, using
a light bulb with Alexa.
Know the most popular protocols for exchanging
What standards mformatlo%l beftween dfewces. 'I.‘here are many
. . communication and information exchange
exist to provide . >
. s protocols on the market. This heterogeneity
RQ2 interoperability . . . N2
allows having a wide range of devices, but on the
between IoT . s
devices? other hand it makes compatibility between
’ devices difficult. For example, using the
Semantic Web.
Know the techniques used in existing works that
What architec- favor interoperability. The problem of
tures/middlewares | heterogeneity in IoT has been addressed in many
RQ3 exist to provide existing works. We aim to analyze these works N2
interoperability to learn about the techniques employed and how
between IoT they can be applied in the context of this thesis.
devices? For example, using Home Assistant or Open
Hub.
Know the types of interoperability addressed in
each paper. There are many levels of
What kind of 1nter0perab11.1t.y and thfe current Wo?ks‘te.nd to
interoperability do focus on providing solution to them individually.
RQ4 . The aim is to analyze the works that address N2/N3
current solutions o e .
rovide? these levels individually or jointly and how they
p : are treated in IoT environments. For example,
interoperability at the level of connectivity and
information exchange, or at the semantic level.
Know what techniques are used for devices to
adapt their behavior. There are many elements
What techniques t.hat affect the adaptation of an IoT
environment, such as the context, nearby
RQ5 are used to adapt . . LY N3
devices to people? devices, the people involved, etc. The aim is to
’ analyze how these elements are treated to decide
the behavior of a device to a given event. For
example, setting the brightness of a light bulb.

2.4.4 Search Criteria

Once the research questions were established, the next step is to establish
the search criteria. To do this, the sources of scientific resources to be
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searched must be selected. Among the most famous sources are Web of
Science (WOS) !, Google Scholar 2, or Scopus 3. For this SLR we have
decided to use Scopus because it is one of the most complete and relevant
sources for locating papers related to Computer Science.

2.4.5 Search String

The search string will depend on the terms we want to locate in the papers.
In addition, alternative terms can be entered for each term to cover a wider
range of possibilities. The terms used for this SLR are listed in Table 2.2.

Table 2.2: SLR Search string composition

Main Term Alternative Terms Relatefi to
Question
“Internet of ToT OR “Web of Things” OR WoT OR RQI
Things” “Smart Environment”
Interoperability Interconnection OR Connectivity OR RQ2/RQ4

Communication OR Protocols
Situation OR “Situation Aware” OR
Context “Situation-Aware” OR “Context Aware” OR RQ4

“Context-Aware”
. Platform OR Middleware OR Framework OR
Architecture Standard RQ2/RQ3
“Self-adaptation” OR Behaviour OR Needs
OR Preferences OR People

Adaptation RQ5

As can be seen, papers are desired that discuss the Internet of Things,
interoperability, context, architectures, and adaptation, each of these terms
with their respective alternative terms. From these terms, we can estab-
lish the search string that will allow us to locate the jobs to be analyzed.
The search string goes through several modifications until the final one is
decided. In addition, a filter was used to limit the search area to computer
science (COMP).

"nttps://www.webofscience.com/wos/woscc/basic-search
2https ://scholar.google.com
Shttps://www.scopus.com
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2.4.6 Results Reporting
2.4.6.1 Classification Taxonomy

The analyzed papers provide a broad understanding of IoT interoperabil-
ity. Each of them has its focus on a specific topic. Whether it is improving
interoperability at the device level, providing specific communication pro-
tocols, at the semantic level, reusing ontologies, or developing a framework
or architecture that encompasses several of these aspects. For this rea-
son, the most relevant information was extracted from each of them to
classify them into different areas. With the identified areas, and with the
results obtained from the questions, the answers, and the extraction form,
a taxonomy was developed to identify the main interests of the research
community and where the problem of interoperability in context-oriented
IoT is heading. Figure 2.6 shows the taxonomy based on the analyzed
papers.

The main concerns are related to the technologies used to connect de-
vices, the application domains where IoT is integrated, how the semantic
web is used to improve the relationships between devices, how different
situations can be identified in the environments, how context awareness
affects the creation of IoT applications, how the syntax of information is
defined to be treated in a common way, and some other issues such as
best practices or compilations of relevant work. Within these concerns, a
subdivision has also been made to classify a finer grain in the analyzed
works. The following section shows the results obtained according to this
classification taxonomy.

2.4.6.2 Results Obtained

This section presents the results obtained from the SLR conducted on the
52 papers finally included in the analysis (Phase 4). These results are
obtained by filtering through the different phases of the process until the
final phase is reached. Figure 2.7 shows this process and Appendix I details
each of these phases.

Below the results are analyzed. Firstly, the general indicators that
deal with the origin of the papers are detailed, and, secondly, the specific
indicators that refer to the classification taxonomy used are shown.
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Figure 2.6: Classification taxonomy

General indicators The first indicator to be analyzed refers to the origin
of the papers (Figure 2.8). It can be seen that 39 papers came directly from
the Scopus search (76.47%) and another 12 from other sources (23.52%),
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Figure 2.7: SLR process summary

which correspond to papers already identified as relevant before starting
the SLR. This indicates that most of the papers identified were included in
the search chain, but we still analyzed papers that were previously selected.

Phase 4: Sources
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10
s L
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Scopus Custom
Figure 2.8: Main sources

The second indicator refers to the type of paper (Figure 2.9). The types
to be considered were conferences, journals, books, or books of proceedings.
It can be seen that 21 papers come from conferences (40.38%) (mostly
indexed), 27 from impact journals (51.92%), 2 from books (3.84%), and 2
from books of proceedings (3.84%). This indicates that most of the papers
come from conferences and impact journals, which would allow us to satisfy
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the research questions with a fairly accurate criterion.
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Figure 2.9: Type of papers

The third indicator refers to the year of publication of the papers ana-
lyzed (Figure 2.10). It can be seen how most of the papers are concentrated
in 2015 from where 9 (17.31%), 2016 from where 7 (13.46%), 2017 from
where another 9 (17.31%), and 2019 from where 8 (15.38%) originate. This
indicates that most of the developments on IoT interoperability are coming
from the last few years.

The general indicators show that most of the articles analyzed come
from conferences and journals. In addition, it also shows that interest in
addressing the challenge of interoperability has been growing over the years
and is increasingly being addressed by more and more researchers.

Specific indicators FEach of the papers reviewed has been included in
the classification taxonomy detailed above. In addition, a paper can be
included in several categories, so it does not have to belong exclusively to
one. Figure 2.11 shows the distribution of the papers. It can be seen how
34 of the papers (64.15%) deal with improving interoperability at the tech-
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Figure 2.10: Papers by year

nological level, 20 papers (37.74%) address interoperability issues from the
context-aware perspective, 18 papers (33.96%) focus on semantic interop-
erability, and 21 papers (39.62%) address other types of interoperability or
are compilations or surveys of existing papers.

In addition, the analyzed papers have also been included in the subdi-
visions made for each level of interoperability to know more precisely the
degree of affinity with the level where it is included. This makes it possible
to obtain more specific indicators. These indicators will be detailed below
for each of the levels of interoperability analyzed.

Figure 2.12 shows the classification of papers dealing with technological
interoperability. It can be seen how 21 of these papers (45.65%) focus
on technologies in general, 4 papers (8.70%) deal with actions taken on
manufacturers, and the remaining 21 papers (45.65%) deal with the use of
different platforms.

Figure 2.13 shows the results obtained for papers addressing IoT do-
main interoperability. Of the two subdivisions identified, 5 papers (50.00%)
address vertical solutions that attempt to cover many different domains,
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Figure 2.12: Technological category

and 5 papers (50.00%) address horizontal solutions that focus on covering
all possible aspects of a single application domain.

Figure 2.14 shows the results obtained for the semantic domain. The
most important division is the use of ontologies, where 16 of the analyzed
papers (53.133%) addressed this topic. The use of semantic reasoners was
addressed in 6 of the papers (20.00%). The remaining divisions compose 4
of the papers (13.33%).
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Figure 2.15 details the results obtained within the classification of the

level related to situation identification. Of these papers, 12 papers (38.71%)
focus on situations where multiple IoT objects are encountered, 12 papers
(38.71%) address the adaptation of devices to the situation, and another 7

papers (22.58%) perform processing to identify local situations.

Figure 2.16 shows the results obtained from the articles that consider
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Figure 2.15: Situational category

context awareness to improve IoT interoperability. The 20 articles identi-
fied (100.00%) are of a general nature within the context treatment for IoT
environments.

Context-Aware

20 - General
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Figure 2.16: Context-Aware category
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Figure 2.17 shows the results obtained at the syntactic level. As in
the previous level, also insufficient details were found to perform several
subdivisions. The 2 papers (100.00%) identified that address this domain
deal mainly with the packaging and transmission of information within IoT
environments.

Syntactic

2 Packaging and transmission data

0 0,5 1 1,5 2 2,5

Figure 2.17: Syntactic category

Figure 2.18 shows the last classification, where other types of papers
are grouped. At this level, several subdivisions have been made, where 14
papers (48.28%) correspond to surveys that compile or summarize other
related papers, 9 papers (31.03%) refer to emerging solutions, and 6 papers
(20.69%) deal with considerations to be taken into account and follow-up
of good practices.

Because of the works analyzed, a gap is identified in the treatment of
the context for IoT environments, more specifically in the identification
and processing of the different situations that may occur. On their own,
these works bring great benefits to IoT interoperability, either at a specific
level of interoperability, using a particular standard, or focused on a specific
application domain. However, it is the combination of some of the aspects
addressed by these papers that motivates this doctoral thesis, and that is
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where the idea of identifying situations in IoT environments to adapt the
behavior of devices to the needs of people is born. The works analyzed and
the levels addressed by each of them according to the previous taxonomy
are detailed in Tables 2.3, 2.4 and 2.5.

Finally, in the following section, we present the conclusions drawn from
the SLR conducted.
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SLR Analyzed papers (1/3)

Table 2.3
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(Javed et al., 2017)
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(Merkle & Zander, 2016)
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(Noura et al., 2018)
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Paper
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2.4.7 Conclusions

Conducting an SLR involves reviewing the state of the art in a given field
to see what state it is in and where a contribution can be made. The SLR
conducted in this doctoral thesis has made it possible to identify the areas
where IoT is most focused in terms of interoperability and, in turn, those
where efforts are still needed to make further progress.

The tables above detail the main concerns addressed by the current
literature. The characteristics extracted from these papers have allowed
us to develop a taxonomy so that we can have an overview of where each
paper stands, what area it covers, and in which one’s effort still needs to be
expended. In view of the results obtained, we found that most of the work
focuses on improving interoperability at the technological level. The do-
main and syntactic levels are the domains where less work has been located.
The semantic and Context-Aware domains have also been widely addressed
through the analyzed works. Finally, other types of work such as surveys
or best practice guides have also focused on analyzing interoperability.

For this thesis, the most relevant level is the situational level. We find
that existing works address this level of interoperability, mainly for the
adaptation of devices in local environments. However, the analyzed works
do not show concern for addressing this aspect in dynamic environments.
This refers to those environments where dynamic collaboration occurs de-
pending on the devices and people that are in those environments at any
given time. Moreover, these dynamic environments have to deal with the
information coming from these devices and people to be able to adapt con-
ditions to people’s preferences. Therefore, we think that the dynamicity of
these environments is a potential gap to be analyzed. The analyzed works
also provide us with different technologies that have been successfully used
in related areas and that can be used to develop the Situational-Context,
such as MQTT as a protocol message, W3C' Thing Description to describe
the device information, Protege to define ontologies, or RESTful to orches-
trate services. With this thesis, we bring the knowledge acquired during
the background analysis and propose a viable and functional solution to
deal with this kind of dynamic environment to detect specific situations.

The following chapter details the Situational-Context paradigm and
how it addresses this gap.
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Chapter 3

Situational-Context:
Introduction and Developed
Architecture

“Crreativity is intelligence having fun.”
Albert Einstein

Contents
3.1 Definition . . ... . . .. i i e e 58
3.2 Architecture . ... ... ... ... ... ... 60
3.3 Implementation . .................. 64

3.3.1 SMOTE: (S)ituation (M)anagement f(O)r Smar(T)
(E)nvironments . . . . ... ... 64

This section details the development conducted for the Situational-
Context. First, the concept of Situational-Context is defined to provide a
more detailed view of the paradigm; second, an architecture that provides
support for the identification of situations through different components is
designed; and, third, the implementation of this architecture is performed
through a real case study.
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3.1 Definition

The idea of Situational-Context was born back in 2016 as a vision arti-
cle outlining the first ideas for identifying situations in IoT environments.
From there, it began a line of research that developed into this thesis.

The Situational-Context is defined as the composition of the virtual
profiles of all the entities involved in a situation. Each entity has a vir-
tual profile which we call a description and which contains the following
information:

e Personal information. It contains the raw information of the en-
tity: name, associated device, preferences, activity history, relation-
ships with other entities, etc. This information is dynamic and is
updated as the entity interacts with other entities.

e The goals detail the state of the entity’s desired environment. These
goals can also be deduced from the basic information. For exam-
ple, having the goal of setting a certain temperature to achieve the
comfort level in a room.

e The skills that the entity has to make decisions and perform actions
capable of modifying the environment and oriented to the achieve-
ment of the goals. For example, an air conditioner is turned on at
the right temperature to solve a goal.

The result of composing the virtual profiles of the entities involved
is not only the combined information of all the entities. It contains the
combined history of the entities arranged in a single timeline, the result
of the high-level inferences made on the combined virtual profiles, the set
of goals of the entities, and their skills. From the combined Situational-
Context information, strategies for achieving the goals based on the present
skills should be identified. These strategies will guide the prediction of the
interactions that should arise from the context and whose application will
solve the goals detected in the environment. Let’s see this with an example:

Let’s imagine a smart store equipped with different smart devices, such
as lamps, an air conditioner, switches, and a stereo. These devices can es-
tablish relationships with each other depending on the different situations
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in the store. Depending on the situation, specific lighting can be set, a
certain type of music can be played, the temperature can be adjusted, or
an electronic device (skills) can be turned on or off. In addition, contextual
information such as date, time, location, or any other information that can
be captured from the environment must be taken into account. For exam-
ple, the level of brightness can vary from one part of the store to another to
provide a better perspective of the products, or the music playing can be
adjusted depending on the people inside the store (goals). This is because
each situation has assigned values or goals that must follow a strategy to
achieve the state of the comfort of the people in the store. To achieve the
detected goals, entities must identify specific situations to act accordingly.
This identification allows the entities to be aware of the situation they are
in and to be able to make the necessary relationships to achieve their com-
fort level, setting the lighting level, the temperature, the type of music, or
any other element that leads to solving people’s needs. Figure 3.1 illus-
trates this example, where the air conditioner set a temperature to 21,5
degrees when two customers are in the store:

Air Conditioner
- Current temperature: 20°
- Indoor temp: 20°
- Skill: Set temperature

-New temp: 21,5°

Customer 1

Air Conditioner (represented by smartphone)

- Current temperature: 20°
- Indoor temp: 20°
- Skill: Set temperature

- TimeStamp: 18:26
- Location: toys section
- Goal: Temperature to 22° (done)

(represented by smartphone) (represented by smartphone)

_ . o
- TimeStamp: 18:25 Customer enters - TimeStamp: 18:27 New state h ﬁ:gﬁ:tt;?nmngiture. 215
- Location: toys section the store - Location: toys section Skl Set teﬁﬁ erature
- Goal: Temperature to 22° 1 - Goal: Temperature to 21° (done) H . P

Customer 1 H Customer 2 Air Conditioner
Entities in the store : Creating a strategy : New state defined

Figure 3.1: Situational-Context example definition

To support the situational context, a conceptual architecture has been
developed. It is assumed that an intelligent social environment will possess
entities consisting of IoT devices or people, which can give rise to differ-
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ent environmental situations. These entities have objectives that need to
be agreed upon and resolved. These goals are the desired effects on the
environment, such as setting a specific temperature, lighting level, or type
of music. Entities also have skills that can be combined to resolve them.
These abilities refer to actions that can cause a change in the environment
at a given time, such as an air conditioner that can change the tempera-
ture, a lamp that can change the brightness or a stereo that can change
the type of music. This architecture is intended to support the definition
of all these elements, their integration, and coordination.

3.2 Architecture

The proposed conceptual architecture (Figure 3.2) contemplates that in
intelligent scenarios, the different entities can communicate and exchange
data to know the situation they are in and to be able to proactively perform
actions to achieve common objectives. It has been designed to cover the
different interoperability levels detailed previously in Section 2.2. Depend-
ing on the capabilities and tasks to be completed by the devices, two types
of roles are considered in the architecture: entities and controllers. Entities
are devices that can perceive and change the environment’s state or have
some needs or preferences. Controllers are devices that can request, receive
and process information to identify what actions to execute to satisfy these
needs. We note that a smart device can perform both functions with suffi-
cient computing capabilities. In the following, we separate them for better
readability.

On the one hand, entities £, obtain values from the environment such
as temperature or brightness (sensors) and perform actions to change their
state (actuators). In addition to this information, entities have crucial in-
formation that must be shared for the correct management of interoperabil-
ity, such as the identifier, brand, model, characteristics, goals/objectives,
previous interactions, etc. To share this information, it is grouped in a
wrapper that encapsulates what can be shared with different controllers
when necessary. We consider that this wrapper is necessary because each
entity has its own information that can be offered independently to other
entities.

On the other hand, the controller is a device with sufficient computa-
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Figure 3.2: Situational-Context Architecture

tional capacity to process all the information obtained from the entities
and decide which strategy (set of actions) should be activated based on the
desired goals of the entities. Initially, the architecture assumes that the
controller is physically located in the environment. However, the controller
can also reside in the cloud or edge environments. To manage the interac-
tions between the entities, the controller consists of different components:

e Communication Manager: it is responsible for achieving physical
interoperability among entities. In this layer, multiplatform integra-
tion tools, such as Home Assistant (HASS) ! or OpenHUB 2, allow
connections at the network level, for example, to connect an entity
lamp through WiFi, Bluetooth or Zigbee. This allows entities to be
discovered and incorporated into the network environment to inter-
pret later the information provided by each entity depending on the
situation. Thus, the technological level is addressed. Entities can be
discovered in the environment in several ways, through communica-

"https://www.home-assistant.io
https://www.openhab.org
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tion or network protocols. Once discovered, communication between
them is enabled so that they can exchange information, which is dis-
cussed in the next component.

Device Manager: the devices are managed to get to know the
existing entities in the environment and their characteristics. This
information will allow for determining the type of entity, which goals
are pursued by each entity, and which skills are available to solve the
needs of other entities. Each entity must be able to define its infor-
mation in some way. Usually, each device has a typical document not
written in machine language where its characteristics, functionalities,
or configuration parameters are specified. This document is used as
documentation or manual but not to improve interaction. It is static
and can not be used to describe properties changing according to
the context. The document can be provided by the manufacturer
or generated following a specific specification. We will use the W3C
Thing Description specification as detailed below. Therefore, this
component is responsible for interpreting this document to give it a
semantic connotation and make it easier to relate entities, regardless
of the domain, as detailed in the following component.

Cross-Domain: this component establishes relationships and pro-
vides dynamicity among different application domains. This requires
the translation of data formats or languages in which device infor-
mation can be specified to ensure data availability. For this purpose,
content filtering and cleaning techniques can be used. So, it ensures
these relationships hold regardless of the technology or language used
in the domain to which an entity belongs. These relationships are
achieved through the semantic connotation obtained from the infor-
mation of each entity so that objectives and skills can be related as
precisely as possible. The Semantic Web makes it possible to estab-
lish these relationships in a more or less simple way, as we will see
below. Based on these relationships, the different situations that may
occur in the environment are identified or created.

Situation Manager: it identifies if a situation is already known
in order to apply strategies that were successful in the past, or cre-
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ate new strategies. For this identification, contextual properties are
used, such as the people present in the environment, the installed de-
vices, or spatiotemporal data. This component uses the communica-
tion manager component to discover the devices, the device manager
component to know how they interact, and the cross-domain com-
ponent to know which ones can cooperate. This component is the
most relevant component of the work and where the greatest efforts

are applied and related directly to the situation level.

e Goal Generator (GG): entities can have goals. They may be pre-
defined by the manufacturer, manually defined by the user, or may
be inferred by the presented architecture depending on previous in-
teractions. This component is responsible for analyzing the previous
interactions to discover the entities’ goals. With the information pro-
vided about the situations, these goals can be generated. The goals
can be of any type, such as turning on a lamp, increasing the tem-
perature, setting a TV channel, recommending a certain product,
etc. The generation of these goals facilitates their subsequent reso-
lution. It is important to note that this component can be deployed
in the controller, providing support to other low-powered entities, or
can be deployed on the entities when they have enough computing

capabilities, as shown in Figure 3.2.

e Matcher: once the objectives have been generated, this component
identifies at run time which ones can be achieved using the skills
offered by the different entities. For example, if a goal has been gen-
erated to increase the brightness of the room, and there is a lamp that
can perform that function, these two entities are related to reaching
that goal. This can be done by invoking the service of an entity that
allows reaching the desired environment state. Thus, the different
strategies to be carried out are established so that they can be car-
ried out if the situation is detected again in the future. This must be
done in real-time since the entities enter and leave the environments

continuously.

These components can be implemented through different technologies.
The following sections will detail the technologies selected for the imple-
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mentation and provide the most important technical details to be consid-
ered. Let us describe an example to better define the interactions between
these components. Imagine a lamp that can change the intensity and the
color of its light. Thanks to the Communication Manager, the lamp can
communicate with other entities, and the Device Manager is responsible
for providing a global view of the environment. This view includes informa-
tion about this particular device, such as its ID, communication interfaces,
functionalities, etc. Furthermore, the user needs to integrate the lamp into
a smart home where there are other smart devices such as an oximeter, to
measure the amount of oxygen in the blood, and an audiometer, to mea-
sure the quality of hearing. Both devices belong to the healthcare domain,
where data privacy and security are crucial. To provide a truly useful ser-
vice, it would be interesting if the healthcare devices could send certain
information to allow the lamp to change its light color depending on the
results after a measurement. The Cross-Domain layer is responsible for
enabling the exchange of information with other entities regardless of the
domain. In addition, the lamp should also be able to change its intensity
depending on the preferences of the people. The Situation Manager is in
charge of identifying the situation that is occurring and determining if it
should change the color or the intensity. The Goal Generator identifies if
the people present have a lighting goal that must be satisfied. Finally, the
Matcher finds and triggers the correct strategy.

3.3 Implementation

3.3.1 SMOTE: (S)ituation (M)anagement f(O)r Smar(T)
(E)nvironments

SMOTE is an implementation of the proposed architecture for the man-
agement of situations in IoT environments. First, the entities according
to the information provided in their wrappers are described. Second, the
operations of the controller are specified, and its implementation is de-
tailed. Finally, the dataflow of the process from the initial communication
of the entities until the run-time selection of the services to adapt to the
environment is shown.
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3.3.1.1 Entity description

The information from the entities must be provided to the other entities and
the controller must be analyzed and processed. This information is called
entity description. The description of the entities follows the extension
of the format proposed by the W3C, called Thing Description (W3C-TD)
(Kaebisch et al., 2019). The W3C-TD is presented as a solution to coun-
teract fragmentation in the Web of Things (WoT). It allows the developer
to define smart devices using a standard based on the format JSON-LD
(JavaScript Object Notation for Linked Data), detailing their id, title, se-
curity, or properties. However, the W3C-TD does not provide support for
collaboration between entities (Flores-Martin, Berrocal, Garcia-Alonso, &
Murillo, 2020). Therefore, we propose to extend it with two sub-classes to
support the definition of objectives and situations:

e Objectives: it details the objectives (goals) of the entity with re-
gards to the environment. Each goal has its identifier, name, desired
value, and contextual properties that define it, such as spatiotemporal
data (time, location, etc.).

e Situations: it defines the situations in which the entity was involved.
The information related to the situations is composed by an identifier,
a name, a title, the contextual properties specifying the spatiotem-
poral data of the situation and the values of the solved goals (such as
luminosity), and the strategies triggered depending on the detected
goals. This information is later used to trigger the same strategies if
they were successful, and to automatically infer new goals or changes
in the ones already detailed.

The Figure 3.3 shows the extension of the W3C-TD class diagram where
two new sub-classes are included to model these aspects (colored in green):
ObjectiveAffordance and SituationAffordance.

These sub-classes follow the patterns of the main classes already de-
fined which are PropertyAffordance, ActionAffordance, and FventAffor-
dance. The two sub-classes allow two new types of interactions within
the description of the Thing or entity, both to model its objectives and
the situations in case it has them. It may be the case that an entity does
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Figure 3.3: Extended class diagram from the W3C-TD

not have defined objectives, or that it does not have any situation stored.
This leads to a description that only contains the requirements to promote
collaboration between entities in social environments. This collaboration is
later used to identify situations to promote proactivity in intelligent envi-
ronments and to make their adaptation increasingly transparent to users.

Figure 3.4 shows an example of the description of a Yeelight smart light
that will later be used in the case study. This description is a file specified
according to the W3C-TD discussed above (blue). It shows the informa-
tion of the entity such as the id or title, and the actions it has (such as
turning it on or off, modifying the brightness, and customizing the color).
The description also includes the two sub-classes specified above (red). On
the one hand, the lamp has a goal to reduce its consumption. On the other
hand, a situation is specified where the lamp has been previously involved
in a party at home. This situation specifies contextual information (loca-
tion, date, time, or luminosity), the objectives to be solved (luminosity),
the entities involved (media players and other actors), and the strategy
conducted (to increase the luminosity).

In the case of people, the file with its description is stored on their
mobile device and will be consulted and modified according to the person’s
interactions. In the case of IoT devices, the description file could be pro-
vided by the manufacturer directly. The interpretation of this information
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{8
"@context" :"https://www.w3.0rg/2019/wot/td/v1", "situations":{ (&
"id" :"urn:dev:ops:32473-WoTLamp-1234", "party-home" : { &
"title":"MyLampThing", "id" :"party-home"”,
"securityDefinitions":{ [ }, "name” :"Party at home for colleges”,
"security":[ @], "properties”:{ &
"properties”:{# }, "location":"39.4570601,-6.3835215",
"actions":{ & "date":"2020-04-24",
"toggle”:{ B "time":"21:30:00",
“forms":[ & "luminosity":"7",
{8 "weather" :"sunny"
"href":"https://mylamp.example.com/toggle" I
} "objectives":{ B
] "type":"array",
) R "items":[ B
luminosity":{ B (=
“forms":[ & "thing":"id-Bob",
(B "objective":"id-luminosity",
"href":"https://mylamp.example.com/luminosity"” "yalue” : "60%"
) ),
- (@)
"color":{ & } !
fol{'m‘; HE=] "things" { &
"href" :"https://mylamp.example.com/color" “type”:‘array”,
} "items":[ &
] "id-Bob",
) "id-MediaPlayer",
), "id-Sara",
"objectives”: { & “urn:dev:ops:32473-WoTLamp-1234"
"consumption":{ & 1
"id" :"reduce-consumption”, b
"name" : "Home consumption", "strategy":{ &
"value":"30%", "type":"array”,
"properties":{ & "items":[ B
"location":"39.4570601,-6.3835215", {8
"time":"20:24:57 CET" "thing" :"urn:dev:ops:32473-WoTLamp-1234",
} "action":"luminosity",
} "value" :"70%"
Iz b
{@}
1
}
["] Original properties from the W3C Thing Description }
[] Added extension to suppoort Objectives and Situations Zévents“ A )
}

Figure 3.4: Yeelight bulb description with the W3C-TD extension

is done through different techniques discussed below to detect the objec-
tives and how they can be achieved. Therefore, each entity is responsible
for creating and storing its own description. However, there may be en-
tities that, due to hardware or cost limitations, can not store them. In
these cases, it can be stored in remote repositories or in the controller of

the environment.
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3.3.1.2 Controller implementation

The controller is used to request and process the descriptions coming from
the entities, to manage the interaction among entities, and to detect situ-
ations and trigger actions associated to them. In what follows, we present
the implementation of the controller according to the components speci-
fied above and provide the key technical details. The pseudo-code for the
whole process can be seen in Algorithm 1 while its notation is described in
Table 3.1.

¢ Communication Manager, Device Manager, and Cross Do-
main: it has been decided to use an existing framework. The Home
Assistant is the software in charge of managing the integration of the
entities and addressing the three first levels of interoperability. We
use this platform because it can support the first layers with minor
modifications, allowing us to focus on the other layers. HASS sup-
ports a large amount of brands 2, and allows the integration of devices
(sensors, actuators, mobile phones, etc.) through a large number of
different protocols like Bluetooth, WiFi, or ZigBee. Through the
API (Application Programming Interface) provided by each entity,
HASS can establish communications and request their descriptions
(INIT()). These descriptions allow HASS to identify the type of the
entity and get its extended W3C-TD description, with information
related to the situations and objectives stored in the entity. Also,
some modifications were performed to enable automatic situation
discovery when a new entity is detected in the environment. This
has been achieved by requesting and processing the description of an
entity when it is detected in the environment (PARSEPDESCRIP-
TION(D)). This is the basis for detecting and managing devices re-
quired by the following components.

e Situation Manager: a module has been implemented (CHECK-
SITUATIONS(0)) that is able to identify situations by taking into
account the following parameters: the entities present in the envi-
ronment, the objectives to be achieved, and spatio-temporal factors
(location, date, and time). In this way, a situation is identified as

3https://www.home-assistant.io/integrations
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known if these parameters are met, and its associated strategy would
be launched. Otherwise, it would be a new situation and the required
process would be conducted to elaborate the strategy and trigger it.
These parameters are adjustable depending on the application.

e Goal Generator: from the -skills- that the entities have, as well as
the goals of each situation, this component is in charge of identifying
goals of each entity with the environment. This is done based on an
entity’s interactions with the environment and providing them with
a complimentary name to be easily linked. This is done using a sys-
tem proposed by the authors in (Rojo, Flores-Martin, Garcia-Alonso,
Murillo, & Berrocal, 2020) that allows us to predict interactions with
IoT devices in a smart environment through a neural network. In
general terms, the network has as many input neurons as features
have the entities. The number of outputs offered by the network is
equal to the number of different skills that exist on the devices. When
new devices are added, the number of outputs also changes, and the
network is redefined to infer new goals.

e Matcher: Semantic Web technologies are mainly used to develop
this component (MATCHOBJECTIVES(0,S)). We use ontologies
and SPARQL queries to analyze what actions and objectives are
present in the environment (Rhayem, Mhiri, & Gargouri, 2020). Cur-
rently, actions and objectives are linked by name. Each action and
objective has a prefix, “sk” and “g_” respectively, with which they
can be identified and related. For example: “sk_illumination” and
“g_illumination”. In addition, in the case of similar names, the se-
mantic reasoner is in charge of trying to establish this relationship.
For example, “sk_illumination” and “g_brightness”. When an action
associated with an objective is found, it is performed to achieve the
objective. E.g. “The room is a bit dark, I need to increase the
brightness to level 77 (objective - “g_illumination”), by setting the
light bulb to that brightness level (action - “sk_illumination”). With
these pieces of information, we can identify situations. If the situ-
ation is known, it is enough to invoke the services associated with
the strategy (TRIGGERSTRATEGY(S)). If not, a new situation is
generated with the contextual information of the environment, the en-
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tities involved, and the associated strategy to be formulated. Then,
this situation is sent to all the entities in the environment to be stored
in their descriptions. The use of the Semantic Web can be combined
with AT techniques (Seeliger, Pfaff, & Krcmar, 2019) to perform a
different or more efficient matching according to the requirements of
the application. In fact, Al is already used in the previous component
for goal generation.

Table 3.1: Notation of the basic elements for the Algorithm 1

Element| Description

(0] Defines the ontology where the entities will be stored. In this case:
skeleton.owl.

E Entities in the environment: devices or people (represented by their
smartphones)

S Situation that contains information about the environment. It is as-
sociated with an Entity

X(i) Information. It could be referred to a different object (X) such as
entities or situations

X(o) Objectives (goals). It could be referred to a different objects (X) such
as entities or situations

X(a) Actions (skills). It could be referred to a different object (X) such as
entities or situations

X(p) Properties. It could be referred to a different object (X) such as
entities or situations

X(s) The different situations that an Entity or the Ontology posses

D Corresponds to the Entity description written following the W3C-TD
extension provided.

Currently, requests are stored in a queue to be processed on a first-
come, first-served basis. In terms of complexity, it is worth mentioning
that the system is easily scalable. The introduction of more controllers
would make it possible to handle larger environments and more entities. In
addition, more powerful controllers would provide shorter processing time
and thus faster target resolution. The system could be extrapolated to
larger environments, such as shopping malls, schools or museums. As future
work we are defining new mechanisms to allow synchronization between
different controllers.

Normally in each environment there will be one controller. However,
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Algorithm 1 Environment processing

Function INIT():

O < loadOntology(skeleton.owl)

name < “w3ctde.daniel” <— detectedEntity
D < requestDescription(name)
PARSEPDESCRIPTION(D)

Function PARSEPDESCRIPTION (D):

E < new Entity ;
E(i) + D() ;

E(o) <= D(o) ;

E(a) <~ D(a) ;

E(s) <= D(s) ;

file +— E.present(1) ;

O.add(E)
CHECKSITUATIONS(O)

Function CHECKSITUATIONS (O):

end

end

S « O(s)
for all S do

if S(p) = True then

end

properties < True

if S(e) in O then
I

end

if properties = True and entities = True then

end

entities <— True

TRIGGERSTRATEGY(S)
situation < True

if situation = False then
‘ MATCHOBJECTIVES(O,S)

Function TRIGGERSTRATEGY (S,):

end

actions <+ S(A)
for all actions do

call(action(i), action(value))

Function MATCHOBJECTIVES (O,E):

end

end

S < new Situation
S(p) «+ new Properties
objectives < E(o)
action <+ E(a)

for all objectives do

// New thing

// Entity information

// Entity objectives

// Entity actions

// Entity situations

// Set entity as present

S(o).add(objectives(i)) action < O.search(iri = objectives(i).name, class = Action)
if action then

end

call(action, objectives(i).(value))
S(e).add(action(e))

entities < O(e)
for all entities do

if entities(i) in file = 1 then

end

sendSituation(entities(i),S)
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in larger environments, there may be more than one controller. Although
there can be synchronization between controllers at the level of knowing
which entities are connected to each other, what situations are occurring,
or what objectives are being met, each controller must manage the entities
that are close to it. This is so because if, for example, an objective to
increase lighting is detected, the ideal is to select the closest controller to
manage this request and select an entity that is also nearby to modify the
lighting.

SMOTE provides support for the integration of different types of en-
tities and for the identification of situations, all in a transparent way for
the users. The following section presents the integration of the different
devices and components to identify situations and activate strategies to
achieve the objectives.

3.3.1.3 Dataflow

The dataflow in the controller is as follows: 1) an entity is detected; 2)
its description is requested; 3) it is processed; 4) situations are identified
or created; 5) the objectives associated with the situation are attempted.
This step-by-step process is detailed in Figure 3.5.

1. Detect entity and description request: by using a script writ-
ten in Nodejs, HASS identifies when an entity enters the network.
HASS has a feature called “device tracker” * that allows detecting
when a device enters or leaves the network range. This functionality
can be configured in different ways: through Bluetooth/BLE, so that
it detects close entities (+/- 10 meters), WiFi, which detects enti-
ties within the same network or a router that reports which devices
are connected to it; or through the NMAP protocol, which allows
scanning the network for devices. In our case, we will use the Blue-
tooth/BLE protocol to scan for devices, but this may vary depending
on the application or the needs of the environment. When an entity
is discovered, it is subscribed to the controller topic by using the
MQTT protocol, and its description is requested.

4https ://www.home-assistant.io/integrations/device_tracker
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Figure 3.5: Sequence of the complete process in SMOTE

2. Send description: by using the MQTT protocol the entity publishes
its description. In this way, the description is sent to the controller.

3. Parse description: the information of the entity is stored in an
ontology based on the IoT-O ontology (Seydoux, Drira, Hernandez,
& Monteil, 2016). This ontology contains the necessary classes that
correspond to the description of the W3C-TD. All the treatment is
performed by using Python, Owlready2 ° and RDFLib 6 libraries,

*https://pypi.org/project/Owlready2
Shttps://github.com/RDFLib/rdflib
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that provide us with methods and SPARQL queries to match skill
and goals.

4. Check Situations: the Situation Manager detects the stored situ-
ations of the entity and interprets them to detect if any of the sit-
uations is taking place. At this point, two possibilities can arise: a
known situation is detected (4a), or the situation is not detected and,
therefore, is new (4b).

e 4a) Known situation: the strategies triggered in the past are
identified and triggered again. The entities associated with the
strategy are identified and their skills are invoked through the
endpoints. These invocations include the associated value to set
the action (e.g., luminosity - 7).

e 4b) New situation: the goals and skills of all the entities in-
volved in a new situation are detailed in their description. The
goals are identified using the Goal Generator component, or
manually set by the user. When an unknown situation is iden-
tified, all this information is processed and the goals of the de-
vices are covered with the available skills. The methods used in
the Matcher component to make ontology queries are: in Owl-
ready2, the .search(...) method of the ontology is used to get
the iri (Internationalized Resource Identifiers) of the individu-
als, and in RDFLib the SPARQL method .query(...) is used to
obtain information from the ontology at run-time. These two
libraries are used in a complementary way to set a link. In the
case of conflicting goals, such as different illumination levels for
two people, the goal that is reached last will be considered. Fi-
nally, the situation is sent to all the entities in the environment
to be added to their description.

5. Set strategy: once the strategy is identified, the endpoints of the
entities are invoked. This is done by accessing the skill of a related
entity that can do a change in the environment to achieve the goals.

This dataflow represents the basic operation of SMOTE, and can be
applied to any application that meets the requirements of the architecture.
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The basic aspects for the identification of situations, and how the devices
should act according to them, have been controlled.

In this section, the architecture designed for the Situational-Context
has been presented and an implementation of it has been provided. The
validation of the architecture will be shown in Section 5. In the following
section, we discuss the learning model followed by the Situational-Context
and some of the paradigms that we considered for its development.
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Chapter 4

Situational-Context:
Learning Model

“Intelligence is the ability to adapt to change.”
Stephen Hawking
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One of the fundamental aspects of the Situational-Context is its learn-
ing model. This learning model allows situations to be identified in real-
time based on environmental conditions and people’s needs.

Different paradigms have been partially developed and used to achieve
this behavior. Firstly, the Human Data Model paradigm, which al-
lows defining users and devices data in a way that third-party applications
can easily use; the Human-Based Microservices Architecture, which
allows defining people-centered applications following a series of recom-
mendations and best practices; and Federated Learning, a branch of
machine learning aimed at distributed learning among several devices for
decision making. This section will explain these paradigms and how they
have been used during the development of Situational-Context.
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4.1 Human Data Model

The “Human Data Model” (HDM), developed by Mékitalo et al. (Mé&ki-
talo et al., 2020) is a programming model for implementing Internet of Bod-
ies (IoB) solutions, which is defined as a network of human bodies whose
integrity and functionality depend, at least in part, on the Internet and
related technologies (Matwyshyn, 2019).

Devices and users have different needs. As a result, not all devices can
sense and process all types of data. For instance, today’s most common loB
devices can be difficult (or impossible) to program. Instead, these devices
are often connected to mobile devices or services and provide APIs to access
the data. While many approaches aim to homogenize and provide APIs to
the data collected with IoB, the problem remains that this information can
be difficult to use in practice. One of the critical challenges of wearable
technology seems to be usability and user experience. Imagine how difficult
it could be for an elderly person to start interacting with a smartwatch, for
this reason, an essential quality of HDM is that it can enhance interaction
with various IoB and other types of devices, such as on a cell phone, cloud
service, or even on a website and provide access to up-to-date data for
user-friendly applications.

In this sense, HDM aims to merge the physical, cyber, and social worlds
together, providing developers with an intuitive way to leverage data col-
lected by services and devices while implementing new IoT applications.
This is appreciated in Figure 4.1. In addition, the authors also developed
an API to access and interact with it. It is an abstract model for collecting
data relating to our lives and processing the data in an actionable form.
With this model, it is also possible to build applications that proactively
program computer-human interactions so that the computing infrastruc-
ture takes the initiative to better serve users. HDM documentation and
implementation details are available in (Makitalo, 2019).

The number of interconnected devices and the amount of personal data
they collect is increasing enormously. This makes it necessary to develop
new tools to harness their potential. New devices are continually being
introduced into people’s daily lives and are already producing a wealth of
data related to people’s well-being. However, harnessing that information
to create innovative Internet of Bodies solutions relies heavily on manually
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Things Services

Cyber wor\d

Figure 4.1: Unifying Physical-Cyber-Social Worlds

gathering the necessary information from various sources about the services
and devices involved. With HDM, it is possible to combine personal infor-
mation from various sources, perform calculations on that information, and
proactively schedule computer-human interactions. Developers using the
proposed model will have the opportunity to create solutions for the Inter-
net of Bodies using high-level abstractions of users’ personal information
and taking advantage of the model’s distributed approach.

The layered architecture and components of the Human Data Model
are detailed in Figure 4.2. The Programming Interface layer executes the
programming components of the Human Data Model. The Human Data
Model Instance Manager (HDMIM) layer, on the other hand, is responsi-
ble for executing the programming constructs (Analysis Model component),
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Figure 4.2: Human Data Model architecture

as well as connecting to other Human Data Model instances (Connectiv-
ity Manager component) and synchronizing data between them (Sensation
Synchronization component) through the Connectivity layer. HDMIM also
obtains seed files from the core of the Human Data Model. The seed files
contain identifiers related to the person and their devices and services.
With programming constructs, the framework merges the virtual, phys-
ical, and social worlds together, processing the data that these different
worlds provide. The result-Sensations can be leveraged across all three
worlds to create IoT applications. The API specification and some exam-
ples are available in the developer’s repository (Mékitalo, 2019). Thus,
with HDM, abstract sensations can be generated that can be used in any
application. The model is based on collective HDM executions, which sim-
plify the development of applications that run in the cloud, in the fog, or
at the edge, interchangeably.

HDM represents an important point of view concerning Situational-
Context. First, it considers the use of heterogeneous devices to create
more varied ecosystems, and, second, it unifies the data coming from these
devices so that they can be used by third-party applications. In addition,
its development mainly in Node.js served as inspiration for some of the
examples carried out with Situational-Context. Devices and users possess
different needs. As a result, not all devices can sense and process all types
of data. For instance, today’s most common IoB devices can be difficult
(or impossible) to program. Instead, these devices are often connected to
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mobile devices or services and provide APIs to access the data. While many
approaches aim to homogenize and provide APIs to the data collected with
IoB, the problem remains that this information can be difficult to use in
practice. One of the critical challenges of wearable technology seems to
be usability and user experience. Imagine how difficult it could be for an
elderly person to start interacting with a smartwatch. For this reason, an
essential quality of HDM is that it can enhance interaction with various IoB
types of devices, such as on a smartphone, on the cloud, or on a website,
and provide access to up-to-date data for user-friendly applications.

4.2 Human-Based Microservices Architecture

We have seen how HDM helps to represent people’s data in a simple and
unified way to be used by IoT devices and applications. The next step is
to analyze how these applications should be created to make it easier for
developers and optimize the time and effort spent.

Therefore, another of the tasks developed for the Situational-Context
was the development of an architectural pattern called “Human-Based
Microservices Architecture” (HBMA). The purpose of this pattern is to
offer developers a series of good practices where the development of human-
oriented applications follows a series of guidelines. The HBMA pattern
integrates people into the infrastructure of IoT applications and systems to
interact with an intelligent environment. Therefore, it is considered useful
to provide a guide for developers to perform this type of development in
systems where it could be required.

To develop this pattern, different works were analyzed where it is clear
that people are becoming more and more the core of software develop-
ment (Miranda et al., 2015; Conti, Passarella, & Das, 2017; Guillen et al.,
2013; Laso et al., 2021; Chen et al., 2017; Feng, Setoodeh, & Haykin, 2017).
From these works, different aspects revolving around these developments
were extracted, which were considered to develop the pattern, and which
should be taken into account when developing people-based applications.
These aspects are:

1. Al. Personal communication interface: How is the informa-
tion transmitted? What device can be used? Latest developments
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indicate the rise of the smartphone as the most widely used and com-
prehensive interface for interacting with other devices and collecting
information.

. A2. Encapsulation and description of people’s information:
What information should be provided? It is necessary to describe
people’s information so that they can be identified and distinguished
from other people to conduct the actions required by the application.

. A3. Specification of personal information: How is the infor-
mation about individuals specified? In addition to being described,
personal information must be specified to be easily interpretable and
reusable by other systems.

. A4. Enrichment of information from different sources: What
type of information should be specified? Personal information can
come from different sources that enrich the description of persons:
personal data, social networks, interactions, etc.

. A5. Storing information about individuals on personal de-
vices: How and where should this information be stored? Although
traditionally the use of the Cloud has been widespread for informa-
tion storage, personal information should be stored on the person’s
own device for keeping privacy.

. A6. Providing personal information as a service: What do
we do with this information? The purpose of describing, specifying
and storing this information is none other than to be offered to other
people or devices in order to interact with smart environments and
achieve more personalized services.

The next step was to develop the pattern. This pattern was designed

following the recommendations described by Schmidt et al. (Schmidt, Stal,
Rohnert, & Buschmann, 2013). These recommendations are based on spec-
ifying a series of minimum elements for the pattern: name, problem to be
solved, a context where to be used, strengths, limitations, proposed solu-
tion, practical examples, example implementation, and relationship with
other architectural patterns. Some of these elements are detailed below:
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Problem: over time, people have become central to the development of
software applications and systems. Information from people is useful for
configuring IoT devices, adapting the conditions of an environment or rec-
ommending services. The traditional conception is that smart devices are
the ones offering different types of services, while people are the ones con-
suming them. The current IoT approach is that people are also capable
of offering services and that these are consumed by other people or de-
vices. To do this, mechanisms are needed to deliver this information as
a service within an intelligent environment. Some of the most important
aspects of delivering this information are data privacy, data freshness, and
information management.

Context: devices have traditionally been considered the core elements
of IoT environments. This has brought great benefits and technological
advances in the IoT field. However, the use of people’s information to
deliver personalized and tailored content, and also the trend to increasingly
automate tasks, takes us to the next level where people increasingly need to
provide their personal information. This is supported by numerous research
papers providing paradigms and concrete implementations where the focus
is no longer so much on devices, but on people.

Strengths and weaknesses: the objective of the pattern is to favor the
development of applications and systems where people’s information must
be shared with the environment to favor interactions. This has several
advantages:

e The main advantage lies in the encapsulation of information in
a virtual profile, stored locally by a device linked to the person, such
as a smartphone or tablet, and structured following a standard and
easily interpretable format.

e Another advantage is to be able to establish different levels of pri-
vacy on this information and to be able to filter with whom this
information is shared. In this way, the individual has control over his
information, it does not travel to external servers, and he decides to
whom he offers it.
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e Another point in favor of the pattern is that services are defined

to provide this information. Thus, third parties or devices in the
environment can request it and act accordingly.

e These services can be scaled depending on the information estab-

lished in the profile and the preferences of the person, who decides
what to share and with whom.

Consequently, the main limitations have also been identified:

Although almost everyone today has at least one smartphone, there
may be instances where a person does not have a mobile device
on which to store their profile and interact with the environment.

The amount of information stored in the profile. Too little infor-
mation would not be of great use, but too much information could
saturate or slow down systems when querying and providing services.
In this sense, it is also a limitation if it contains sensitive informa-
tion about the person, as they may not want to share it or require
additional privacy measures.

Network connectivity, while considered more of a requirement,
can also be a limitation. In smart environments, connectivity such as
4/5G, Bluetooth, or WiFi is necessary to interact with other devices
in the environment. Having these services enabled at all times can
lead to significant power consumption.

Shared devices. A person often uses multiple devices, such as a
smartphone, tablet, smartwatch, etc. This can lead to profile frag-
mentation or inconsistency of information, having to, at some point,
be unified to ensure consistency of information. In addition, a device
may be used by different people, such as a tablet shared with children,
so be aware of who is using a device to associate this information with
their profile and not someone else’s.

Distributed system. A distributed architecture always implies a
higher level of complexity when designing, configuring, or maintain-
ing the system. Therefore, both the design and management of an
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application that adopts such a pattern will require greater effort for
the system to be truly efficient.

Solution: once the main information of the pattern has been defined, its
composition is shown in Figure 4.3. The HBMA pattern consists of the
following elements:

Generates
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i | Preferences =

Social
Networks
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by (external APP,
* loT APP, person, ...)

Devices

Figure 4.3: Human-Based Microservices Architecture pattern structure

e Person: is a natural person who is in an intelligent environment
and wishes to interact with other people and devices using his or her
personal information.

e Virtual profile: this profile can contain different types of informa-
tion depending on the application to be developed. The most com-
mon information is the name, the age, the city, etc. One of the main
aspects is that this information is enriched with information from
other sources, such as the history of interactions with other people
and devices, tastes and preferences, and social networks.

e Devices: the person is represented by one or more devices that act
as a communication interface with the rest of the people and devices
in the environment. This enables communication and information
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exchange. The most common device that has emerged as a refer-
ence representation of a person is the smartphone. In addition, the
personal device(s) is/are responsible for storing the virtual profile
locally.

Inference Engine: the inference engine can generate the virtual
profile from the interactions that the person has with his/her en-
vironment. These interactions are based on the exchange of infor-
mation with other people or devices in the environment and taking
into account the contextual information that surrounds them, such
as spatiotemporal data, weather, the influx of people, etc.

Access control: each person is the owner of his or her information
and decides with whom and how to share it. It is necessary to decide
with whom the information is shared, whether with the whole world,
with elements close to the environment, or with elements already
known beforehand. Privacy levels can be set according to the needs of
the application to be developed: public, private, mixed, personalized,
etc.

API Service: the information must be provided to other people and
devices in the environment. This filter is intended to establish which
services will be available for consumption. This will vary depending
on the information in the virtual profile, the degree of privacy applied,
and the type of information contained in the profile.

Consumers (external APP, IoT APP, person, etc.): third-
party applications or people in the environment can query the per-
son’s virtual profile. This is done by consuming previously published
services.

It is a fact that people-oriented development is becoming increasingly
important. Because of this, the Situational-Context pursues just that, to
be aware for adapting the environment to the people. The main problem
arises because there are no standard practices or guidelines for developers
to follow in order to design and implement these systems. The use of an
architectural pattern is beneficial throughout the application development
lifecycle.
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This has its limitations. First, the use of an architectural pattern is
limited to areas where its requirements are met. These areas are those in
which people’s information is primarily collected and used to generate and
deliver personalized services. Developers considering the use of the pattern
should consider some type of personal device as a communication interface
with the environment and other devices. Special attention should also be
paid to how information about individuals is described, as well as how
and where it is stored. It is also important that this information can be
enriched in different ways, such as through social networks or interactions
with other people. And finally, it should be considered to offer all this
information as different services are always under the control of the owner,
who decides what to share and with whom. Considering these aspects, the
application of the pattern would be satisfactory for the development of a
people-based application.

That is why the HBMA pattern has been used to develop the Situational-
Context, taking into account the different aspects that should be considered
to create people-based applications. The next step was to provide the nec-
essary intelligence to recognize situations efficiently. This was achieved by
implementing a proprietary algorithm and taking advantage of Federated
Learning techniques.

4.3 Federated Learning

Federated learning (FL) provides a training method to build personalized
models without violating user privacy. The main feature of FL is to ensure
user privacy by exchanging encrypted processed parameters. Its operation
is based on storing data in different working nodes in a distributed man-
ner and allocating resources through a reliable central server to efficiently
obtain the final training model. In FL, compared to distributed machine
learning, each worker node is the sole owner of its own data and a training
participant of the model (Zhang et al., 2021).

One of the tasks within the development of the Situational-Context
was the use of FL to develop a solution in which mobile devices play an
active role (Rentero-Trejo, Flores-Martin, Garcia-Alonso, Galan-Jiménez,
& Murillo, 2021). Thus, the devices are able to learn the preferences of
their owners and adapt the behavior of known and new intelligent envi-
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Training with
local data
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Simulation for one global round

Figure 4.4: FL with a double local model architecture

ronments to these preferences. To obtain personalized and context-aware
predictions, this solution proposed the consideration of two models. First, a
global model with the knowledge generated in the federation and providing
predictions to new users and/or new environments. Second, a customized
model that adjusts to the needs of a specific user for already known en-
vironments. Both models can be retrained to meet federation and user
needs. This approach allows for rapid customization and deployment, pro-
vides predictions on each environment the user visits, and manages multiple
environments.

The data model follows the premises established by the Situational-
Context, which considers the environment’s elements, the type of device,
the available actions, and spatiotemporal factors, among others. This way,
it is possible to obtain an enriched data model that serves as input for the
algorithm developed with FL.

This solution is based on standard FL and FedAwvg, adapted to use a
dual model. As mentioned above, there are two models. The first one, a
global model is responsible for performing all the usual FL tasks (GM in
Figure 4.4). Its goal is to create a global model from the federated users’
knowledge, which is then downloaded to the user’s device and used as a
global knowledge base. And the second, a local model with similar char-
acteristics to the previous one (LM in Figure 4.4), created in the device
itself, which is responsible for training only with the user’s data and with-
out interference from external models (as in FL) to achieve personalized
behavior.
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On the one hand, the global model is built from the knowledge of the
entire user network. First, each user has an empty model that is initial-
ized by a set of parameters defined in the server, which provides further
server control over the federation. Second, the model is trained over several
epochs and sent to the server. This process occurs with all connected de-
vices, and the server aggregates all the packets to create the global model.
And third, the user gets this global model to provide a starting point for
predictions. This method allows devices to make predictions based on the
overall federated behavior. It is especially useful in situations where new
users join the federation.

On the other hand, the local model is isolated on the users’ device,
and therefore, this model will not be affected by actions performed in the
federation. The model is trained with the device’s local data in the same
way as the downloaded global model is. The main difference with the global
model is that this model does not share its weights with any server and
remains independent of the federated environment. The objective of this
model is to obtain the highest degree of customization possible from the
use of the device. The main advantage of this model lies in situations where
the user is in one of his usual environments to make accurate predictions
tailored to his preferences.

Summarizing, the global model is used as a source of general knowledge
to determine what actions the federation would take in a similar situation.
Over time, the global model will be replaced by the personalized model,
which is the one that best knows the user’s particular behavior. Both
models compete to provide the best predictions; if one of them cannot
give a sufficiently accurate prediction, the prediction of the model with the
highest reliability index for that particular situation will be chosen.

The validation of the architecture was performed in two phases. First,
the approach was validated using synthetic data, in order to choose the
best configuration of the model. And second, the architecture is validated
with real users to test its performance in real scenarios, as well as its impact
on users’ mobile devices.

In phase 1, the synthetic data led to better results overall, especially in
familiar environments. In new environments, the performance of the local
model is low, as the model does not yet have sufficient knowledge of the
new situation, so it is necessary to use the global model. The performance
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will increase with the following actions in this environment until it becomes
a usual environment and the local model is the most used. In phase 2, the
models were tested with real data, and it was observed how the accuracies
are smoothed to a more realistic degree. In this case, the accuracy increased
considerably. The reason for this increase is that in real environments users
tend to use the same type of devices, as they feel more familiar with them.
The full results are available in the original article (Rentero-Trejo et al.,
2021).

From the development of this approach, we learned that federated learn-
ing can be used for situation identification with very promising results. In
addition, it also provided us with extra knowledge about IoT smart envi-
ronments and how they work. Smart environments can be very different
and heterogeneous, which makes the development of a multi-purpose and
effective model for any context a challenging task. Also, interoperability is
crucial to enable easy management of any IoT device via a mobile device.
Another fundamental aspect is that the operation of these environments
also depends on the context conditions. Each environment is defined by
the devices in it and how they are used, which helps the model in its task of
identifying the environment. Therefore the more properties and contextual
information analyzed, the more appropriate the behavior will be and the
more similar environments can be identified.

In this chapter, we have reviewed the main paradigms considered to
develop the Situational-Context learning model. The Human Data Model
(HDM) has allowed us to identify how people interact with IoT devices
and how this information can be modeled. The Human-Based Microser-
vices Architecture” (HBMA) architectural pattern has helped us to design
and implement the Situational-Context according to a series of aspects that
must be considered to create people-based applications. And, finally, Fed-
erated Learning has provided us with the necessary background to provide
intelligence to the Situational-Context and to be able to identify situations
more accurately.

In the following section, the Situational-Context is validated through
the implementation of a real use case and different simulations carried out
in environments with different conditions.
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Verification and Validation

“The only way to do great work is to love what you do.”

Steve Jobs
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In this section, we evaluate the feasibility and efficiency of the proposed
Situational-Context architecture by using the SMOTE implementation in
a case study. For feasibility, we analyze whether the ideas presented can be
implemented in a real environment. For efficiency, we evaluate whether the
response times obtained are suitable for IoT environments, where a certain
processing speed is required. These two aspects are first evaluated in a real
environment to obtain real values, and then in a simulated one to analyze
the behavior of the system with a larger number of entities.

5.1 Case Study: A Smart Office

A case study based on a smart office has been developed where there are
several entities, from IoT devices that regulate the brightness and turn on
or off electrical appliances, to people whose preferences must be resolved
by these devices. The idea is that as employees arrive, the devices will
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automatically adapt. To this end, when an employee arrives, his or her
description is processed to identify whether the situation that is occurring
is known or new. In this way, situations and the strategies associated with
them are generated to adapt the devices to the employee’s preferences. The
first few days, the situations will be new: new employees, new devices, new
routines, etc. Over time, these situations that are created are stored in
people’s descriptions. This makes it easier to identify an already known
situation in the following days and automatically trigger its strategy, in-
stead of having to do all the calculations to create a new strategy each
time. The smart office is composed of the following entities:

e 1 Raspberry Pi 4 Model B (ARM Cortex-A72 Quad-core and
4GB RAM). A microcomputer takes the role of the controller, manag-
ing the different entities, and coordinating them to achieve the goals
of a situation.

e 1 Yeelight v2 bulb !. An IoT device with the skills of changing
the color and the luminosity of a room.

e 1 Shelly v1 2. A switch with the skill of turning on or off the power
supply of an appliance such as an A/C, a TV, a computer, etc.

e 3 Android Smartphones: Belonging to three people and exposing
their goals with the environment under different situations.

— Honor 9: Kirin 960 Octa-core, 4GB RAM (Daniel).

— Moto G6: Snapdragon 450 Octa-core, 4GB RAM (Paul).

— Xijaomi Redmi 7: Snapdragon 632 Octa-core, 3GB RAM (Clau-
dia).

We decided to use these devices, first, because they come from different
IoT domains (smart home and industry), second, because they are quite
common and their acquisition is easy and, third, because manufacturers
provide an API that can be used to modify their behavior. In addition, with

'https://us.yeelight.com/shop/yeelight-smart—-led-light-bulb-1s
—color
Zhttps://shelly-api-docs.shelly.cloud/genl
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the information located in the descriptions of smartphones, we simulate
different situations. For IoT devices and people, their descriptions are
defined following the extension of the W3C-TD model. Figure 5.1 shows
both the case study scheme (Figure 5.1a) and the real devices (Figure 5.1b).
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(a) Case study scheme (b) Case study real devices

Figure 5.1: Case study

This case study is based on the dynamic management of the entities’
descriptions by the controller, following the whole process described in the
proposed architecture. The entities are added and removed from the envi-
ronment to check how the controller behaves and how the services of each
entity are adapted to each situation. The smart bulb is activated or deac-
tivated, regulating the level of brightness and even changing the color, and
the switch turns on/off a socket strip. These behaviors vary according to
the needs detected. For example, if a person enters the office and requires
a certain level of brightness, the bulb sets the required brightness. Estab-
lishing one value or another depends on the current order of arrival for the
entities, where the last entity to arrive will have priority over the others.

The case study allowed us to check the feasibility of the developed ar-
chitecture by using SMOTE. The source code of the implementation of
the controller and of the mobile application is available in public reposi-

tories 2, 4 as well as a complete video to explain the whole process of the

3https://bitbucket.org/spilab/server-node-python-w3ctde
‘https://bitbucket.org/spilab/android-w3ctde
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case study °.

5.2 Performance tests

The performance tests are based on the case study developed in the Smart
Office. This case study is focused on evaluating the behavior of the different
entities and, especially, the controller. Depending on when the people enter
or leave the office, the controller analyzes the goals of the people present
to adapt the behavior of each smart device to the detected needs. The
established value depends on the current order of arrival for the entities,
where the last entity to arrive will have priority over the others. For this
purpose, the processing time of the situations and the communication and
execution time of the skills are evaluated. These tests were repeated 25
times under the same conditions, in order to obtain average values. The
tests conducted were:

1. To identify new situations (#1). Given an environment with
different entities, we treat the descriptions of these entities to discover
new situations. This involves establishing a collaborative strategy
and triggering actions to adapt to the environment.

2. To process known situations (#2). For an environment with dif-
ferent entities, we again treat the descriptions of the entities. In this
case, since the situation has already occurred previously, we identify
the situation that is occurring and automatically trigger the associ-
ated strategy to adapt to the environment.

3. To measure the execution time for description parsing (#3).
A measurement of the average processing time of the entities in the
environment is performed.

4. To test the scalability of the system (#4). Environments with
more entities are simulated to test the feasibility of the system in
larger environments.

Shttps://www.youtube.com/watch?v=zkRSt 9d9430
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For tests #1 and #2, Figure 5.2 and Figure 5.3 show the times obtained
for the management of the description for a new situation and for a known
situation, respectively. The results obtained show that the processing time
is considerably less when dealing with a known situation. Specifically, the
average execution time obtained for new situations is 2,49 seconds, while for
familiar situations it is 0,27 seconds. This is because in a known situation
the associated strategy is triggered and it is not necessary to invest time on
matching skills with goals to define the strategies. This means that as new
situations are registered, their identification accelerates the adaptation of
the devices to the environment.
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Figure 5.2: Description parsing for new situations (milliseconds)
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Figure 5.3: Description parsing for known situations (milliseconds)
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Regarding test #3, the response time to process the entities’ descrip-
tion has also been calculated. These tests consist of requesting and sending
descriptions (MQTT) and triggering a strategy. The results obtained are
shown in Figure 5.4. The times obtained vary considerably due to the
functioning of the MQTT protocol. However, the average response time is
146,04 milliseconds for the three mobile devices, which can be considered
acceptable taking into account the size of the description, the characteris-
tics of the network, the number of devices and the experiments performed
in (HTTP vs. MQTT: A tale of two IoT protocols, 2018).
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Figure 5.4: Time execution for description parsing (milliseconds)

The results obtained validate the feasibility of the system in a real envi-
ronment. The response times for situation processing and the management
of descriptions through MQTT are specific to the controller installed on a
Raspberry Pi. These times are promising for this type of low-performance
device and could be improved by using a more powerful dedicated server
as a controller.

Also, test #4 evaluates the scalability of the system, both at the net-
work and information processing level, and it will depend on the type of
controllers to be used. In our case, we used Raspberry Pi with up to 100
entities involved in the case study, and we calculated the processing times
in the controller. Figure 5.5 shows the obtained times:

It can be observed that the average processing time per entity (descrip-
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Figure 5.5: Average execution time for entities and environments (seconds)

tion processing) does not vary considerably with the environment (between
2,29 - 7,96 seconds). Hence, we conclude that even in very large environ-
ments this should not be a problem. Furthermore, the processing time for
the complete environment, i.e., processing all descriptions, identifying the
situations, and solving the objectives, does vary as a function of the size
of the environment ranging over 4,58 - 396,31 seconds. Here it can be seen
that in crowded environments the power of the controller should be higher.

5.3 Large environments simulations

To evaluate the feasibility and the behavior of the system in larger envi-
ronments, seven environments were simulated where the number of devices
and people vary from 1 to 50. To maintain consistency with the previ-
ous case study, the tests performed were repeated 25 times for each of the
environments. These tests are focused on the following objectives:

1. To resolve goals with the available entities (#5). Evaluate
how the detected objectives are solved with the available skills. To
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do this, link the objectives and actions of entities that have common
characteristics, e.g., the objective of increasing lighting with the ac-
tion of turning on a light bulb, and create a strategy to follow. For
example, lighting the lamp every day at the same time.

2. To check the quality of the goals resolution (#6). Evaluate
how optimal is the link between objectives and actions. In this sense,
false positives are detected, or in other words, objectives that were
thought to be capable of being solved but could not be finally solved.

For tests #5 and #86, the description of the entities contains 2 skills,
4 goals, and 1 situation. This configuration was selected because each IoT
device has 2 skills that allow making changes in the environment, such as
changing its state from on to off or changing the brightness; and people
have 4 general goals, such as modifying the brightness of a room, setting
a specific temperature, turning on a certain TV channel, or modifying the
volume of the music. Therefore, a situation about working at the office can
be discovered. To do this, up to 50 different descriptions corresponding to
people and devices were generated. These descriptions contain skills and
goals in a random way, simulating a real environment of arrival and leaving
of people. The algorithm was modified to detect which of the predictions
are accurate and which are not. This refers to finding an appropriate skill
for a particular goal (solvable goal). For example, to increase the brightness
of a room, the ability to increase the wattage of a light bulb in that room
has to be identified. There may be cases where the skills and goals do not
finally match, but due to the characteristics of the device or the similarity
in skills and goals, the Matcher component identifies them as a match(i.e.,
it is a false positive). For example, for the goal of increasing the brightness,
the ability to increase the energy savings of the bulb may be detected. False
positives indicate that the goals have been identified as achievable but once
the strategy was established they could not be achieved due to problems
with the invocation of the associated services or because they were not
fully supported. In the tests we considered different aspects to evaluate
an environment: the number of devices and people, solvable goals (goals
solvable with the available skills), solved goals (goals satisfactorily solved),
and false positives (goals identified as solvable but not finally solved).

The results of these tests are detailed in Table 5.1 for each of the seven
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Table 5.1: Solved goals and false positives after 25 executions per environ-
ment

Devices People Solvable | Solved False
Environment | simulated | simulated goals goals positives
1 1 1 1,12 98,67% 17,33%
2 1 5 5,24 92,46% 16,80%
3 5 5 10,8 93,91% 33,06%
4 5 1 1,96 98,00% 33,33%
5 10 50 108,4 93,83% 33,49%
6 20 20 42,48 94,01% 34,67%
7 50 50 106,92 94,25% 34,34%

simulated environments. The descriptions vary to cover different possi-
bilities that may occur in real environments. Knowing this, the system
processes each environment to match actions and objectives and adapt the
behavior of the devices. Two of the simulated environments are explained
below.

In environment 1, 1,12 solvable goals are detected on average. As men-
tioned above, there may be other goals that can not be resolved because no
associated skills are available. This applies to all simulated environments.
The system was able to resolve 98,67% of these goals. In addition, 17,33%
of the solved goals have been identified as false positives because they have
been attempted to be solved with skills or devices that have not been able
to perform it. For environment 5, 108,4 solvable goals are detected on av-
erage. In this case, the system has been able to resolve 93,83% of them,
and 33,49% of the solvable goals have been detected as false positives.

Given the results, it can be deduced that the system promises great
performance in crowded environments. The goal resolution has been satis-
factory in 95,01% of the cases. In addition, the number of false positives is
29,00% for the simulated environments. The greater the number of devices
and people in the environment, the more false positives will be obtained.
This is because more objectives are detected to be achieved and, therefore,
the probability of failing to achieve some of them also increases.

The evaluation performed above addresses the feasibility, efficiency, and
performance of the architecture. We evaluated the latency and response
times in tests #1, #2, #3 and #4, and the performance and the quality
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experience of the “Situation Manager” and “Goal Generator” components
in tests #5 and #6, since these two components are the most important
in the architecture and have been designed from scratch.
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Chapter 6

Conclusions and Future
Work

“The Internet? Is that thing still around?”
Homer Simpson
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6.1 Conclusions

The development of this doctoral thesis has involved research in differ-
ent areas, from the Internet of Things to Artificial Intelligence, including
Semantic techniques and communication technologies.

In Chapter 1 the origin of the research line was established, and how as
a result of open lines such as People as a Service and Internet of People, the
idea of Situational-Context was born. In addition, the problem detected
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and the objectives to be met were detailed, as well as the contributions
that were expected from this thesis and that have finally been achieved.
The collaborations that arose both in research stays with other universities
and in research projects were also described. These collaborations served
to enrich the background on the subject and to know how other research
groups work.

Once the problem to be solved had been established, an analysis of the
state of the art was carried out. In Chapter 2 several key aspects of the
development of the Situational-Context were analyzed. These aspects were
the mechanisms of collaboration in IoT environments and the main pillars
that refer to the related areas and that represented a potential contribution
to the development. Once this analysis was completed, a Systematic Liter-
ature Review was performed where the works related to these pillars were
analyzed. These works allowed us to detect the gap where the Situational-
Context, and therefore this thesis, could make a real contribution. This
gap was the identification of situations in collaborative IoT environments,
and this is where we focused our development.

The results of the literature analysis provided us with the necessary
background to start with the development. In Chapter 3 the concept of
Situational-Context is introduced to provide the reader with a more de-
tailed view of this paradigm. In addition, we start with the development
by defining an architecture that supports the gap detected in the System-
atic Literature Review and that aims to meet the objectives established
at the beginning of the document. For this architecture, a series of mod-
ules are defined that allow from the physical communication of the devices
to the identification of situations and subsequent automatic adaptation of
the environments. In addition, the design of the entities is detailed, and
how their information must be specified and treated to facilitate the work
of the developers. It also details the implementation of the environment
controller element, which is in charge of processing the information of the
entities, identifying the situations, and establishing a strategy for them.
Finally, the data flow of the whole process is described, from the moment
an entity is detected in the environment, all its information is processed,
and until the devices are adapted to its preferences. This allowed refining
the operation of the architecture components to subsequently develop the
learning model.
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The learning to identify situations is given by different aspects. In
Chapter 4 the methodologies used to develop the Situational-Context learn-
ing model were studied. These methodologies focus on defining a data
model to organize people’s information that can be used to offer differ-
ent types of services. These services will be invoked by the environment
controller to adapt the behavior of the devices. In addition, a federated
learning model was designed, which, based on the knowledge generated by
all the entities in the environment, makes it possible to establish a per-
sonalized learning mechanism for each entity. This allows the creation of
simpler and lighter learning models. In this way, the controller can pre-
dict future situations for the entities to provide a first adaptation of the
environment to the users.

With the development done, it was time for testing, what it was ad-
dressed in Chapter 5. Once the architecture and its learning model had
been defined, a real case study based on a Smart Office was implemented to
evaluate the efficiency, effectiveness, and feasibility of the architecture. Dif-
ferent tests were performed to check response times, and processing times
and even larger environments were simulated to check the scalability of the
system. Finally, these tests concluded that the architecture designed for
the Situational-Context was perfectly viable to be taken to a production
environment.

Given the work conducted, we can conclude that the objectives set
out at the beginning of this doctoral thesis have been satisfactorily met,
proposing a viable solution for the automatic adaptation of intelligent en-
vironments based on information from people.

6.2 Publications

6.2.1 Accepted papers

The scientific publications derived from this thesis are listed below in
chronological order:

e Flores-Martin, D., Berrocal, J., Garcia-Alonso, J., & Murillo, J.
M. (2022). Towards Dynamic and Heterogeneous Social IoT Envi-
ronments. Computing. (Q2, 2.420)
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Rentero-Trejo, R., Flores-Martin, D., Galan-Jiménez, J., Garcia-
Alonso, J., Murillo, J. M., & Berrocal, J. (2022). Using Federated
Learning to Achieve Proactive Context-Aware IoT Environments.
Journal of Web Engineering, 53-74. (Q4, 0.617)

Flores-Martin, D., Rojo, J., Moguel, E., Berrocal, J., & Murillo,
J. M. (2021). Smart Nursing Homes: Self-Management Architecture
Based on IoT and Machine Learning for Rural Areas. Wireless Com-
munications and Mobile Computing, 2021. (Q3, 1.819)

Flores-Martin, D., Garcia-Alonso, J., Berrocal, J., Foschini, L.,
& Rodriguez, J. M. M. (2021, September). Context-Dependent Ser-
vices Selection in Smart Environments. In 2021 IEEE Symposium on
Computers and Communications (ISCC) (pp. 1-6). IEEE. (Class 3)

Flores-Martin, D., Makitalo, N., Berrocal, J., Garcia-Alonso, J.,
Mikkonen, T., & Murillo, J. M. (2021, April). Layered Interoperabil-
ity for Collaborative IoT Applications. In Future of Information and
Communication Conference (pp. 192-211). Springer, Cham.

Flores-Martin, D., Berrocal, J., Garcia-Alonso, J., & Murillo, J. M.
(2021). SMOTE: A Tool to Proactively Manage Situations in WoT
Environments. In International Conference on Web Engineering (pp.
525-529). Springer, Cham. (Class 3)

Flores-Martin, D., Laso, S., Berrocal, J., & Murillo, J. M. (2020,
October). Detecting and Monitoring Depression Symptoms Accord-
ing to People’s Behaviour Through Mobile Devices. In International
Workshop on Gerontechnology (pp. 3-10). Springer, Cham.

Makitalo, N., Flores-Martin, D., Berrocal, J., Garcia-Alonso, J.,
Ihantola, P., Ometov, A., ... & Mikkonen, T. (2020). The internet of
bodies needs a human data model. IEEE Internet Computing, 24(5),
28-37. (Q1, 4.231)

Flores-Martin, D., Berrocal, J., Garcia-Alonso, J., & Murillo, J. M.
(2020, June). Extending W3C Thing Description to Provide Support
for Interactions of Things in Real-Time. In International Conference
on Web Engineering (pp. 30-41). Springer, Cham.
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e Rojo, J., Flores-Martin, D., Garcia-Alonso, J., Murillo, J. M., &
Berrocal, J. (2020, March). Automating the interactions among IoT
devices using neural networks. In 2020 IEEE International Confer-
ence on Pervasive Computing and Communications Workshops (Per-
Com Workshops) (pp. 1-6). IEEE.

e Flores-Martin, D., Pérez-Vereda, A., Berrocal, J., Canal, C., &
Murillo, J. M. (2018, December). Interconnecting IoT devices to
improve the QoL of elderly people. In International Workshop on
Gerontechnology (pp. 83-93). Springer, Cham.

e Flores-Martin, D., Canal-Velasco, J. C., Berrocal, J., & Murillo,
J. M. (2019). Abordando los distintos niveles de colaboracién entre
dispositivos en entornos IoT.

e Flores-Martin, D., Laso, S., Berrocal, J., Canal, C., & Murillo, J.
M. (2019, September). Allowing IoT devices collaboration to help
elderly in their daily lives. In International Workshop on Gerontech-
nology (pp. 111-122). Springer, Cham.

e Laso, S., Flores, D., Garcia-Alonso, J., Murillo, J. M., & Berrocal,
J. Deploying APIs: Edge vs Cloud Environments. MMTC Commu-
nications Frontiers.

e Flores-Martin, D., Pérez-Vereda, A., Berrocal, J., Canal-Velasco,
J. C., & Murillo, J. M. (2019). Coordinacién de dispositivos IoT
mediante web semaéntica y ontologias en situational-context.

e Flores-Martin, D., Berrocal, J., Garcia-Alonso, J., Canal, C., &
Murillo, J. M. (2019). Enabling the interconnection of smart devices
through semantic web techniques. In International Conference on
Web Engineering (pp. 534-537). Springer, Cham. (Class 3)

e Flores-Martin, D., Berrocal, J., Garcia-Alonso, J., & Murillo, J.
M. (2019, March). Towards a runtime devices adaptation in a multi-
device environment based on people’s needs. In 2019 IEEE Inter-
national Conference on Pervasive Computing and Communications

Workshops (PerCom Workshops) (pp. 304-309). IEEE.
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e Flores-Martin, D., Pérez-Vereda, A., Berrocal, J., Canal, C., &
Murillo, J. M. (2018, December). Interconnecting IoT devices to
improve the QoL of elderly people. In International Workshop on
Gerontechnology (pp. 83-93). Springer, Cham.

e Flores-Martin, D. (2017, November). Meeting IoT users’ prefer-
ences by emerging behavior at run-time. In International Conference
on Service-Oriented Computing (pp. 333-338). Springer, Cham.

6.2.2 Pending papers

In addition, some papers are pending acceptance:

e Flores-Martin, D., Berrocal, J., Garcia-Alonso, J., Canal, C., &
Murillo, Juan M. An Architectural Pattern for Providing People’s

Information from their Companion Devices. Journal of Systems and
Software. (Q2, 3.514)

e Flores-Martin, D., Rentero-Trejo, R., Galan-Jiménez, J., Garcia-
Alonso, J., Murillo, J. M., & Berrocal, J. Knowledge Sharing in
Proactive WoT Multi-Environment Models. Journal of Web Engi-
neering. (Q4, 0.575)

e Laso, S., Flores-Martin, D., Herrera, J. Luis, Galan-Jiménez, J.,
& Berrocal, J. Identification and visualisation of a patient’s medical
record via mobile devices without an internet connection. Electronics.
(Q3, 2.690)

6.3 Future Works

Future work derived from this thesis focuses on defining a hierarchical
or prioritization mechanism for generating and establishing strategies for
situations. Based on different properties of people, such as the frequency
of going to a particular place, the time spent in that place, or the degree of
affinity with the environment, we are working to ensure that the strategies
that adapt to the situations take into account the preferences of certain
people based on these properties.
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Another line currently open is to improve the programming model with
federated learning mechanisms. Within federated learning, we are apply-
ing knowledge distillation techniques. Knowledge distillation allows us to
generate simpler learning models to predict situations. This is intended
to reduce processing time when identifying situations and activating their
strategies.

We are also working to define an architectural pattern to develop people-
centered applications in a simpler and standard way. As a consequence of
the Situational-Context, we detect that there is a growing need for appli-
cations to be more people-centered and not so much device-centered. This
is why the development of an architectural pattern is necessary to pro-
vide a development guide to developers when implementing this type of
application.

6.4 Final Reflection

The realization of this thesis began back in 2017 when I finished my Degree
studies and started my Master’s studies. At the same time that I was doing
my Master’s studies, I began to immerse myself in the research world and
all that it entails. In the beginning, it was complicated to combine both
tasks, but as time went by I got used to the research tasks, always guided
by the good judgment of my directors.

During this period, I have been able to learn new areas of knowledge,
technologies, techniques, and methodologies that I did not know and that
have enriched my professional career. This has allowed me to develop
my skills as a computer engineer while acquiring the necessary skills for a
research career. In addition, collaborations with colleagues, other univer-
sities, and the research stays have given me an additional vision of seeing
things that perhaps I did not have before.

The development of the thesis has also given me the opportunity to
participate in different research projects, where I learned how a project
works, how the tasks are managed, and the importance they have within a
research career. In addition, they have provided me with additional knowl-
edge and collaborations with other colleagues both from my university and
from other universities, an aspect that I consider very positive and en-
riching. I have also had the opportunity to start with some teaching tasks.
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First, through participation in different teaching innovation projects whose
objective was to improve learning methodologies and increase student mo-
tivation. And secondly, I had the opportunity to teach in different subjects,
which has allowed me to gradually acquire the necessary skills for a teaching
career. These teaching tasks have given me a lot in both my professional
and personal life, having to deal with many people and manage different
aspects that require significant time management and coordination.

The development of this doctoral thesis has been an important personal
challenge for me, with good and not-so-good moments. It is a complicated
path full of uncertainty, but it has also brought me many good things in
my life, and that is what I keep in the end. I have met many people
who have helped me and with whom I have shared countless incredible
moments. However, it is worth mentioning that the development of this
doctoral thesis was involved in the global pandemic of COVID-19. This
meant dealing with all that this entailed, and it was necessary to rethink
the tasks and methodologies used during the development to adapt them
to the conditions of the pandemic.

To conclude, I consider that this period has been very fruitful for me
and that the work done has provided me with an important base as a
researcher but has also made me grow and mature as a person. That is
why I finish my doctoral thesis with new skills and reinforce the ones I
already had to face any challenge that life throws at me.
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Appendix 1

SLR Methodology

This appendix details the activities performed to develop the SLR in accor-
dance with the (Kitchenham & Charters, 2007). Each of them is detailed
below.

I.1 Research tools

Different tools were used to conduct the SLR phases. These are:

e Mendeley ! as bibliographic manager. Mendeley is an advanced bib-
liographic manager that allows storing, ordering, and simply reading
documents. This tool was used to read scientific papers and take
notes on them.

e Parsif.al ? as the main data extraction tool. Parsif.al is an online
tool that, through a series of steps, allows to perform a complete
SLR. This tool was used to import the documents from Mendeley
and make a selection of those to be finally analyzed. In addition,
Parsif.al allows the creation of forms to manage the quality of each
paper based on the objectives of the defined SLR, as well as the
extraction of research data and their analysis.

'nttps://www.mendeley.com
https://parsif.al
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e Microsoft Excel ? as a complementary tool for managing the SLR.
Parsif.al allows exporting the results to a .csv file. This file can be
manipulated with Excel and was used to create customized statistics
and reports.

1.2 Plan Review: Protocol planning

I.2.1 Background

As mentioned, this SLR is intended to provide the necessary background
to develop the Situational-Context. For this purpose, work focused on
providing situation-dependent interoperability in IoT smart environments
and favoring its adaptation to people’s preferences will be reviewed. To
this end, three main needs (N) are identified:

e N1. Identify approaches based on IoT solutions.

e N2. Identify the IoT standards that allow improving interoperability
between smart devices.

e N3. Identify which architectures, middlewares, frameworks, or sys-
tems are used in other works to adapt to situations in IoT environ-
ments.

The next step is to establish the research questions based on these
needs.

1.2.2 Research Questions

The research questions are one of the most crucial parts of SLR develop-
ment. They must be specified correctly since they condition the rest of the
work. Therefore, it is necessary to establish the right questions to solve
the detected needs. Table 1.1 specifies the research questions posed for this
SLR.

Shttps://www.microsoft.com/es-es/microsoft-365/excel
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Table I.1: SLR Research Questions

Research Y Related
# Question Wi ez (O to Need
Know the existing applications or frameworks
. that allow connecting IoT devices to interact
Z}Zi};?tfgfcrlrllzzf%fs with the environment. There are platforms that
RQ1 ging allow installing devices that, through a previous N1
IoT/WoT smart . .
. configuration, can automate routines or make
environments? . . .
changes in the environment. For example, using
a light bulb with Alexa.
Know the most popular protocols for exchanging
What standards mformatlop bgtween dfev1ces. There are many
. . communication and information exchange
exist to provide . >
. o protocols on the market. This heterogeneity
RQ2 interoperability . . . N2
allows having a wide range of devices, but on the
between IoT . S
devices? other hand it makes compatibility between
’ devices difficult. For example, using the
Semantic Web.
Know the techniques used in existing works that
What architec- favor interoperability. The problem of
tures/middlewares | heterogeneity in IoT has been addressed in many
RQ3 exist to provide existing works. We aim to analyze these works N2
interoperability to learn about the techniques employed and how
between IoT they can be applied in the context of this thesis.
devices? For example, using Home Assistant or Open
Hub.
Know the types of interoperability addressed in
each paper. There are many levels of
What kind of 1nter0perab11.1t.y and th».e current wo%"ks.te.nd to
interoperability do focus on providing solution to them individually.
RQ4 . The aim is to analyze the works that address N2/N3
current solutions o g ..
rovide? these levels individually or jointly and how they
p ’ are treated in IoT environments. For example,
interoperability at the level of connectivity and
information exchange, or at the semantic level.
Know what techniques are used for devices to
adapt their behavior. There are many elements
What techmiaues | e eomtent, nearb
RQ5 are used to adapt ’ ’ Y N3

devices to people?

devices, the people involved, etc. The aim is to

analyze how these elements are treated to decide
the behavior of a device to a given event. For
example, setting the brightness of a light bulb.
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1.3 Conduct Review: SLR execution

I.3.1 Search Criteria

Once the research questions were established, the next step is to establish
the search criteria. To do this, the sources of scientific resources to be
searched must be selected. Among the most famous sources are Web of
Science (WOS) 4, Google Scholar ®, or Scopus . For this SLR we have
decided to use Scopus because it is one of the most complete and relevant
sources for locating papers related to Computer Science.

I.3.2 Search String

The search string will depend on the terms we want to locate in the papers.
In addition, alternative terms can be entered for each term to cover a wider
range of possibilities. The terms used for this SLR are listed in Table I.2.

Table 1.2: SLR Search string composition

Main Term Alternative Terms Relatec.l to
Question
“Internet of IoT OR “Web of Things” OR WoT OR RQ1
Things” “Smart Environment”
Interoperability Interconnection OR Connectivity OR RQ2/RQ4

Communication OR Protocols
Situation OR “Situation Aware” OR
Context “Situation-Aware” OR “Context Aware” OR RQ4

“Context-Aware”
. Platform OR Middleware OR Framework OR
Architecture Standard RQ2/RQ3
“Self-adaptation” OR Behaviour OR Needs
OR Preferences OR People

RQ5

Adaptation

As can be seen, papers are desired that discuss the Internet of Things,
interoperability, context, architectures, and adaptation, each of these terms
with their respective alternative terms. From these terms, we can estab-
lish the search string that will allow us to locate the jobs to be analyzed.
The search string goes through several modifications until the final one is

https://www.webofscience.com/wos/woscc/basic—search
Shttps://scholar.google.com/
Shttps://www.scopus.com
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decided. In addition, a filter was used to limit the search area to computer
science (COMP). Table 1.3 shows the search string finally used.

Table 1.3: SLR Final Search String

Search string

( TITLE-ABS-KEY ( “Internet of Things”

OR “IoT” OR “Web of Things” OR “WoT” OR “Smart environment” )
AND TITLE-ABS-KEY ( “Interoperability”

OR “Interconnection” OR “Connectivity” OR “Communication” OR “Protocols” )
AND TITLE-ABS-KEY ( “Context”

OR “Situation” OR “Situation aware” OR “Situation-aware” OR “Context aware”

OR “Context-aware” )
AND TITLE-ABS-KEY ( “Architecture”

OR “Platform” OR “Middleware” OR “Framework” OR “Standard” )
AND TITLE-ABS-KEY ( “Adaptation”

OR “Self-adaptation” OR “Behaviour” OR “Needs” OR “Preferences” OR “People” ) )
AND ( LIMIT-TO ( SUBJAREA , “COMP” ) )

1.3.3 Inclusion and Exclusion Criteria

The inclusion and exclusion criteria allow us to determine what type of
work will be analyzed later. These criteria are intended to find technical
and technological depth, based on scientific facts. These criteria are decided
based on other SLRs that may be related to the same area and also based
on the expert knowledge of other researchers.

On the one hand, the studies that meet the following conditions were
included:

e Complete papers.
e They must belong to the “Computer Science” branch.

e Any type of publication, whether journal, conference, doctoral thesis,
etc., give preference to indexed journal papers and conferences.

e Studies that present a method and/or technique to improve interop-
erability between devices in IoT/WoT environments.

e Publications until 20207.

"This SLR was conducted during the year 2020
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On the other hand, studies that met at least one of the following con-
ditions were excluded:

e Papers that do not specifically address technologies in IoT/WoT en-
vironments are not of interest to the study, or simply name IoT/WoT
as an example without being the main focus of the study.

e PowerPoint or similar presentations.

e Duplicate papers or papers coming from the same source.

1.3.4 Data Extraction Strategy

The execution of the search string returned a total of 614 results, as can
be seen in Figure I.1. A series of inclusion and exclusion criteria will be
applied to these results to determine which papers will be analyzed.

. ‘V‘ SERVICIO DE BIBLIOTECAS
L] UNIVERSIDAD o EXTREMADURA

EX
Scopus Search  Sources Lists Catélogo de la biblioteca @ 4
F 8
614 document results
ITLE-ABS-KEY ( "Internet of Things" OR "loT" OR "Web of Things" OR "WoT* OR "Smart environment" ) Al ABS-KEY (" bility" OR " ion” OR "Connectivity”
"Communication” OR "Protocols” D LE-ABS-KEY ( "Context” OR "Situation” OR "Situation aware” OR "Situation-aware” OR "Context aware” OR "Context-aware” D LE-ABS
*Architecture” OF "Platform’ OR "Middleware” OF "Framework” OR "Standard" 5-KEY ("Adaptation” OR "Self-adaptation" OR "Behaviour' OR "Needs' OR "Preferences”
OR "People”)) AND (LIMIT-TO “comp*
# Edit B Save L Setalert B Setfeed
Search within results.. Documents  Secondary documents  Patents View Mendeley Data (4813)
Refirie results 1ls Analyze search results Show all abstracts  Sort on: Date (newest)
Alv  cs v Download Viewcitati : tedby S .- B =
Access type © tas Document title Authors Year Source Cited by
Open Access (78) >
1 IoT-BSFCAN: Asmartcontet-  Deebak, B.D, Al-Turjman, 2020 Future Generation Computer Systems 0
Other (536) > aware system in loT-Cloud using  F., Alogaily, M., Alfandi, O. 109, pp. 368-381
- mobile-fogging
Year 2 View abstract~ Buscar Texto Completo Related documents
2020 (40) >
st ) > 3 Factory Communications atthe  Zunino, C, Valenzano, A, 2020 Computer Standards and Interfaces 0
Dawn of the Fourth Industrial  Obermaisser, R., Petersen, 71,103433
2018 (121) > Revolution S.

Figure I.1: SLR first search result

To this must be added papers that had previously been identified from
other sources such as conferences and specific journals, and were considered
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relevant but did not enter the search string. In addition, these results were
complemented with post-2020 papers discovered during the development of
this thesis, so finally we processed 621 papers. This process is illustrated
in Figure 1.2 and detailed below through 4 main phases:

1. First, the search for all items was performed by attending to the
search string established earlier. To these papers were added those
that were previously known and were relevant to SLR, resulting in a
total of 645 papers.

2. Second, duplicate papers were discarded, resulting in a total of 638
papers. In this phase, the analysis of the papers started, based on
the title, abstract, and keywords.

3. Third, for each paper analyzed in the previous phase, the previously
defined inclusion and exclusion criteria were applied. This makes
it possible to determine which papers are finally fully analyzed. The
result of this phase yielded a total of 53 papers to be analyzed by title,
abstract, keywords, and full text. The main exclusion criterion was
that many of the papers deal with IoT to create specific applications
but do not address interoperability or they are not context-aware.

4. Fourth, the last filtering was performed to determine which of the
analyzed papers would finally be included in the analysis. It was
determined to all the papers since the IoT trajectory is not too great
in terms of improving interoperability and we think that the papers
analyzed more than meet the restrictions established in this SLR.
However, we could not access one of these, so finally, 52 papers were
included in the analysis.

Following the steps provided by the Parsif.al platform, the data extrac-
tion for the 52 papers were divided into two parts.

On the one hand, a checklist was made to quantify the suitability of
each work analyzed concerning the SLR objectives. This checklist is based
on a series of questions (Table I.4a) to which a score is assigned according
to the content of each paper (Table I.4b). Some of these questions are based
on whether architecture is properly described, whether people’s needs are
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Results identified
in databases
(n=621)

P P P P
| Results |dent|f|ed | | Results to review 1 IPapers for full text| IPapers included |n|

eligibility review the analysis
(n—645) (n 638) I 1 (n=53) 1 1 (n=52) 1
Results identified - - - =_————
in other sources
(n=24)
Duplicate results Results excluded Papers excluded
by criteria after review the text
(n=7) (n=585) (n=1)

Figure 1.2: SLR process summary

considered, or whether the adaptation is done in real-time. In this way, a
score is obtained for each item analyzed.

Table 1.4: SLR Data extraction quality assessment checklist

Question

Is the proposal (architecture/framework) described?

Are the users’ needs considered? Answer Weight
Are the customs situations considered? Yes 1.0
Is the proposal implemented? Partially 0.5
Is the proposal based on a standard? Undefined 0.0
Is the interoperability improved? No -0.2
Is the proposal validated? (examples, use cases, etc)

Is the adaptation to the situation performed in real-time? (b) Answers

(a) Questions

On the other hand, a data extraction form was elaborated, which is
filled in for each paper (Table 1.5). The form is composed of different fields
to be filled in with the relevant information for the SLR. Among some of
the fields to be filled in are whether the paper is based on a standard,
whether different situations in IoT environments are considered, the data
source of the devices, or the application domain.

With all this, the results are obtained, which will later be analyzed to
determine the path to follow during the thesis.
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Table 1.5: SLR Data extraction form

IoT devices data source

Select One Field

Description Type Values
e No
Based on a standard Select One Field e Partially
e Yes
If based in a standard, describe which String Field ¢ n/a
one(s)
Considers environment’s situations Boolean Field e n/a
e No
Adaptation in real-time Select One Field e Partially
e Yes
Solution definition (architecture/frame- Boolean Field .« n/a
work)
e Not specified

Real
Synthetic

IoT/WoT domain

Select Many Field

Agriculture
Automotive
Healthcare
Industry

Mobility

Smart city

Smart grid

Smart home/office
Sports

Another

If other domain, describe which one(s)

String Field

n/a

Interoperability reached

Select Many Field

IoT/WoT Domains
Organizational

Other
Semantics
Situational

Syntax
Technology

If other interoperability level, describe
which one(s)

String Field

Pros+

String Field

Cons-

String Field

Notes

String Field
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Acronyms

AmI Ambient Intelligent. 6, 35-37

API Application Programming Interface. 68, 78, 80, 86, 92
BLE Bluetooth Low Energy. 72

COP Context-Oriented Programming. 6, 23-26

GGS GII-GRIN-SCIE. 14

HASS Home Assistant. 61, 68, 72

HDM Human Data Model. 78-81, 90

IoB Internet of Bodies. 78, 80, 81
IoP Internet of People. 2

IoT Internet of Things. xv, 4, 5, 7-13, 16, 17, 20, 22, 23, 26, 28, 34, 37,
38, 42, 45, 46, 48-51, 55, 58, 59, 64, 66, 69, 78, 80, 81, 83, 86, 90-93,
98, 102, 112, 115-118

JCR Journal Citation Reports. 14, 15

ML Machine Learning. 6

MQTT Message Queuing Telemetry Transport. 55, 72, 73, 96
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Acronyms

NMAP Network Mapper. 72
OWL Web Ontology Language. 26, 29
PeaaS People as a Service. xv, 2, 13, 32-35

RDF Resource Description Framework. 26, 27
REST REpresentational State Transfer. 34

RFID Radio Frequency Identification. 7

SLR Systematic Literature Review. xv, 38, 39, 41, 42, 44, 51, 55
SOAP Simple Object Access Protocol. 34

SPARQL SPARQL Protocol and RDF Query Language. 69, 74
Spilab Social and Pervasive Innovation Lab. 2, 3

SW Semantic Web. 6
URI Uniform Resource Identifiers. 26

W3C World Wide Web Consortium. 26
WoT Web of Things. 65, 115, 116
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